SVC and Storwize V7000 Release 6.3: Configuring LDAP
Once your SVC or Storwize V7000 is upgraded to version 6.3 you can start using LDAP for

authentication. This means that when you logon, you authenticate with your domain user-id and

password rather than a locally created user-id and password.
So why is this important?

* It saves you having to configure every user on every SVC or Storwize V7000. If you have

multiple machines this makes it far more efficient to set up authentication.

* It means that when commands are executed on the SVC or Storwize V7000, the audit log
will show the domain username that issued that command, rather than a local username, or

worse just superuser (i.e. who mapped that volume? The superuser did.... who? )

It gives you central control over access. If someone leaves the company you just need to
remove access at the domain controller, meaning there won't be orphan user-ids left on your

Storage equipment.

So as an exercise | added my lab Storwize V7000 to our domain to show how it is done. This

example also applies to an SVC so don't be confused if | only refer to Storwize V7000 from now on.

The first task is to negotiate with your Domain administrator to get a new group setup on the
domain. In this example | use a group called IBM_Storage Admins which lets me use this group

for various storage devices (such as an XIV or a SAN Switch).

To create this group we need to logon to the Domain Controller and configure Active Directory. An
easy way to do this from the AD controller is to go to Start — Run and type dsa.msc and hit OK.

The Active Directory Users and Computers Management Console should open.

Select the groups icon to create a new group.

- Active Directory Users and Computers

File  Action Miew Help

e M@ L0XD o= BEIEBTTa®

: Active Directory Users and Comput | Marme |Creal:e a new group in the current conkainer, E
m T Sawad Cnarviac O ano...o A Fre P e [ P I, il e oo




Enter your group name, in my case: IBM_Storage Admins and hit OK.
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Now right select relevant users who need access to the storage and add them to
the IBM_Storage _Admins group. In this example | have selected Anthony (which

uses anthonyv as a username).

; Anthory anthony Yandewerd:

Copy. ..
ser

Add bo a group...
Lser )Name Mappings...

ser Disable Account
User Feset Passward. .,
sey Dormain Adrinistrator Mawe. .,

ser Open Home Page
User Send Mail

In this example we are adding anthony into the IBM_Storage Admins group:
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Now it is time to configure the Storwize V7000 so start the Web GUI and logon as Superuser.

Firstly we go to Settings — Directory Services:
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We choose the button to Configure Remote Authentication:

IBM STG Demo 324 > Settings > Directory Services «
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We choose LDAP and hit next.



Configure Remote Authentication
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We choose Microsoft Active Directory with no Transport layer Security. We then expand

the Advanced Settings. My lab domain is ad.mel.stg.ibm so | use the Administrator ID on the
Domain Controller to authenticate access. You could use any user that has authority to query the
LDAP directory. We then hit Next.
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We then add the domain controller which in this example is 10.1.60.50 and the base domain name



chopped into pieces (so ad.mel.stg.ibm becomes cn=users,dc=ad,dc=mel,dc=stg,dc=ibm ) and
hit Finish.
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Provided the command completes successfully we have defined the domain controller to the

Storwize V7000. Now we need to add a group. Go to Access — Users.
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Select the option to add a New User Group.

IBM 5TG Demo 324 > Access > LUsers «+ P

p . lé;}, MNew User Grmﬁ
[ AllUsers

p
5 o)
@ All Users .

In this example we want to add a group for users allowed full admin access to the Storwize V7000.

This matches the group we created on the Domain Controller. So we call the
group IBM_Storage Admins and we use the Security Administrator role (which is the most

powerful role) and tick the box to enable LDAP for this group.
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Now to test, | logon to the Storwize V7000 using the domain user-id anthonyv with that users
domain password. Remember this user is not defined on the Storwize V7000 itself and that if it all

goes wrong, we can still logon as Superuser.
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Now | create a volume and delete it. Then | check the audit log from Access — Audit log.



Sure enough, we see exactly who did that command.
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This is a great outcome for security,auditing and for easy access administration.

If you have issues, from the Settings — Directory Services menu, use the Global
Actions dropdown on the right hand side to Test LDAP Connections and Authentication or re-
configure LDAP.
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