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Important!

Copyright © 20052011 Veeam Software Inc. All rights reserved worldwide.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language in any form by any means, without written permission
from Veeam Software Inc (Veeam). The information contained in this document represents the
current view of Veeam on the issue discussed as of the date of publication and is subject to
change without notice. Veeam shall not be liable for technical or editorial errors or omissions
contained herein. Veeam makes no warranties, express or implied, in this document. Veeam
may have patents, patent applications, trademark, copyright, or other intellectual property
rights covering the subject matter of this document. All other trademarks mentioned herein
are the property of their respective owners. Except as expressly provided in any written license
agreement from Veeam, the furnishing of this document does not give you any license to
these patents, trademarks, copyrights, or other intellectual property.

Please read the End User Software License Agreement before using the accompanying
software program(s). Using any part of the software indicates that you accept the terms of the
End User Software License Agreement.
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ABOUT THIS GUIDE

Overview

This user guide provides information about main features, installation and use of Veeam
Backup & Replication 5.0. The document is intended for network administrators, consultants,
analysts and any other IT professionals using the product.

Conventions

In order to help you get the most out of this guide, we have used the following formatting
conventions, terms and abbreviations in the document:

Convention Description

Emphasis This type of formatting is used to designate user interface
elements (names of dialog windows, buttons and so on).

Italics This type of formatting is used to designate names of files,
file paths, cross-references and options of choice (for
example, in a drop-down list).

Notes This type of formatting is used for tips, notes and important
information the user should pay attention to.

ADDre De PDTIC

Datastore Storage for a managed ESX server

NAS Network attached storage

SAN Storage area network

VCB VMware Consolidated Backup

VM Virtual machine

VMFS Virtual machine file system

VSsS Windows Volume Shadow Copy Service

Source host A host on which a VM to be backed up or replicated resides
or where a restored VM should be started.

Target host A host where a created backup should be stored or replica
should be started, or from which VM data to be restored is
retrieved.
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ABOUT VEEAM SOFTWARE

Contacting Veeam Software

At Veeam Software we pay close attention to comments from our customers. It is important to
us not only to quickly help you with your technical support issues — we make it our mission to
listen to your input, and to build our products with your suggestions in mind.

Should you have a Customer Support issue or question, please feel free to contact us. We have
qualified English speaking technical and customer support staff in the USA and Europe who
will help you with any inquiry that you may have.

Phone Support

United States

Germany
France

New Zealand
Australia
Netherlands

+1(614) 3398252

+44 (845) 508 70 05

+49-2241-955-89-99

+33(1)70618374

+34(91) 182 97 60

+64 (9) 974-9594

+61 (26) 108-4305

+31(858) 88 06 55

+47 (85) 4043 85
Denmark +45 (78) 77 54 76
Belgium +32(78) 48 02 54
Sweden +46 (10) 199 25 77
Company Contacts
office L&D EMEA APAC Veeam Software
Headquarters Headquarters Headquarters Benelux
Address 6479 Reflections 400 Thames Valley Level 21 & 22, Evert van de
Drive, Suite 200 Park 201 Beekstraat 310,
Columbus, Ohio | Thames Valley Park e st 1118 CX Schiphol
43017 Drive North Sydney Centrum
USA Reading, Berkshire ESZVT?AJ&?A THE NETHERLANDS
RG6 1PT Y
UNITED KINGDOM
+1-614-339-8200 | +44 (0) 1276-804-501 +6128014 7476 | +31(0)20 654 18 05
+1-614-675-9494 | +44(0) 1276-804-676 +61280886899 | +31(0)20654 1801
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Note:

Contacting Veeam Support

We offer e-mail and phone technical support for customers on maintenance and assistance
during the evaluation period. For better experience please provide the following when
contacting our technical support:

= Information about the operating system and database you are using.

= Error message and/or accurate description of the problem.

= Log files. To browse to the log files, select Help > Support Information... from the
main menu.

To submit your support ticket or obtain additional information, please visit
http://www.veeam.com/support.html.

Before contacting technical support, you may be able to find a resolution to your issue at
Veeam Technical Support Forum at: http://www.veeam.com/forums/
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OVERVIEW

Veeam Backup & Replication 5.0 is a disaster recovery solution for VMware infrastructure that
combines backup and replication, as well as the fastest file-level restore, in a single product.
Enabling these options from one interface, it serves to solve most critical problems of the
VMware infrastructure management and protects mission-critical virtual machines from both
hardware and software failure.

Veeam Backup & Replication 5.0 shares a common interface with Veeam FastSCP, file
management freeware, allowing you to manage backup, replication and file copying jobs from
a single console.

Veeam Backup & Replication 5.0 provides the following features and functionality:

VMware ESX / ESXi Support

Veeam Backup & Replication 5.0 provides full support for VMware ESX Server and ESXi for
backup with or without the VMware Consolidated Backup (VCB) proxy, restore and failover
processes.

Native vSphere and vStorage Support

Veeam Backup & Replication 5.0 features native support for VMware vSphere, including all
vSphere and vStorage functionality: support for thin-provisioned disks, ESX4 changed block
tracking, new vStorage APIs for Data Protection, vApps and virtual backup appliances using
the vSphere HotAdd technology.

Veeam vPower

Veeam Backup & Replication 5.0 offers vPower — a new patent-pending technology enabling
you to start a VM directly from a compressed and deduplicated backup file. vPower eliminates
the need to extract a VM from the backup file and allows you to:

= Immediately recover a failed VM, thus reducing downtime of production VMs to the
minimum.

= Verify recoverability of every backup by starting and testing VMs directly from backups
in the isolated environment (SureBackup).

= Restore items from any virtualized applications with U-AIR (Universal Application ltem-
Level Restore).

Veeam Backup Enterprise Manager

Veeam Backup & Replication 5.0 comes with Veeam Backup Enterprise Manager — a
management and reporting component that allows you to manage multiple Veeam Backup &
Replication installations from a single web console. In case of distributed backup
infrastructure, Veeam Backup Enterprise Manager acts as a single management point, allowing
you to perform backup and replication jobs across the entire backup infrastructure, and
providing enhanced notification and reporting options.

Veeam Backup Enterprise Manager performs the role of a coordinator in U-AIR procedures,
allowing you to monitor and delegate recovery processes. It is also responsible for replicating
and consolidating index files from backup servers to enable file browsing and search
functionality, and acts as a license center, allowing you to centrally update licenses and get
statistics on their usage.
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Guest OS Files and VM Files Recovery

Veeam Backup & Replication 5.0 provides a possibility to perform granular VM guest OS file- or
folder-level recovery for FAT16, FAT32 and NTFS file systems without extracting a full VM
image to the local drive. The file-level restore for VMs running other file systems can be
performed with the Veeam File Level Restore wizard.

Along with VM OS files recovery, it allows restoring specific VM files (VMDK, VMX, etc).
Individual files or folders can be restored to their latest state or to a specific point in time.

Windows Volume Shadow Copy Service (VSS) Support

Veeam Backup & Replication 5.0 supports Windows Volume Shadow Copy Service (VSS)
enabling backup and replication on live and open systems running Windows applications or
working with databases (for example, Domain Controller, Exchange Server, SQL Server)
without shutting them down.

Veeam Backup & Replication 5.0 provides advanced options to control truncating of
transaction logs so that you can ensure correct backup of applications that use transaction
logs, and meet requirements of any backup scenario. You can select to truncate transaction
logs after each backup job, each successful backup or not to truncate logs at all.

File Indexing and Search

Veeam Backup & Replication 5.0 indexes guest OS files in Windows-based VMs, allowing you
to perform quick and accurate search for files within backed up VM images without the need
to restore them. Using Veeam Backup Enterprise Manager, you can browse and search for files
in a single selected VM backup or use the advanced search option to find necessary files in all
VM backups within your backup infrastructure.

Incremental and Reversed Incremental Backup

Depending on the type of backup storage you use, you can choose between two backup
methods — incremental and reversed incremental. Incremental backup is recommended for
disk-to-disk-to-tape and remote site backups — it reduces the time spent to move backups to
tape or a remote site, and the amount of tape required. Reversed incremental backup is
recommended for disk-to-disk backup, allowing you to keep the latest image of a VM in a
ready-to-restore state on disk. With advanced options from Veeam Backup & Replication 5.0,
you can select to perform incremental backup and schedule creation of synthetic full backups
on specific days, which will let you combine advantages of incremental backup with those of
reversed incremental.

Granular Backup Options

Along with backing up a VM as a whole, Veeam Backup & Replication 5.0 lets you back up
specific VMDK disks — for example, only system disks or disks with application data.
Additionally, you may choose to include VM templates into backup (either in both full and
incremental backups or in the full backup only).

Data De-Duplication and Compression

In order to decrease the size of created backups, Veeam Backup & Replication 5.0 de-
duplicates identical blocks inside a backup file. Higher de-duplication rates are achieved when
backing up multiple VMs created from a single template or VMs with gigabytes of free space
within. You can also decrease the backup file size by using compression.

Reporting

Veeam Backup & Replication 5.0 features comprehensive real-time job statistics (start/end
time, performance metrics), as well as the current job activity description. With the reporting
option, you can generate HTML reports with statistics for the performed job.
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ARCHITECTURE

This chapter provides a high-level overview of the Veeam Backup & Replication 5.0
architecture and functionality.

Veeam Backup & Replication Components

Source Host TargetHost

Backup
Storage

BACKUP

Veeam Backup
50L Database
' Veeam Backup Server

[ w. Veeam Shell

S w0 Veeam Backup Service

\-e-----i. Veeam Backup Manager

. Veeam vPowerNF5 Service
v Veeam Backup PowerShell Snap-In

‘... Veeam Backup Indexing Service

Veeam Backup & Replication 5.0 comprises a set of components responsible for performing
the following functions.

Veeam Backup Server:

= Veeam Shell provides the application user interface enabling control over Veeam
Backup & Replication 5.0 and access to its functionality.

= Veeam Backup Service is a Windows service running on the Veeam Backup console
responsible for scheduling and coordinating backup, replication and copying jobs.
Veeam Backup Service runs under the administrator account with the Log on as service
right granted.

= Veeam Manager is a Windows process running on the Veeam Backup & Replication
console that is activated by Veeam Backup Service at startup of every job. Veeam
Manager controls Veeam Agents on the source and target hosts to perform jobs
according to the set job parameters.

= Veeam vPower NFS service is a Windows service that enables the Veeam Backup server to
act as an NFS server. Veeam vPower NFS service provides ESX servers with transparent
access to backed up VM images and saves changes that take place when a VM is up and
running. This service is used for recovery verification, instant VM recovery and U-AIR
procedures.

= Veeam Indexing service is a Windows service that manages VM guest file indexing and

replicates system index data files to enable search through VM guest OS files. Veeam
Indexing service running on the Veeam Backup server works in conjunction with search
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components installed on Veeam Backup Enterprise Manager and a dedicated search
server.

Veeam Backup PowerShell snap-in allows users to automate backup and replication tasks
by running single cmdlets or custom automation scripts via the command-line
interface.

U-AIR wizards allow users to perform item-level restore from any applications running
on VMs. U-AIR wizards can be installed on Veeam Backup & Replication console, or any
machine in the production environment.

ESX hosts/Veeam Backup server:

Veeam agents are deployed on target and source hosts, or on the Veeam Backup &
Replication console (depending on the selected backup mode) and are controlled by
the Veeam Manager that initiates work of all agents on hosts simultaneously. Veeam
agents are responsible for general activities performed within the frames of a specific
job: scanning virtual machine file systems, communicating with VMware Tools utilities,
copying VM files, performing data de-duplication and compression and so on.

SQL Server:

Veeam SQL Database with which Veeam Shell, Veeam Backup Service and Veeam
Manager communicate in the process of work is used to store program activities and
job relevant data (job options, performance metrics and statistics). You can use SQL
Server 2005 or SQL Server 2008 installed locally or remotely. During installation, the
Veeam Backup setup installs a new SQL Server 2005 Express Edition instance, creates a
new VeeamBackup database on the existing SQL Server, or connects to the
VeeamBackup database installed by the previous version of Veeam Backup &
Replication.

Veeam Backup Enterprise Manager:

Veeam Backup Enterprise Manager is a management and reporting component that
aggregates data from multiple Veeam Backup & Replication servers and provides
centralized control over these servers from a single web console.

Veeam Indexing service running on the Veeam Backup Enterprise Manager server
performs catalog replication and consolidation, and manages work of search servers (if
any are deployed).

Search server:

MOSS Integration Service installed on a dedicated pre-configured Microsoft Search
Server initiates updates of index databases on Microsoft Search Server. It also filters and
initiates execution of search queries that should be performed by the search server
when requested by the Indexing service on Veeam Backup Enterprise Manager.
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Backup Methods

Veeam Backup & Replication 5.0 offers two backup methods to back up virtual machines:
e Reversed incremental, or synthetic backup
e Incremental backup

Reversed incremental backup is recommended for disk-based backup. Reversed
incremental backup implies that during the first run of a backup job a full backup of a VM is
created. VM data is copied block by block, compressed using an appropriate compression
level, and stored in a resulting full backup file (.vbk). All subsequent backups are incremental
— Veeam Backup & Replication 5.0 backs up only those data blocks that have changed since
the last job run. During incremental backup, Veeam Backup & Replication “injects” changes
into the created .vbk file to rebuild it to the most recent state of a VM. It also creates a reversed
incremental backup file (.vrb) containing data blocks that were replaced when the full backup
file was rebuilt. Therefore, the most recent point-in-time is always a full backup which gets
updated after each backup cycle.

Reverse increments
Sun Mon Tue Wed Thu Fri Sat

This backup method enables you to perform forever-incremental backup and save disk space
as you have to store only one full backup. With reversed incremental backup, you do not have
to perform periodic full backups to keep up with the specified retention policy. If the number
of backups allowed by the retention policy is exceeded, Veeam Backup & Replication 5.0 will
simply delete the oldest reversed increments.

Reversed incremental backup also enables you to immediately restore a VM to the most recent
state without extra processing. If you need to restore a VM to a particular point in time, Veeam

Backup & Replication 5.0 will apply related .vrb files to the .vbk file in the reversed order to get

you to that point in time.

Incremental backup is recommended for disk-to-disk-to-tape and remote site backups. If this
method is selected, Veeam Backup & Replication 5.0 creates a full backup file (.vbk) at the first
run of a backup job. At subsequent backups, it only saves changes that have taken place since
the last performed backup (whether full or incremental) and saves them as incremental
backup files (.vib) next to a full backup.

Full

Increments
n Mon Tue Wed Thu Fri Sat

Incremental backup is the best choice if company regulation and policies require you to
regularly move a created backup file to tape or a remote site. With incremental backup, you
move only incremental changes, not the full backup file, which takes less time and requires
less tape. Writing backups to tape or a remote site can be initiated through Veeam Backup &
Replication 5.0 — to learn more, see the Integration with Traditional Backup section.

Su

To let you get the most out of backup, Veeam Backup & Replication allows you to run
incremental backups and schedule creation of full synthetic backup on specific days. This
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Note:

option lets you combine advantages of tape-friendly incremental backup with those of
reversed incremental — you can write small incremental changes to tape and at the same
time have the latest VM image in a ready-to-restore state on disk.

For example, if you select an incremental backup with synthetic fulls scheduled on Thursday,
Veeam Backup & Replication 5.0 will perform incremental backup through Sunday to
Wednesday as usual. On Thursday, however, it will first create an increment, and then at the
end of the backup job use the previous full backup and a chain of increments from Monday to
Thursday to build a full VM backup so that you can have the latest state of the VM in a ready-
to-restore state on disk. After that, it will delete the increment created on Thursday. Such
mechanism will work only once a day on which it is scheduled — if you run the backup job
once again on Thursday, Veeam Backup & Replication 5.0 will perform an incremental backup.

When creating a full synthetic backup, Veeam Backup & Replication 5.0 does not address VI to
retrieve VM data - it uses the chain of full and incremental backups that are already kept on
backup storage. After a full synthetic backup is created, Veeam Backup & Replication will use it
as a starting point to create increments.

P

Full : Full Synthetic

Ll
G EEIE NN TN NN NN NN
Ll -

-

Increments

a8 08 O

Sun Tue Wed

fpEEEEEEE R R IR IR AR A AR A E e
If you select to create a full synthetic backup, you can additionally choose to transform all
previous full backup chains to the reversed incremental backup sequence. That s, all
incremental .vib files, as well as a full backup created on Sunday will be transformed to
reversed increments (.vrb), and you will only have a full backup created on Thursday. This
option allows you to keep only one full backup image on disk and so reduce the amount of
space required to store backups. However, such transformation takes more time than simply
creating a full synthetic backup.

o8 O

Fri Sat

BT TITII IR

7

-
-

Full Synthetic

Reversed increments Increments

Sun Mon Tue Wed Thu Fri Sat

If you choose the forward incremental backup method, you must select to perform either full
synthetic or full active backups regularly for safety purposes and to keep up with specified
retention policy. When full active backup is performed, Veeam Backup & Replication 5.0 simply
creates full backups by the defined schedule. In contrast to the synthetic full backup, during
full active backup it addresses VI to retrieve VM data from.

With Veeam Backup & Replication 5.0, you can easily switch the selected backup mode to the
other one at any moment of time. In this case, Veeam Backup & Replication 5.0 will not
transform the previously created chain — it will create a new chain next to the existing one.
For example, if you switch from the reversed incremental backup mode to incremental one, it
will create a new full backup next to the reversed incremental chain and will further use it to
create increments.
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Some companies have to obey regulations and policies requiring that a full backup is
performed every time, or with certain periodicity. To conform to these requirements, Veeam
Backup & Replication 5.0 offers an ability to configure a job for performing active full backups
instead of forever-incremental backup. You can schedule full backups on specific week days or
specific day of month, or instruct Veeam Backup & Replication 5.0 to create a full backup
manually using the job’s shortcut menu. Creation of a new full backup resets the chain of
rollbacks or increments, so all subsequent backups processing will use the new full backup. A
previously used full backup file will remain on disk until it is automatically deleted by backup
retention policy, just like rollback files.

Backup Retention Policy

Backup retention policy controls for how long VM backups should be retained. In Veeam
Backup & Replication 5.0, retention policy is defined by the number of VM restore points that
should be kept. Once the specified number is exceeded, the earliest restore points are
automatically removed.

To maintain retention policy, Veeam Backup & Replication 5.0 deletes not backup files on the
whole, but restore points for separate VMs from the backup.

Let's imagine a backup job contains two virtual machines and retention policy is set to three
restore points. During the first run of a job, both VMs were backed up. During the next job
runs, one VM was first skipped for some reason (for instance, due to VSS failure), and at the
third job run two VMs were successfully backed up again. As a result, we will have three
restore points for one VM, and two restore points for the other one. During the next backup
cycle, Veeam Backup & Replication 5.0 will remove one restore point for the first VM from the
earliest backup file but will keep the backup file as it still contains a restore point for the
second VM.

In case of reversed incremental backup, Veeam Backup & Replication 5.0 deletes the earliest
reverse increments. In case of incremental backup, it takes into consideration a full backup and
a chain of increments created after it. For example, if the retention policy is set to three restore
points and there are a full backup and three increments, Veeam Backup & Replication 5.0 will
not simply remove a full backup because that would make the whole chain inoperable.
Instead, Veeam Backup & Replication 5.0 will wait for the next full backup to be created. Once
the number of increments created starting from this new full backup exceeds two, Veeam
Backup & Replication 5.0 will delete the whole previous chain of full backup and increments.

Automatic Retry of Backup Jobs

With Veeam backup & Replication 5.0, you can select to retry a backup job for several times if
the initial backup of VMs fails.

When Veeam Backup & Replication 5.0 re-runs a job with several VMs during retry, it does not
create a new backup file for failed VMs — it updates the backup file that has already been
created. If some VM still fails to be backed up, Veeam Backup & Replication 5.0 will perform
backup of a corresponding type for this VM during the next job run. For example, if a full
backup of a VM failed, during the next job run Veeam Backup & Replication 5.0 will create a full
backup for this failed VM, incremental backup for other VMs in the job, and write data to the
same backup file.
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De-Duplication and Compression

To decrease disk space required for backup files, Veeam Backup & Replication 5.0 provides
mechanisms of de-duplication and compression.

De-duplication is applied when backing up multiple virtual machines that have similar blocks
within (for example, if virtual machines were created on the basis of the same template), or in
case virtual machines with great amount of free space on their logical disks are backed up.
Veeam Backup & Replication 5.0 does not store 0 byte blocks or space that has been pre-
allocated but not used. With de-duplication, identical blocks or blocks of free space are
eliminated, which decreases the size of the created backup file.

Depending on the type of storage you select as a backup target, Veeam Backup & Replication
uses data blocks of different size to process VMs, which optimizes the size of a backup file and
job performance. You can choose one of the following options:

= The Local target option is recommended if you use SAN, DAS or local storage as a
target. SAN identifies larger blocks of data and therefore can process larger quantities
of data at a time. This option provides the fastest backup job performance but reduces
the de-duplication ratio — the larger a data block is, the lower is the chance to find an
identical block.

= The LAN target option is recommended for backup to NAS and on-site replication. It
provides a better de-duplication ratio and reduces the size of an incremental backup or
replica file.

=  The WAN target option is recommended if you are planning to use WAN for offsite
backup. Veeam Backup & Replication 5.0 will use small data blocks, which will result in
the maximum de-duplication ratio and the smallest size of a backup file, allowing you
to reduce the amount of traffic over the WAN link.

Another means of reducing the size of a backup file is compression. Use of compression
decreases the size of created backups but affects duration of the backup procedure. Veeam
Backup & Replication 5.0 allows you to select one of the following compression levels:

= No compression is recommended if you use storage devices with hardware
compression and de-duplication tools to store created backups.

=  Low compression is an optimized compression level for very low CPU usage. It is
recommended if you are backing up VMs to another ESX server and do not want to load
it heavily.

= Optimal compression is the recommended compression level providing the best ratio
between the size of a result file and time of the backup procedure.

= Best compression provides the smallest size of a backup file but may reduce backup
performance. We recommend that you install Veeam Backup & Replication 5.0 on
computers with modern multi-core CPU (8 cores recommended) if you intend to use
best compression.
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Note:

In case of virtual machine backup, both a full backup and subsequent increments are
compressed. In case of virtual machine replication, compression is not performed for full
replicas — it affects subsequent increments only.

Please note that changing compression of an existing job will not have any effect on already
created backup files — it will affect only those backups that were created after you set the
new compression level.

Backup Content

When creating a backup or replication job, you can select to process separate VMs or VM
containers. Veeam Backup & Replication 5.0 also enables you to add the whole datastore as a
VM container to the job. This option can be useful if you are planning to back up or replicate
VMs residing on the same datastore. Instead of performing several jobs targeted at the same
datastore, which typically slows down the backup speed and can potentially cause the
datastore to hang out, you can back up the whole datastore as one instance and so improve
the backup job performance.

Alongside with a general case of backing up a VM or VM container as a whole, Veeam Backup
& Replication 5.0 allows you to determine the content of the created backup by including or
excluding specific elements from it: VM disks and VM templates.

In some situations it may be necessary to back up only specific VM disks. For example, you
may want to back up only the system disk instead of creating a full backup which would take
much more space than you actually require. Veeam Backup & Replication 5.0 provides the
following options for disks selection: you may choose to back up all VM disks (selected by
default), the 0:0 disks (which are commonly the system disks of a VM) or select custom disks at
your discretion. Disk processing settings are specified granularly for each VM in the backup
job.

When creating a job, you can select to include VM templates into the created backup.
Backing up VM templates warranties supplementary safety of your production environment,
though demands additional space. As a concession, Veeam Backup & Replication 5.0 allows
you to include a VM template only in the full backup and omit it in all subsequent increments.
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Note:

Note:

Backup Process

This chapter provides information on modes of backup that can be performed with Veeam
Backup & Replication 5.0.

You can use custom pre-freeze and post-thaw scripts before creating a snapshot of the virtual
machine that is being backed up or replicated; this is done by means of VMware Tools. For
more information about creating pre-freeze and post-thaw scripts please refer to VMware’s
documentation.

VMware vStorage API Backup

Veeam Backup & Replication 5.0 provides full support for vSphere. It uses VMware vStorage
APIs for Data Protection to access VMware virtual disk storage and copy virtual disk data
directly through SAN, thus enabling LAN-free backup of VMs.

vStorage APIs is the VMware recommended method for efficient off-host backup of vSphere
virtual machines.

The VMware vStorage API backup can be used for VMware vSphere 4 (including ESX/ESXi),
vCenter Server 4, VMware Virtual Infrastructure (ESX/ESXi 3.5 and VirtualCenter 2.5). Please
note that ESX 3.0 is not supported.

ESX Servers

Veeam Backup Console

G
il Y
- LAN |
Backup (network mode)
and restore

—~ 3 s
~ SAN |
Backup-:_(;AN mode) g

Enterprise Storage Backup Storage

You can select to process your VMs in one of the three modes: Direct SAN access, Virtual
Appliance and Network mode.

The VMware vStorage APl backup mode with ESX4 changed block tracking enabled is a
recommended backup method and is used by default for created backup jobs. To learn more
about ESX4 changed block tracking, see the Native vSphere and vStorage Support section.

Direct SAN Access

This mode is recommended if your ESX hosts are using shared storage. In this mode, VM data
is retrieved directly from FC/iSCSI shared storage (Storage Area Network, or SAN) using the
VMware vStorage API for Data Protection. The SAN mode uses metadata about layout of
virtual disks on SAN to directly read data blocks off SAN LUN, providing, therefore, LAN-free
transfer of VM data. Keep in mind that the Veeam Backup server must be connected directly
into the SAN fabric for backup to work in this mode. VM processing will fail if direct SAN
connection is not configured, or not available when the job starts.
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Note:

Important!

With Veeam, you can also fail over to the network mode and retrieve VM data through the ESX
host over LAN if SAN becomes inaccessible. The Failover to network mode if primary
backup mode fails option is selected by default; it allows your backup jobs to still complete
successfully. However, it puts additional load on your local area network and thus may
potentially affect production environment if you are performing backup and replication
during business hours.

Virtual Appliance

This mode is recommended and can only be used if Veeam Backup & Replication 5.0 is
installed on a VM running on ESX/ESXi host. The Virtual appliance mode uses SCSI hot-add
capability of ESX to attach disks of a backed up VM to the Veeam Backup & Replication VM, or
to the helper VM (depending on vCenter version you are using). In this mode, VM data is
retrieved directly from storage through the ESX 1/0 stack, instead of going through the
network stack, which improves performance. Please note that disks of a backed up VM must
be located on storage accessible by the ESX host on which the VM with Veeam Backup &
Replication 5.0 is running.

If you are using vCenter Server earlier than version 4.0, a helper VM named
VeeamBackupVMName(VCB-HELPER) must also be created on the same ESX server where
Veeam Backup VM is running. For example, if your Veeam Backup VM name is vbsrv01, the
helper appliance name must be vbsrv01(VCB-HELPER). The helper VM is a blank dummy VM
without virtual disks or OS installed. This VM is only used to temporarily hot-add disks of
backed up VMs to.

Network

This mode is recommended when your ESX host uses local storage, which makes direct
storage access not possible. In this mode, VM data is retrieved via the ESX host over the
network using NBD (Network Block Device) protocol. You can also choose to transfer disks
data over encrypted SSL connection. Use of encryption affects backup performance and CPU
usage of the ESX server slightly, but provides secure data transfer.

Veeam Backup & Replication 5.0 processes VM disks one by one. If VM disks are located on
different storages (for example, on SAN and local storage subsystem), Veeam Backup &
Replication 5.0 will use different transport modes to process VM disks. In such scenario, using
the Failover to network mode if primary backup mode fails option is strongly
recommended.

Legacy Backup Modes

Along with VMware vStorage API backup, Veeam Backup & Replication 5.0 provides support
for legacy processing modes — VCB-enabled backup and Network backup. These modes
are left for compatibility with previous versions.

Legacy modes are disabled by default. To enable them, select Tools > Options... from the
main menu of Veeam Backup & Replication 5.0. On the Advanced tab, select the Enable
legacy processing modes check box.

VCB-Enabled Backup

Veeam Backup & Replication 5.0 integrates with VMware Consolidated Backup — a solution
that provides a fast and efficient way of backing up virtual machines.

In case the VCB-enabled backup method is used, Veeam Agents are deployed on the VCB
proxy server — a physical server running Windows 2003. As a result, backup processes are
moved to the VCB proxy, offloading the ESX server. Due to its proprietary "VCB on-the-fly"
technology, Veeam Backup & Replication 5.0 doesn't require extra space on the VCB proxy for
VM images.
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Note:

Note:

VCB 1.5 Update 1 offers official support for 32-bit and 64-bit versions of Microsoft Windows
Server 2008 proxy server. Previous VCB versions provide only experimental support for
Windows Server 2008.

The Veeam Agent started on the VCB proxy works in conjunction with the VMware
Consolidated Backup that comprises a set of scripts and utilities responsible for performing
main backup activities.

Veeam Backup & Replication 5.0 offers two transport modes for VCB-enabled backup:

=  SAN mode is used in case VM disks reside on the Fibre Channel SAN or iSCSI SAN. In
this mode, Consolidated Backup reads disk data directly from the storage devices. This
operation mode is LAN-free: disk data is accessed via the Fibre Channel adapter. The
SAN operation mode provides the best performance and the least impact on the
production environment.

= Network mode is used in case VM disks reside on the local storage devices or NAS. In
this mode, Consolidated Backup uses network connection to the ESX server to send
unencrypted disks data over the Network Block Device (NBD) protocol. This processing
mode is applicable for ESX Server 3.5 or ESX Server 3i version 3.5; VirtualCenter version
2.5, ESX/ESXi version 4 and virtual disks not larger than 1TB each.
You can select to transfer disks data over networked encrypted SSL connection. Use of
encryption puts more stress on the CPU of the ESX server, providing, however, secure
data transfer.

ESX Servers

Veeam Backup
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and restore
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Enterprise Storage Backup Storage

Backup (SAN mode)

For VCB version 1.0, only SAN operation mode can be used.

To perform VCB-enabled backup, Veeam Backup & Replication 5.0 must be installed locally on
a properly functioning VCB proxy that should be directly connected to the SAN fabric. Remote
VCB proxy connection is not supported — you will have to install a separate instance of Veeam
Backup & Replication 5.0 on every VCB proxy. To learn more about the VCB proxy
configuration, see the Installing VCB Proxy section.

Network Backup

During network backup, the data of a VM is retrieved directly from the ESX host through the
local area network. Veeam Manager initiated by the Veeam Backup service when the job is
launched starts Veeam Agents deployed on the source and target hosts. The ESX server acts
as a source, and the localhost or a Linux-based server acts as a target. In case a shared network
drive is selected as a target, the Veeam Agent is deployed on the localhost.

By default, Veeam Backup & Replication 5.0 uses a service console agent to achieve the best
performance. If the service console is not available (in case of ESXi), the agentless mode is
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used. In this case, Veeam Backup & Replication 5.0 uses VI API to enable backup to ESX servers
and restore from ESX servers. The agentless mode can be used for all types of ESX servers;
however, it may provide lower performance if compared with using a service console agent.

You can force service agent mode for data transfer, or select to use agentless mode for all ESX
servers using the Properties window for an added ESX server (right-click a server and select
Properties).

The Veeam Agent started on the source host is responsible for performing main job activities:
scanning virtual disks data, performing de-duplication if necessary and transferring backup
data over the network to the target host. The Veeam Agent started on the target host is
responsible for storing the created backup file to its destination.

When a backup job is being performed, the job statistics and program activities are written by
Veeam Manager to the VeeamBackup database and can be viewed from Veeam Backup &
Replication 5.0.

ESX Servers

Veeam Backup Console

~ LAN |

Backup and restore

4
Enterprise Storage Backup Storage

As the main job activities are performed on the source ESX server, the speed of the backup job
is reduced and the work efficiency of VMs running on the ESX server is decreased. An
alternative to the network backup method is VMware vStorage APl and VCB backup modes
that allow shifting backup workloads from the source host and accessing storage devices
directly through SAN.
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Restore Process

Veeam Backup & Replication 5.0 allows you to perform both image-level and file-level restore
of backups and replicas — you can restore a virtual machine as a whole to start it on the target
ESX server, recover VM files (vmdk. .vmx and so on) or VM guest OS files and folders and save
them on your local machine. At that, VMs or files can be restored at any of the available restore
points.

The restore process is always performed via the network.

= Forinstant VM recovery, Veeam Backup & Replication uses vPower engine that
mounts a VM image to an ESX host directly from a compressed and deduplicated
backup file. To finalize VM recovery, you can vMotion it or replicate to the production
datastore and then fail over to this replica during the next maintenance window.

=  Forimage-level restore, Veeam Agents are deployed on the target localhost or Linux-
based server, and the source ESX server where a restored VM should be started. You can
restore a VM to the ESX server of the same or later version than the server on which the
backup was created. For instance, if you created a backup of a VM running on ESX 3.0,
you can restore this VM to ESX 3.0, 3.0.1, 3.0.2 and 3.5 or ESXi.

If a VM is restored to an ESXi server or an ESX server for which service console
credentials are not provided, Veeam Backup & Replication 5.0 uses the agentless restore
mode, and the restore procedure can take much time to perform. For a faster restore
process, it is recommended to use ESX server and set credentials for it.

=  For restore of VM guest OS files, Veeam Agents are deployed on the target
localhost/Linux-based server (in case files are restored from a backup) or the ESX server
(in case files are restored from a replica), and the source host — a local machine
running Windows OS.
The Veeam Agent running on the target host mounts the VM file system without
extracting the full virtual machine image to the local drive. Once the restore job is
completed, the virtual machine file system is displayed in the Backup Browser. You can
copy necessary files and folders to your local machine drive or save them anywhere
within the network.
When restoring is performed, ACL is ignored. The restored files get a default ACL set for
the folder in which restored files are stored.

= For VM files restore, Veeam Agents are deployed on the target localhost/Linux-
based server and the source host — the ESX host or a local machine running
Windows OS.

Note: For VM guest OS file restoring, Veeam Backup & Replication 5.0 supports FAT and NTFS guest
file systems. To restore files from VMs running other guest files systems, use the Veeam File
Level Restore wizard. To learn more about the wizard, see the Using Veeam File Level Restore
Wizard section.
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Replication Process

As well as for backing up virtual machines, for VM replication Veeam Backup & Replication 5.0
offers the following modes: Direct SAN access, Virtual Appliance, Network, as well as two
legacy modes: VCB-enabled replication and Network replication .

Note: For replication, the target ESX server must be of the same or later version than the source ESX
server.

VMware vStorage API Replication

Veeam Backup & Replication 5.0 uses VMware vStorage API for Data Protection to access
VMware virtual disk storage and copy virtual disk data directly through SAN, thus enabling
LAN-free replication of VMs.

The VMware vStorage APl mode can be used for VMware vSphere 4 (including ESX/ESXi),
vCenter Server 4, VMware Virtual Infrastructure (ESX/ESXi 3.5 and VirtualCenter 2.5). Please
note that ESX 3.0 is not supported.

You can select to process your VMs in one of the three modes: Direct SAN access, Virtual
Appliance and Network mode. To learn more about modes, see the VMware vStorage API
Backup section.

ESX Servers

Veeam Backup Console
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and restore

Replication (SAN mode)

Enterprise Storage Target ESX Host

Note: The VMware vStorage APl backup mode with Changed Block Tracking enabled is a
recommended backup method and is used by default for created replication jobs. To learn
more about Changed Block Tracking, see the Native vSphere and vStorage Support section.

Legacy Replication Modes

As well as for backup, for replication Veeam Backup & Replication provides support for legacy
processing modes — VCB-enabled replication and Network replication. These modes are
left for compatibility with previous versions. To learn more about legacy modes, see the
Legacy Backup Modes section.
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Important!

Failover

In order to diminish the risk of failure and make the work process seamless, Veeam Backup &
Replication 5.0 provides a possibility to failover a virtual machine to its replicated version. In
case of software or hardware malfunction, you can recover a corrupted virtual machine by
failing over to its replica or its last known good point-in-time incremental.

At replica failover, the Veeam Agent is started on the target ESX server where a replicated
virtual machine resides. A snapshot of a replica is created to protect a replicated VM from
user's changes, and the replica is started on the target host.

In case the undo failover operation is performed, the replica reverts to the created snapshot.
Any changes made to a replicated VM will not be committed to the original VM when undo
failover operation is performed.

At performing failover, the original VM should be stopped.

If possible, avoid powering on a replica manually in case its original has failed. Use the
Perform failover option in the Restore wizard instead. Otherwise, the subsequent replication
sessions will be failing.

However, for testing your replicas and disaster recovery plan, you can use the following
procedure: http://www.virtualizationteam.com/veeam/veeam-backup-replication/testing-
veeam-backup-replication-replica-testing-procedure.html.
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Note:

Transaction-Consistent Backup

Veeam Backup & Replication 5.0 provides two techniques for creating transaction consistent
backup images — the Enable VMware tools quiescence option and Enable application-
aware image processing option that utilized Windows VSS. In contrast to restoring a crash-
consistent backup, which is essentially equivalent to rebooting a server after a hard reset,
restoring transaction consistent backups ensures safety of data of applications running on
VMs.

Please note that when you select both options for a job at the same time, the VSS module will
only be used for processing backed up and replicated VMs. However, if you use options and
select the Ignore application processing failures option for backup or replication jobs, all
your VMs will be processed with VSS first, and in case of VSS failure (e.g., in case of Linux VMs),
VMs will be processed with the VMware tools quiescence option enabled.

This can be very useful when you have both Windows- and Linux-based VMs in one job, so all
VMs will be processed in a transaction consistent manner by using VSS or VMware tools
quiescence option.

VMware Tools Quiescence

Backing up and replicating a running virtual machine without quiescencing may result in
inconsistent backup or replication. To avoid this, the Enable VMware tools quiescence
option should be used.

The Enable VMware tools quiescence option enables freezing of the file-system for proper
snapshot creation. With this option enabled, creation of a snapshot is performed with the help
of the sync driver responsible for holding incoming 1/0 and flushing all dirty data to a disk,
thus making the file systems consistent.

The Enable VMware tools quiescence option is disabled by default. It is strongly
recommended to leave it disabled if you are backing up or replicating Windows systems that
support Windows VSS — for these systems, it is recommended to use the Enable application-
aware image processing option.

Application-Aware Image Processing

With the Enable application-aware image processing option selected, Veeam Backup &
Replication 5.0 utilizes the Windows Volume Shadow Copy Service (VSS) that ensures
consistent backup of VSS-aware application running within your virtual machines (domain
controllers, databases and other applications) without shutting them down. The Enable
application-aware image processing option allows creating a transaction-consistent backup
image of a VM, which, in contrast to a crash-consistent backup image, ensures successful VM
recovery, as well as proper recovery of all applications installed on the VM without any data
loss.

In the process of its work, VSS freezes all 1/0 at a specific point-in-time by interfacing with all
VSS-aware applications and the Windows operating system. Consequently, there remain no
unfinished database transactions or incomplete application files. Such backups, when restored
correctly, result in fully functional applications.

Microsoft Windows VSS integration is supported for Windows XP (64 bit only), Windows 2003,
Windows Vista, Windows 2008, Windows 2008 R2, and Windows 7. Microsoft Windows VSS
backup option requires that your guest OS has VMware Tools, and all the latest service packs
and patches installed.

Please note that administrator credentials are required to access the guest OS. Veeam Backup
& Replication 5.0 allows you to provide administrator credentials for each VM in the job
separately.
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Important!

Transaction Logs Truncation

If you are performing backup or replication of database systems that use transaction logs (for
example, Microsoft Exchange or Microsoft SQL), you can select to truncate transaction logs
after the job so that they don't overflow the storage space. Veeam Backup & Replication
provides advanced options of transaction logs handling for different backup scenarios.

= You can choose to truncate transaction logs after any VM backup to save disk on
storage.

= You can choose to truncate logs after successful VM backup only. With this option
selected, if backup of a VM fails, you will be able to restore the database to any pointin
time between the last successfully performed backup and a failed backup job. To do so,
you will have to restore the database from a successful backup, get transaction logs
from the VM that failed to back up, and apply them to a restored database.

= You can choose not to truncate transaction logs at all. This option is recommended if,
together with Veeam Backup & Replication, you are using another backup tool to
perform guest-level backup, and this tool maintains consistency of the database state.
In this case, truncation of logs with Veeam Backup & Replication will break the guest-
level backup chain and cause it to fall out of sync.

ESXi Support

Many organizations deploying virtual infrastructure incline to use ESXi servers in their
production environment. However, use of ESXi may cause a problem when taking into
consideration the disaster recovery strategy. Owing to the absence of the service console
inherent to the standard ESX server, common methods of backup and replication are not
applicable to ESXi.

Veeam Backup & Replication 5.0 offers full support for ESXi. It uses VMware APIs to access ESXi
remotely and enable backup and restore of VMs running on ESXi servers over the network.
You may also select to perform backup of VMs running on ESXi with the VCB proxy and using
VMware vStorage API. However, at this time you cannot select ESXi as a backup target — as it
is possible to do with “full” ESX servers.

Please note that since June 2009 Veeam has discontinued support for ESXi Free in Veeam
Backup & Replication in order to comply with VMware's updated licensing policy.

Native vSphere and vStorage Support

Veeam Backup & Replication 5.0 offers full and native support for VMware vSphere, including
all new vSphere and vStorage functionality:

= Thin-provisioned disks. With VMware vSphere thin provisioning, you do not lose
space that is provisioned to a VM, but is not actually used — the space is allocated and
committed by a VM on demand, and becomes available to the rest of your system if
free. Veeam Backup & Replication 5.0 allows you to back up and replicate VMs using
thin-provisioned disks. When restoring a backed up VM, you can select to restore it in its
initial state, or force all VM disks thin or thick at your option.

= ESX4 changed block tracking. Veeam Backup & Replication 5.0 leverages a new
VMware block copy mechanism, Changed Block Tracking, which minimizes CPU and
memory resource consumption on the ESX host up to several times.

Changed block tracking (or CBT) is vSphere functionality that keeps track of blocks of a
virtual disk that have changed since the last backup or replication cycle. With CBT,
Veeam Backup & Replication 5.0 does not have to scan VM virtual disk for changes -
they can simply query this information using an API call to the VMkernel. This enables
much faster incremental backup and replication cycles and greatly reduces resource
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usage. For example, if a VM only had 5 percent change since the last backup, the
incremental backup time will be 20 times faster.

CBT requires ESX version 4 and virtual machines with hardware version 7. As mentioned
before, you can use the vStorage APIs for Data Protection mode for ESX(i) 3.5 servers as
well. However, they will not be processed with Changed Block Tracking.

= New vStorage APIs. Veeam Backup & Replication 5.0 provides native support for the
new vStorage APIs. The vStorage APIs provides a possibility to perform off-host backup
and replication and thus reduce workload on LAN.

=  Support for virtual applications (vApp). Veeam Backup & Replication 5.0 supports
virtual application that are now presented as a part of VI hierarchy and treated as VM
containers that can be easily backed up or replicated.

Integration with Traditional Backup

One of the major questions concerned by organizations at choosing a backup solution is a
question of its deployment within the frames of the existing data protection strategy.
Implementing a new solution and introducing changes in the established scheme may seem
to be a risky point.

Veeam Backup & Replication 5.0 provides a possibility of integration with the functioning
backup scheme, offering a flexible approach to protect your VI environment data and
ensuring its flawless operation. This may be very useful, for example, for organizations using a
traditional backup technology — tape. With the option of performing post-backup
activities, you may choose to execute necessary actions once the backup procedure is
completed. One of the most common scenarios in such case is to run a custom script that will
write a ready backup file to the tape as soon as the backup process is finished. At that, a
desired post-backup activity may be performed once after a set of backup job runs, which will
protect against redundant loading of the VI environment.
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PLANNING AND PREPARATION

This chapter describes the planning and preparation steps that you should take before the
Veeam Backup & Replication 5.0 deployment.

Prerequisites

= Veeam Backup & Replication 5.0 requires .NET Framework 2.0 SP1. [f it is not available,
the Veeam Backup & Replication setup will install it on your computer.

= Veeam Backup & Replication 5.0 uses SQL Server instance installed either locally or
remotely. In case it is not installed, the Veeam Backup & Replication setup will install
SQL Server 2005 Express SP3 on your computer. If an SQL Server instance has already
been installed by the previous version, Veeam Backup & Replication 5.0 will connect to
the existing database, upgrade it (if necessary) and use it for work.

= In case you are planning to perform VCB-enabled backup or replication, you must install
Veeam Backup & Replication 5.0 locally on a properly configured VCB proxy server.
Depending on the versions of ESX servers you have, you may need to install a specific
VCB version. To learn more, refer to the compatibility matrix.

Requirements

The present chapter describes the list of system requirements to the VMware Infrastructure,
Veeam Backup & Replication console, virtual machines and backup target hosts, Veeam
Backup Enterprise Manager, search server, necessary rights and permissions, as well provides
information on ports used by Veeam Backup & Replication 5.0.

System Requirements

To ensure successful usage of Veeam Backup & Replication 5.0, the following system
requirements should be met:

Virtual Infrastructure

Platforms VMware vSphere 4.

VMware Infrastructure 3 (VI3).
Hosts ESX(i) 4.x

ESX(i) 3.x

Free ESXi is not supported

VMware Infrastructure vCenter Server 4 .x (optional)
Virtual Center 2.x (optional)

Virtual Machines

Hardware All types and versions of virtual hardware are supported,
except physical RDM (raw device mapping) and
Independent disks. You can use disk exclusion
functionality to exclude some of the unsupported disks
from backup.

MBR disk partition table is required for file-level restore,
GPT disks are not supported.

oS Any operating system supported by VMware.
Application-aware image-level processing option is
supported on Windows XP x86, Windows 2003, Windows
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Vista, Windows 2008, Windows 2008 R2 and Windows 7.
Windows file-level restore option is supported on NTFS,
FAT and FAT32 file systems. GPT disks are not supported.
To restore files from non-Windows guests (Linux, Solaris,
BSD) use the Multi-OS File Level Restore wizard.

Software

Hardware

Veeam Backup & Replication Console

VMware Tools (optional, recommended).
Application-aware image-level processing option
requires that your guest has VMware Tools and all latest
service packs and patches.

CPU: modern x86/x64 processor (minimum 4 cores
recommended for optimal backup performance). Using
faster processors generally improves backup
performance.

Memory: 1024MB RAM (2048MB RAM when using local
SQL Express installation). Using faster memory (DDR3)
generally improves backup performance.

Hard disk space: 100 MB.

Network: 1Gbit/sec recommended due to backup
performance considerations.

0s

Both 32-bit and 64-bit versions of the following operating
systems are supported:

e  Microsoft Windows XP SP3

e  Microsoft Windows 2003 SP2

e  Microsoft Windows Vista SP2

e  Microsoft Windows 2008 SP2

e  Microsoft Windows 2008 R2 SP1
e  Microsoft Windows 7 SP1

Software

Hardware

Backup Target

Microsoft .NET Framework 2.0 SP1 (included in the setup)
Microsoft PowerShell 2.0 or later

CPU: modern x86/x64 processor. Using faster processors
generally improves backup performance when using
Linux targets and Best compression option.

Memory: 256 MB RAM.

Hard disk: Using faster storage (fast high-RPM hard drives,
RAIDO configurations) and optimal storage controller
settings generally improves backup performance.

Hard disk space: Sufficient disk space required to store
backup files.

Network: 1Gb/sec recommended due to backup
performance considerations.

0s

Database

Microsoft Windows.
All major Linux distributions.

ESX 3.x or later (ESXi is not supported).
Replication Target
ESX(i) 3.x or later.

SQL Database

Microsoft SQL Server 2005 Express, Microsoft SQL Server

2005 or Microsoft SQL Server 2008. If you do not have
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one, the Veeam Backup & Replication setup will install
Microsoft SQL Server 2005 Express SP3.

Veeam Backup Enterprise Manager

Hardware CPU: x86/x64 processor

Memory: 1024MB RAM (2048MB RAM when using local
SQL Express installation).

Hard disk space: 25MB.

Network: 1Gbit/sec recommended due to backup
performance considerations.

(0} Both 32-bit and 64-bit versions of the following operating
systems are supported:

e  Microsoft Windows XP SP3

e Microsoft Windows 2003 SP2

e  Microsoft Windows Vista SP2

e  Microsoft Windows 2008 SP2

e  Microsoft Windows 2008 R2 SP1

e  Microsoft Windows 7 SP1
SQL Microsoft SQL Server 2005 Express, Microsoft SQL Server
2005 or Microsoft SQL Server 2008. If you do not have
one, the Veeam Backup Enterprise Manager setup will
install Microsoft SQL Server 2005 Express SP3.
Software Microsoft .NET Framework 2.0 SP1 or later.
Microsoft Internet Information Services 5.1 or later (IIS 6
Management Compatibility and Windows Authentication
components for lIS 7.0). If not installed, the MS Windows
installation disk to set up IIS.
Browser: Internet Explorer 6.0 or later, Mozilla Firefox 3.0
or later.

Microsoft Excel 2003 or later (to view report data
exported from Veeam Backup Enterprise Manager).

Veeam Backup Search Server

Hardware Refer to corresponding Microsoft Search Server version
system requirements.

(0} Both 32-bit and 64-bit versions of the following operating
systems:

e  Microsoft Windows Server 2003.
e Microsoft Windows Server 2008.
e Microsoft Windows Server 2008 R2.

All the latest service packs and security updates should
be installed.

Software Microsoft Search Server 2008 (including Express edition)
Microsoft Search Server 2010 (including Express edition)
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Required Permissions

The accounts used for installing and using Veeam Backup & Replication 5.0 should have the
following permissions:

Account Required Permission

Setup Account Local Administrator permissions on the Veeam Backup &
Replication console to install Veeam Backup & Replication
5.0.

Target/Source Root permissions on the source ESX/ESXi server.

Host Permissions Root (or equivalent) permissions on the target Linux host.

Write permission on the target folder and share.
If vCenter is used, administrator credentials are required.

SQL Server The user account must have database owner rights for
the VeeamBackup database on the SQL Server instance.

Veeam Backup Local Administrator permissions on the Veeam Backup
Enterprise Manager Enterprise Manager server to install Veeam Backup
Enterprise Manager.

To be able to work with Veeam Backup Enterprise
Manager, users should be members of the Portal
Administrators or Portal Viewers group.

Veeam Backup Search Local Administrator permissions on the Veeam Backup
Server Search Server console to install Microsoft Search Server
and the Veeam Backup Search component

Hardware Recommendations

= Atleast 1Gbit/s network is required. We do not recommend running Veeam Backup &
Replication 5.0 on slower connections due to performance considerations.

= Using faster processors configurations on the Veeam Backup & Replication console
generally improves the backup performance. We recommend installing Veeam Backup
& Replication 5.0 on powerful computers with multi-core processors (Intel Core
Duo/Quad, AMD Phenom X2/X4).

=  You can additionally improve the backup speed by ensuring that a backup file is saved
to the fast storage (high-RPM hard drives, RAIDO configurations).

= The amount of RAM installed on the Veeam Backup & Replication console does not
affect the backup performance significantly.

Page |30




Veeam Backup & Replication 5.0 | User Guide

Used Ports

From

Veeam Backup
server

To

vCenter
Server

Protocol Port Notes

HTTPS

443

Default VMware web service port
that can be customized in vCenter
settings.

ESX(i)
Server

HTTPS

443

Default VMware web service port
that can be customized in ESX
host settings. Not required if
vCenter connection is used.

TCP

902

VMware data mover port.

TCP

22

Default SSH port used as a control
channel, only for jobs with full
ESX target with service console
agent enabled.

TCP

2500-
5000

Used as transmission channels,
only for jobs with full ESX target
with service console agent
enabled. For one job, one port
from this range is used. You can
open only a small range of ports
for the concurrent jobs,
depending on your environment.
For example, you need to open
2500-2510 to be able to perform
10 concurrent jobs.

Linux
Server

TCP

22

Port used as a control channel
from the console to the target
ESX/Linux host.

TCP

2500-
5000

Used as transmission channels for
jobs with Linux target. For one
job, one port from this range is
used. You can open only a small
range of ports for the concurrent
jobs, depending on your
environment. For example, you
need to open 2500-2510 to be
able to perform 10 concurrent
jobs.

Veeam
Backup
Enterprise
Manager

TCP

9392

Default port used for Enterprise
Manager interaction; can be
changed during Veeam Backup &
Replication installation.

TCP

2500
9393

Default port used by the Veeam
Backup Catalog interaction; can
be changed during Veeam
Backup & Replication installation.

Veeam
vPower NFS
service

ESX host

ubp

111
1058
2049

Standard NFS ports.

Veeam Backup
Enterprise
Manager

Veeam
Backup server

TCP

9394

Default port used for interaction
with backup servers; can be
changed during Enterprise
Manager installation.
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To Protocol Port Notes
TCP 9395 Default port used by Veeam
Microsoft Backup Search service integration
Search component; can be changed
Server during Veeam Backup Search
installation
Veeam HTTP 9080 Default ports used by Enterprise
st HTTPS 9443 Manager service to communicate
. with the web site; can be
Enterprise . .
IS . Manager changed during Enterprise
extension 9 Manager installation.
Enterprise HTTP 9393 Port used to enable advanced file
Calalog search
Service

Job Planning

To ensure sufficient use of resources and faster jobs performance, it is important to plan your
backup, replication and copying jobs in a proper way. The present chapter contains a number
of recommendations that may be helpful in organizing and scheduling jobs.

Organizing Jobs Content

= Consolidate VMs created on the basis of one or similar template in the same job for the
best de-duplication space savings. Balance this amount with the manageability of your
backup job (the more VMs you include in the job, the longer the job will take in case
you need to restart it).

= Veeam Backup & Replication 5.0 does not support backing up VMs using RDM in
physical mode. You can use disk exclusion functionality to exclude some of the
unsupported disks from backup/replication. VMs using virtual RDM may be backed up
by means of VMware vStorage APl and VCB-enabled modes.

= Veeam Backup & Replication 5.0 supports VMs using independent disks only for
powered off VMs. Backup of such VMs can be performed only in the network legacy
mode via the service console of ESX host.

Configuring Jobs Settings

= Use of compression decreases the size of created backup files, but may affect the
duration of the backup procedure. You may try backing up VMs using different
compression levels to define the best ratio between the size of the result backup file
and the time of the backup procedure.

= The Direct SAN access option is the best when your ESX servers are using SAN storage
device because it provides the best performance and the least impact on your
production environment.

= Ifyou are using a local storage on your ESX servers, use the Network option of the
VMware vStorage APIs backup mode.

Running Multiple Jobs at Once

= Avoid having parallel backup jobs sharing the same sources and targets.

= If your backup window is not enough to back up all your VMs, install multiple Veeam
Backup & Replication consoles and spread jobs across them.

= For VCB-enabled Backup. The maximum number of parallel VCB-enabled jobs (backup
or replication) is limited to 8 due to VCB limitations.
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= If you need to perform backup of VMs residing on one datastore, instead of creating
several backup jobs targeted at this datastore, you can create a single backup job and
add the datastore as a VM container to it.
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DEPLOYMENT

Note:

The Veeam Backup & Replication 5.0 setup comprises the following components:

=  Veeam Backup & Replication 5.0 itself.

= Veeam Backup Enterprise Manager, allowing you to manage multiple Veeam Backup
& Replication installations from a single web console.

= Veeam Backup Search, enabling advanced search functionality in Veeam Backup
Enterprise Manager.

= U-AIR wizards allowing you to restore individual items and objects from applications
installed in VMs.

All components can be installed on the same machine, either physical or virtual, or can be set
up separately.
Before you begin the installation process, take the following steps to prepare for deployment:

= Check system requirements. Make sure the computers on which Veeam Backup &
Replication 5.0, Veeam Backup Enterprise Manager and Veeam Backup Search are to be
installed meet the system requirements (see the System Requirements section).

= Check account permissions. Make sure all accounts you will be using have sufficient
permissions defined in the Required Permissions section. You will not be able to use
Veeam Backup & Replication 5.0, Veeam Backup Enterprise Manager and Veeam Backup
Search successfully if the accounts do not have required permissions.

= Verify that VCB is working (if VCB-enabled backup should be performed).

Installing Veeam Backup & Replication

This section will guide you through the Veeam Backup & Replication 5.0 installation process.

If you are planning to perform VCB-enabled backup, install Veeam Backup & Replication 5.0
on the VCB server. To learn more about VCB configuring, see the Configuring VCB Proxy
(VMware Reference) section.

Step 1. Download and Run Veeam Backup & Replication Setup

Download the latest version of Veeam Backup & Replication 5.0 from:
http://www.veeam.com/downloads/. Unpack the downloaded archive and run the setup file
(Veeam_Backup_Setup_x64.exe or Veeam_Backup_Setup_x86.exe).

Step 2. Accept the License Agreement

Read, then accept or decline the License Agreement. If you select | do not accept the terms in
the license agreement, the installation process will be terminated.
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i'._% Yeeam Backup and Replication ﬂ
License Agreement N —ll

Please read the following license agreement carefully, l N

Veeam Software Corporation ("Veeam™) il
End User Software License Agreement (“EULA™)

IMPORTANT - READ CAREFULLY

Thiz ELLA i a legally binding agreement between licensee end user "End User")
and Yeeam setting forth the terms and conditions governing the use and operation

of Weeam's proprietary carmputer software products dhe "Sathware" and the written
technical specifications for the ugse and operation of the Software (the
"Diocumentation™. Where the sense and context permit, references in this ELILA t0

the Software include the Documentation. By directly or indirectly accessing andfor LI

' T accept the terms in the license agresment Print |

™ I do not accept the terms in the license agreement

InstallShield

< Back I Mexk = I Cancel |

Step 3. Install a License

At this step, you should install a license that was sent to you after registration. Click the
Browse... button and select a necessary .lic file.

{i§ ¥eeam Backup and Replication x|
Provide License N —ll

Praovide license File For Yeeam Backup and Replication | N

License File For Yeeam Backup and Replication:

I'l,'l,marketingD1'|,Setup'|,backup'l,veeam_backup_l’ull_lDD.Iic Browse. .. I

InstallShield

< Back | Mext = | Zancel

Step 4. Choose Destination for Installation

During installation, the setup installs Veeam Backup & Replication itself, Veeam Backup
Catalog component responsible for indexing VM guest OS files, and Veeam Backup PowerShell
snap-in for automating backup and replication activities via scripts. Note that the Veeam
Backup PowerShell component is disabled by default.

Specify the installation folder for each component. Note that at least 150 MB is required to
install Veeam Backup & Replication 5.0, at least 55 Mb to install Veeam Backup Catalog, and at
least 400 Kb to install Veeam Backup PowerShell snap-in.

Use the Space button to estimate how much free space is available on your local drives.
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Note:

& ¥eeam Backup and Replication x|

Custom Setup N

Select the program Features wou want installed. | -‘N

Click on an icon in the list below to change how a Feature is installed,

M| "'e2am Backup and Replicatio
'u'ee c ao =B Weeam Backup & Replication is
i enterprise-ready solution that
=3 - | PawerShel Snap-in combines backup and replication
in a single produck For Fast

recovery of wour Wiware E3X
and ESxi environment.

(- Feature Description

This Feature requires 149ME on
vour hard drive.

Install ko

Ci\Program Files\weeamiBackup and Replication!, Change... |
InstallShield
Help | Space | < Back I Tk = I Zancel |

Step 5. Choose or Install SQL Server

At this step, you should select an SQL Server instance on which the VeeamBackup database
should be created or choose to install a new SQL Server instance.

If the SQL Server is already installed, select the Use existing instance of SQL Server option
and enter the instance name in the HOSTNAME\INSTANCE format and specify the name of the
database to be used in the Database field.

If the SQL Server is not installed, select the Install new instance of SQL Server option.

The user account under which the installation is being performed should have sufficient rights
to log on to the selected SQL Server instance using Windows integrated authentication and
create a database on the selected instance.

jiit ¥eeam Backup and Replication |
SQL Server Instance N —ll

Choose SQL Server instance to create the Yeeam Backup database on. | N

) Install mew instance of SGL Server (localhostYEEARM)

& Use existing instance of SGL Server

SCL server and instance:
IBACKUF‘WEEAM x| Browse.. |

Enter the inskance name in the HOSTHMAME\IMSTANCE Format.

The current user must be able o logon ko the selected inskance using Windows inkegrated
authentication, and have sufficient permission to create the database on the selected
inskance, IF this is not the case, restart the setup program using the appropriate accounk,

Database:

|‘v'eeamBackup Browse... |
InstallShield
< Back | Mext = I Cancel |

In case the VeeamBackup database already exists on the SQL Server instance (that is, it was
created by the previous installations of Veeam Backup & Replication), a warning message
notifying about it will be displayed. Click the Use Existing button to connect to the detected
database. If necessary, the existing database will be upgraded to the latest version.
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Step 6. Specify Service Credentials

Enter the administrative credentials of the account under which you want to run the Veeam
Backup Service. The user name should be specified in the DOMAIN\USERNAME format.

The user account must have database owner rights for the VeeamBackup database on the SQL
Server instance and full control NTFS permissions on the VBRCatalog folder where index files
are stored. The Log on as service right will be automatically granted to the specified user
account.

i-:-_Il( Yeeam Backup and Replication

Service Settings

Specify Yeeam Backup and Replication service settings.

Enter the user name in the DOMAIMYJSERMAME format. The supplied user
~ . account must have database owner rights to the Yeeam Backup and
q"- Replication database on the YEEAM 30U Server instance, and Full Conkrol
MNTFS permissions on the catalog Folder,

User name: I BACKUPY Adminiskrakar j Browse. .. |

Password: I********

Part: |9392

InstallShield

< Back I ek = I Zancel |

If necessary, change the number of TCP port. By default, Veeam Backup & Replication services
use port 9392.

Step 7. Specify Catalog Options

Specify the name and destination for catalog folder where index files should be stored. By
default, catalog is located at: C:\VBRCatalog. If necessary, change the number of port to be
used by Veeam Backup Catalog components. By default, port 9393 is used.

In the vPower NFS section, specify the folder where instant VM recovery write cache will be
stored. Please note that the selected volume should have at least 100 Gb of free disk space.
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Important!

i-:-_Il( Yeeam Backup and Replication

File Locations

Specify root Folders For quest File system catalog (persiskent data), and wPower
MF3 {non-persistent data),

Guest file system catalog

@ Zakalog location:
CAVBRCatalog), Zhange. .. |
Service pork: I9393

yPower NF5

@ Rook Folder:
C\Documnents and Settingsiall Users, wWINDOW S Application Da.. . Change. .. |

Instant WM Recovery write cache will be stored in this Folder, Make sure the selected volume has
at least 100GE of free disk space available to prevent recoverad YMs From stopping due to the
lack of free disk space recovery.

InstallShield

< Back I Mexk = I Cancel

Step 8. Install Veeam Backup & Replication 5.0

Click Next, then click Install to start the installation. Once the installation is complete, launch
Veeam Backup & Replication 5.0 by clicking the Veeam Backup & Replication icon on your
desktop.

Installing Veeam Backup Enterprise Manager

This section will guide you through the installation process of Veeam Backup Enterprise
Manager.

Before installing Veeam Backup Enterprise Manager, make sure you have IIS installed on your
computer. When installing IIS version 5.1 to 6.0, make sure that the IIS component is selected.
When installing IIS starting from version 7, the following components should be selected: Web
Management Tools; ASP and ASP.NET under Application Development Features; Default
Document, Directory Browsing, HTTP Errors and Static Content under Common HTTP
Features, Static Content Compression under Performance Features; and Security
components.

Step 1. Run Enterprise Manager Setup

After you have downloaded the latest version of Veeam Backup & Replication, run the setup
file (Veeam_Backup_Enterprise_Manager_Setup_x64.exe or
Veeam_Backup_Enterprise_Manager_Setup_x86.exe) from the downloaded archive.

Step 2. Accept License Agreement

Read, then accept or decline the License Agreement. If you select | do not accept the terms in
the license agreement, the installation process will be terminated.
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2 Yeeam Backup Enterprise Manager ﬂ
License Agreement N —ll

Please read the following license agreement carefully, l N

Veeam Software Corporation ("Veeam™) il
End User Software License Agreement (“EULA™)

IMPORTANT - READ CAREFULLY

Thiz ELLA i a legally binding agreement between licensee end user "End User")
and Yeeam setting forth the terms and conditions governing the use and operation

of Weeam's proprietary carmputer software products dhe "Sathware" and the written
technical specifications for the ugse and operation of the Software (the
"Diocumentation™. Where the sense and context permit, references in this ELILA t0

the Software include the Documentation. By directly or indirectly accessing andfor LI

' T accept the terms in the license agresment Print |

™ I do not accept the terms in the license agreement

InstallShield

< Back I Mexk = I Cancel |

Step 3. Install a License

At this step, you should install an enterprise license that was sent to you after registration.
Click the Browse... button and select a necessary .lic file.

i':_-!( Yeeam Backup Enterprise Manager ﬂ
Provide License Al —ll

Provide license file for Weeam Backup Enterprise Manager l N

License file for Weeam Backup Enterprise Manager:

I'l,'l,marketingD1'I,Setup'I,baclmp'l,veeam_backup_FuII_lDD.Iic Browse, ., I

InstallShield
< Back | MNext = | Cancel |

Step 4. Confirm Component Installation and Choose Destination

At this step, you should select the destination folder for installation and confirm that the
Veeam Backup Enterprise Manager components should be installed on your computer.

The Enterprise Manager setup installs two components: Veeam Backup Enterprise Manager Web
Site, which requires at least 20 Mb, and Veeam Backup Enterprise Manager Server, which
requires at least 26 Mb on the local hard drive, and Veeam Backup Catalog used for indexing
and search activities. Use the Space button to estimate how much free space is available on

your disks.
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2 Yeeam Backup Enterprise Manager ﬂ

Custom Setup N

Select the program Features wou want installed. | -‘N

Click on an icon in the list below to change how a Feature is installed,

(- Feature Description
Microsoft IS web site
implementing Enterprise Manager
web user interface,

Enterprise Manager Web Site
=) ~ | Enterprise Manager Server
= ~ | Veeam Backup Catalog

This feature requires 20ME on
wour hard drive.

Install ko
CiiInetpubywiwwrootiveeam Backup Enterprise Manager), Charge... |
InstallShield
Help | Space | < Back I Tk = I Zancel |
Note: If you are installing Veeam Backup Enterprise Manager on the Veeam Backup & Replication

machine where Veeam Backup Catalog is already installed, Veeam Backup Catalog will be
excluded from this list of components.

Step 5. Set up a Database to Be Used

Select to install a new SQL server or use the existing one. If the second option is selected, enter
the SQL Server instance name in the HOSTNAME\INSTANCE format.

Please make sure the account under which Veeam Backup Enterprise Manager is installed is
granted administrative privileges on both the specified SQL Server instance and on the local
machine, as Windows authentication for SQL Server is required.

i'._% Yeeam Backup Enterprise Manager x|
SQL Server Instance Al —l
Choose S0L Server instance to create the Weeam Backup Enterprise Manager l -‘N
database on,

€ Install mew instance af SQL Server (lacalhostYEEAR)

s existing instance of SQL Server

3L server and instance:

ENTMANAGER | VEEAM =] Eowse.. |

Enter the instance name in the HOSTRAMENIMSTAMNCE Farmat,

The current user must be able to logon to the selected instance using Windows integrated
authentication, and have sufficient permission ko create the database on the selected
instance. If this is nok the case, restart the setup program using the appropriate account,

InstallShield
< Back I Mexk = I Cancel |
Tip: You can use the same SQL server for both Veeam Backup & Replication 5.0 and Veeam Backup

Enterprise Manager, or different SQL servers.

Step 6. Specify Service Credentials

Specify the user name and password to be used by the Veeam Backup Enterprise Manager
Service. Please note that the user should have the database owner rights to the Enterprise
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Manager database on the Veeam SQL Server instance and full control NTFS permissions on the
VBRCatalog folder where index files are stored.

If necessary, change the number of TCP port. By default, port 9394 is used.

i':_-!( Yeeam Backup Enterprise Manager ﬂ

Service Credentials

Provide user name, password and port to be used by Veeam Backup Enterprise l -.N

Manager service,

Enter the user name in the DOMAIMYJSERMAME format. The supplied user
~ " account must have database awner rights to the Yeeam Backup Enterprise
q’ ~ Manager database on the WEEAM 3L Server instance and Full Control
i MNTFS permissions on the catalog Folder, "Log on as a service" right will be

granted to the specified account automatically,

ser name: I EMTMAMNAGER Administrator ﬂ Browse, ., |

Passward: I********

Part: |9394

InstallShield

< Back I Mexk = I Cancel

Step 7. Specify Catalog Options

Specify the name and destination for catalog folder where content index files should be
stored. By default, catalog is located at: C:\VBRCatalog. If necessary, change the number of port
to be used by Veeam Backup Catalog components. By default, port 9393 is used.

i':_-?— ¥Yeeam Backup Enterprise Manager l[
File Locations N —l
Specify rook Folder For guest File syskem catalog (persistent daka), | ..N
—

G Zakalog location:
CHWEBRCatalog), Change... |
Service pork: |9393

InstallShield

< Back I Mexk = I Cancel

Step 8. Specify TCP Ports

Review and, if necessary, change HTTP and HTTPS ports and the certificate that Veeam Backup
Enterprise Manager Web site will use. If the setup does not find an appropriate certificate on
the machine where Veeam Backup Enterprise Manager is installed, it will generate a self-
signed certificate.
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Important!

i-:-_Il( Yeeam Backup Enterprise Manager x|
Yeeam Backup Enterprise Manager Web Site Configuration N —l
Provide port numbers bo be used by Weeam Backup Enterprise Manager web site l '.N
Web site name: WeeamBackup

Application pool name:  YeeamBackup

HTTP port: 80
HTTPS port: 443
Use certificate: ENTMAMNAGER, Exp: 10/3/2020 ﬂ
iew certificate |
InstallShield

< Back I Mexk = | Cancel

Step 9. Install Veeam Backup Enterprise Manager

Click Next, then click Install. The Veeam Backup Enterprise Manager will be installed on your
computer. Once installation is complete, click Finish to finish working with the setup wizard.

If Veeam Backup Enterprise Manager is installed on Windows XP OS, you should enable access
to Veeam Backup Enterprise Manager Web site after installation. Select Tools > Options from
the main Windows Explorer menu, then click View and clear the Use simple file sharing
check box.

Installing Veeam Backup Search

Veeam Backup Search allows you to perform catalog replication and indexing which is
required for the file search feature to work. It must be installed on a dedicated Microsoft
Search Server. This section will guide you through the installation process of Veeam Backup
Search.

Step 1. Install Microsoft Search Server

Select a machine which will function as a search server and install Microsoft Search Server on
this machine. Keep in mind that Microsoft Search Server can be installed on Windows Server
machine only.

Microsoft Search Server must be installed by a user who has administrator permissions on the
computer.

To learn more about hardware and software requirements to Microsoft Search Server, see
http://technet.microsoft.com/en-gb/library/bb905370(office.12).aspx (for Microsoft Search
Server 2008) and http://technet.microsoft.com/en-gb/library/bb905370.aspx (for Microsoft
Search Server 2010).

Step 2. Run Veeam Backup Search Setup

Run the setup file (Veeam_Backup_Search_Setup_x64.exe or
Veeam_Backup_Search_Setup_x86.exe) from the downloaded archive on the machine where
Microsoft Search Server is installed.
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Step 3. Accept License Agreement

Read through the License Agreement and accept it to continue. If you select | do not accept
the terms in the license agreement, the installation process will be terminated.

i'._% Yeeam Backup Search X

License Agreement N

Please read the following license agreement carefully, | -‘N

VEEAM SOFTWARE (*VYeeam™ ) i’
End User Software License Agreement (“EULA™)
IMPORTANT - READ CAREFULLY

Thiz ELILA is a legally hinding agreement between yau {"Licensea™ and Yeeam
governing the use and operation of Veeam's proprietary computer software
products ¢the "Software™ and related daocumentation {in written or electranic farm)
(the "Documentation™. Wwhere the sense and context permit references in this
EULA to the Software include the Documentation. By clicking on the "ves" button at
the hottorn of this EULA or by installing, copying or using the Software, Licensee
agrees to he hound by the terms of this EUILA, ;l

' T accept the terms in the license agresment Print |

™ I do not accept the terms in the license agreement

InstallShield

< Back Zancel |

Step 4. Choose Destination for Installation

Specify the installation folder. Use the Change... button to select a necessary installation
folder. Please note that at least 51 MB is required to install the Veeam Backup Search
component.

i ¥eeam Backup Search Xl

Destination Folder

Click Next to install ko this Folder, or click Change ba inskall to a different Folder, [=-.N

G Install Yeeam Backup Search o
D:4Program FilesiveeamiBackup Search),

InstallShield

< Back | Mext = Cancel

Step 5. Specify Service Credentials

Specify the user name and password to be used by the Veeam Backup Search service. Change
the number of TCP port if it is necessary. By default, Veeam Backup Search uses port number
9395.
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i':_-ﬂr Yeeam Backup Search

Service Settings

Xl
Provide user name, password and port to be used by Veeam Backup Search [E.N

SErYice,

Enter the user name in the DOMAIMYJSERMAME format, "Log on as a
~ . setvice” right will be granted to the specified account automatically,

75

ser name: I WEEAMO1YAdminiskrator ﬂ Browse, ., |

Passward: I********

Part: |9395

InstallShield

< Back I Tk = I Zancel

Step 6. Install Veeam Backup Search

Click Install to begin installation. Veeam Backup Search will be installed on your computer.
Once installation is complete click Finish to exit the setup wizard.

Step 7. Specify the Default Account for Crawling Content

Specify the default account that will be used by Microsoft Search Server for crawling indexing
content. This account must have read access to the shared VBRCatalog folder on the Veeam
Backup Enterprise Manager server.

For Microsoft Search Server 2008:

1. Select Programs > Search Server Administration from the Start menu on the
search server.

2. Click Crawling on the left.

3. Onthe Crawling page, click Default content access account and enter the required
account data - user name and password.

For Microsoft Search Server 2010:

1. Select Programs >Microsoft SharePoint 2010 Products > SharePoint 2010 Central
Administration from the Start menu on the search server.

2. Click Application management on the left. In the Application Management
section, click Manage service applications.

3. Onthe Manage Service Applications page, click the Search service application.

4. Inthe System Status section on the Search Administration page, locate the default
content access account, which is in the form Domain\Username. Click the default
content access account name and enter the required account data — user name and
password —in the displayed Default Content Access Account window.
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Default Content Access Account

This page is not encrypted for secure communication. User names, passwords, and any other information will be
& sent in clear text, For rore inforration about how to secure the pages on this server farm, see the SharePoint
Server Administrator's Guide,

Default content access account Account:
Specify an account bo use as the default account when crawling content,  This account must have ISEARCHSRU\administrator
read access to the content being crawled. Password:

To avaoid crawling unpublished wersions of documents, ensure that this account is not an administratar

on kthe target server, quouu

Caonfirmn Passwaord:

ok I Cancel
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Enterprise and Standard Editions
of Veeam Backup & Replication 5.0

Veeam Backup & Replication 5.0 is available in two editions — Standard and Enterprise. To get
a desired edition of Veeam Backup & Replication, you should run the setup file and install a
license of the proper type during the product setup. You can also re-install the license later at
any moment of time: to do so, select Help > License information... from the main menu of
Veeam Backup & Replication 5.0, click the Install license button and browse to a necessary
license file.

The differences between the two editions are listed in the table below.

Feature Standard Edition Enterprise Edition

SureBackup Manual Automatic

recovery verification You can verify the The recovery verification
recoverability of the latest process is automated. You
backup by mounting a VM can select any restore point,
from the backup file with the not only the latest one.

help of instant VM recovery
and manually testing it.
Universal Application Not available. Available

Item-Level Recovery Includes Active Directory
restore wizard and the wizard
for user-directed recovery.

Browsing and You can browse and search You can search and browse
searching for for files in current backups for files in both current and
VM guest OS files only. archived backups.

within indexed

backups

Veeam Backup & Replication Licensing

Veeam Backup & Replication 5.0 is licensed per CPU Socket ("CPU Sockets") for each Managed
Server. Managed Server is defined as VMware ESX server that is backed up, recovered,
collected data from or otherwise managed by the software. "CPU Sockets" means a single,
physical chip that houses not more than six (6) processor cores on the managed server.

The trial license key is sent to you after registering the product with Veeam Software at:
http://www.veeam.com/vmware-esx-backup/download.html. After registering the product
you will receive a trial license key. The trial license is valid for 30 days from the moment of
registration.

To obtain a full license key for the desired number of sockets, refer to
http://www.veeam.com/buy-end-user.html.

The full license includes a one-year maintenance plan. To renew your maintenance plan,
please contact Veeam Customer Support at: support@veeam.com.

Installing Veeam Backup & Replication License

When installing Veeam Backup & Replication 5.0, you will be asked to specify the license file
that was sent to you after registration. If you do not have a license, you will not be able to
install Veeam Backup & Replication 5.0.
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i-:-_Il( Yeeam Backup and Replication
Provide License
Provide license file for Weeam Backup and Replication
License file for Weeam Backup and Replication:
I'l,'l,marketingD1'I,Setup'I,baclmp'l,veeam_backup_FuII_lDD.Iic Browse. .. I
InstallShield
< Back | MNext = | Cancel |

To view information on the currently installed license, select Help > License Information...
from the main menu. To change a license, click the Install license button and browse to a
necessary .lic file.

To learn about license handling for backup servers added to Veeam Backup Enterprise
Manager, see the Managing Licenses from Veeam Backup Enterprise Manager section.

Revoking ESX Servers from the License

Veeam Backup & Replication 5.0 offers you a possibility to revoke unused ESX servers from the
license — that is, to re-use the license applied to one ESX server to another ESX server. This
may be required if the ESX server to which the license is applied does not need backup or
replication anymore (for example, in case it is no longer used).

To revoke an ESX server, select Help > License Information... from the main menu. In the
displayed window, click the Licensed hosts button — as a result, the list of hosts using the
license will be displayed.

.' License Information E

Statuz Valid [51 days until expiration]

Licensed Product

Weeam Backup & Replication

Licenze Type

Ewaluation License

Licensed to

WEsam

Contact Person

Ewan Wince

Licensed Sockets

100
Edition

Enterprize

Licenzad hostz Install licenze | ak. I
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The Licensed hosts list displays all ESX hosts to which the license is applied. When you start
Veeam Backup & Replication 5.0 for the first time, the list will be empty. After you run a backup
or replication job targeted at some VI objects, this section will display the list of ESX servers
that were engaged in the job, with the number of sockets per each.

To revoke a specific ESX server, select it in the list and click the Revoke button. Licensed
sockets used by it will be freed and will become available for use by other ESX servers.

Page | 48



Veeam Backup & Replication 5.0 | User Guide

Upgrading Veeam Backup & Replication

During the installation process, the Veeam Backup & Replication setup scans the system for
previous versions and, if any is detected, upgrades it to a newer version.

The SQL database instance installed and used by the previous version of Veeam Backup is not
removed at the uninstall process. All jobs data stored in it remains as well. At new installation,
the database gets upgraded and becomes available for usage with the newly installed version.

Repairing and Uninstalling

To uninstall Veeam Backup & Replication 5.0, from the Start menu, select Control Panel > Add
or Remove Programs > Veeam Backup & Replication 5.0 and click the Remove button.

Then, repeat the procedure for the Veeam Backup Enterprise Manager component (if it is
installed).
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Note:

Configuring VCB Proxy (VMware Reference)

In case you are planning to take advantage of VCB-enabled backup, you should install Veeam
Backup & Replication 5.0 on the VCB proxy server.

The VCB proxy server represents a dedicated physical server on which VMware Consolidated
Backup and Veeam Backup & Replication 5.0 are installed. The server should run Microsoft
Windows 2003 or Windows 2008 and have direct access to the ESX VMFS LUNSs.

This section provides a description of the VCB proxy configuring, as well as main requirements
to the VCB proxy.

The present section contains a general description of the VCB proxy configuration. To learn
more about the VMware Consolidated Backup and aspects of the VCB proxy configuring, see
http://www.vmware.com/pdf/vi3_301_201_vm_backup.pdf.

Prerequisites

Before installing VMware Consolidated Backup on the VCB proxy server, make sure your VI
environment meets the following requirements:

ESX Server

ESX Server should be set up to use VMware File System (VMFS) or virtual compatibility raw
device mappings (RDMs). VCB does not support RDMs in physical compatibility mode.

SAN

= If the VCB proxy does not have access to storage LUNs managed by ESX Server systems,
VCB-enabled backup will not be performed. Therefore, the VCB proxy should be added
to the same fabric zones where your ESX servers reside. On the other hand, all VMs
running on the local ESX storage should be moved to a SAN LUN for you to be able to
back them up.

= Forevery LUN containing VMFS or RDM data, the LUN ID on the VCB proxy must match
the UN ID as seen by the ESX Server.

VCB Proxy

= The VCB proxy server should run Microsoft Windows 2003. Besides, VCB 1.5 Update 1
offers official support for 32-bit and 64-bit versions of Microsoft Windows Server 2008
proxy server. Previous VCB versions provide only experimental support for Windows
Server 2008.

= The VCB proxy requires the following hardware components: Network adapter (NIC)
and Fibre Channel host bus adapter (HBA).

= Networking on the backup proxy should be configured so that the proxy can establish a
connection to VirtualCenter. If there is a firewall between the backup proxy and the
VirtualCenter, the firewall must permit TCP/IP connections to VirtualCenter. By default,
VirtualCenter expects incoming connections at TCP/IP port 902.

Installing VCB Proxy

The present section describes the procedure of the VCB installation.

Step 1. Disable Automatic Drive-Letter Assignment

Microsoft Windows automatically assigns drive letters to each new visible NTFS or FAT volume.
It is necessary to disable this feature so that volumes are not automatically mounted on the

proxy.

Page | 50



http://www.vmware.com/pdf/vi3_301_201_vm_backup.pdf

Veeam Backup & Replication 5.0 | User Guide

Note:

Shut down the Windows proxy and disconnect it from the SAN. Boot the proxy and log on to
the account with the administrator privileges. Then run the next commands using the
command-line interface:

= diskpart — to start the diskpart utility

= gutomount disable — to disable automatic drive-letter assignment to newly seen
volumes

= gutomount scrub — to clean out entries of previously mounted volumes in the registry
= exit — to exit the disport utility
Shut down Windows and reconnect the proxy to the SAN. Then boot the proxy.

Step 2. Install VMware Consolidated Backup

Log on to the proxy using an account with administrative privileges and install VMware
Consolidated Backup by running the setup file from the VCB distribution.

Ensure that you are using a correct VCB version. Depending on versions of ESX servers you
have, you may need to install a specific VCB version. For more information, refer to the
following compatibility matrix.

Step 3. Install Veeam Backup & Replication 5.0

Install Veeam Backup & Replication 5.0 on the configured VCB proxy. To learn more about the
installation process, see the Installing Veeam Backup & Replication section.
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ADMINISTRATION

This section provides description of main activities performed with Veeam Backup &
Replication 5.0: creating backup, replication and VM copy jobs, performing file- and image-
level restore, accomplishing replica failover, importing backups, reporting and logging.

Adding Servers

Prior to performing backup or replication processes, it is necessary to add servers you want to
work with to Veeam Backup & Replication 5.0. You may add an ESX/ESXi server, VirtualCenter
or Linux server. If you are planning to use an ESX server being a part of the VirtualCenter
hierarchy, we recommend adding a corresponding VirtualCenter instead of a single ESX server
to ensure more flexibility and convenience at work with servers.

To add a server, do one of the following:
= Right-click the Servers node in the management tree and select Add Server.
= (lick the Add Server button on the toolbar.
= Select the Add Server... command from the File menu.
= Press Alt+A on the keyboard.
Then follow the Add Server wizard steps.

Adding VirtualCenter

Step 1. Specify Server Type and Name

Enter a full DNS name or IP address of the server and select the server type: vCenter server.

Add Server E3

Add Server

Type inthe name, and specity role of a server to be added to the conzole. IF you have a wCenter E. |
Server, we recommend that you add it instead of individual ES hosts, b

DS name or IP address of the servern

Ivcprnd.veeeam.lab

Thiz server is:

{®  wCenter server "}il
€ ES¥ or ESKi host # i
wi
L -
inLs sErvEr L!QV

< Biachk | Mewt » I Cancel

Step 2. Specify Server Connection Settings

At this step, you should enter administrator's credentials to connect to the VirtualCenter
server: user name and password. To avoid problems, we recommend specifying the user name
in the DOMAIN\USERNAME format.
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Select the Save password check box. Otherwise the entered credentials will be used for one
work session of Veeam Backup & Replication 5.0. When Veeam Backup & Replication 5.0 is
closed and started anew, you will have to enter credentials again as soon as the server is

addressed.

Add Server E3
Connection Settings N —|
Prowide server adminiztrator's credentials. [f required, specify additional connection settings E.
including web-zervice port number, b

| Type in an adminiztrator's credentialz for veprod veeean. lab.
E ."\\ Uze the DOMAINYUSERMNAME format.

Ll zernarne: IVEEAM\Administrator Browse... |

FPazzward: |"uuu

¥ Save password

- Connection settings
Part: 443

Drefault Yiware web service connection port iz 443,
If connection cannot be establizhed, check for possible port number custamization in the
wCenter/ESE]] server zettings.

¢ Back | Mewt » I Cancel

Change the web service port if necessary. By default, port 443 is used for VMware vCenter and
VMware ESX.

Step 3. Finish Working with the Wizard

If you want to connect to the added VirtualCenter server on finishing work with the wizard,
select the Connect when I click Finish check box. Then click Finish.

Adding ESX/ESXi Server

Step 1. Specify Server Type and Name

Enter a full DNS name or IP address of the server and select the server type: ESX or ESXi host.
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Add Server E3

Add Server

Type inthe name, and specity role of a server to be added to the conzole. IF you have a wCenter l_‘
Server, we recommend that you add it instead of individual ES hosts, b

DS name or IP address of the servern

Ies:ﬂ ~veeam.lab

Thiz server is:
= wCenter server 1\1
' ES® or ESHi host P |
" Linux server - ;
-]

< Biachk | Mewt » I Cancel

Step 2. Specify Server Connection Settings

At this step, you should enter administrator's credentials to connect to the ESX/ESXi server:
user name and password. Select the Save password check box. Otherwise the entered
credentials will be used for one work session of Veeam Backup & Replication 5.0. When Veeam
Backup & Replication 5.0 is closed and started anew, you will have to enter credentials again as
soon as the server is addressed.

Add Server E3

Connection Settings N —|
Prowide server adminiztrator's credentials. [f required, specify additional connection settings “
including web-zervice port number, b

Type in an administrator's credentialz for essl.veeam.lab.
E 'k Tupically, default ES= host adminigtrator name is "root™,

Ll zernarne: Iroot

FPazzward: I"""

¥ Save password

- Connection settings
Part: 443

Drefault Yiware web service connection port iz 443,
If connection cannot be establizhed, check for possible port number custamization in the
wCenter/ESE]] server zettings.

< Back | et = I Cancel |

Change the web service port if necessary. By default, port 443 is used for VMware vCenter and
VMware ESX.

Step 3. Specify Service Console Connection Settings

This step is available if you are adding the ESX server only; when adding the ESXi server, you
will pass immediately to step 4.

At this step, you should specify service console connection settings and adjust SSH port
number if necessary. Specifying console connection settings is optional. If you do not want to
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Note:

Tip:

use the service console, clear the Use service console connection to this server check box
and click Next. In this case, Veeam Backup & Replication 5.0 will work with the server in the
agentless mode. The agentless mode may be used to work with ESX server 3.5 and higher; for
ESX server 3.0, the agentless mode is not supported. However, we recommend that you work
with ESX servers using the service console.

By default, the Use service console connection to this server check box is selected. Enter the
user name and password to connect to the service console of the server. Select the Save
password check box. Otherwise the entered credentials will be used for one work session of
Veeam Backup & Replication 5.0. When Veeam Backup & Replication 5.0 is closed and started
anew, you will have to enter credentials again as soon as the server is addressed.

If you choose to use a non-root account that does not have sudo permissions on the ESX
server, you can use the Non-root account options section to grant sudo rights to this account.
Select the Elevate account to root check box to provide a non-root user with access to the
added server. You can add the account to sudoers file automatically by selecting the Add
account to the sudoers file automatically check box. If you do not select this option, you will
have to manually add the user to the sudoers file.

Make sure that in the sudoers file the NOPASSWD:ALL option is enabled for the user account
you want to elevate to root to prevent the user from entering a password.

Add Server E

Specify 55H Connection Settings N —|
Provide credentials for service console connection, and adjust secure shell (SSH) port number l_“
if needed. Service console connection to ESH server iz optional. N

¥ Use service cansale cannection ta this server

Ll zernarne: Iroot

Pazzward: I[To cftange ia saved password, olick reraf

¥ Save password

MHon-root account optiong

™| Elevate account o raat

I~ £dd account ta the sudoers file automatizally

Foaot paszward:

Advanced... |
< Back | et = I Cancel |

Click the Advanced... button to change advanced SSH settings: SSH port and SSH timeout.

Advanced Connection Options E3

Service conzole connection

S5H poit; I 3
S5H timeout: |2UUUU 3

22 :
= ms
ok I Cancel |

You can start PuTTY, a popular SSH client enabling safe logging on to a remote server, directly
from Veeam Backup & Replication 5.0. Select Tools > PuTTY... from the main menu. To learn
about PuTTY, see http://www.chiark.greenend.org.uk/~sgtatham/putty/docs.html.
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Note:

Step 4. Finish Working with the Wizard

If you want to connect to the added ESX server on finishing work with the wizard, select the
Connect when | click Finish check box. Then click Finish.

Adding Linux Server

Step 1. Specify Server Type and Name

Enter the full DNS or IP address of the server and select the server type: Linux server.

Add Server E
Add Server

Type inthe name, and specify role of a server to be added to the conzole. If pou have a wCenter l:. |
Server, we recommend that you add it instead of individual ES* hosts. H

DMS name or IF address of the server;
[192166.193.10

This zerver is:

" wCenter server

" ES¥ or ESHi host

e

% Linug server

A

< Biachk | Mewt » I Cancel

Step 2. Specify SSH Connection Settings

At this step, you should enter administrator's credentials to connect to the Linux server: user
name and password. Select the Save password check box. Otherwise the entered credentials
will be used for one application session. When Veeam Backup & Replication 5.0 is started
anew, you will have to enter credentials again as soon as the server is addressed.

If you choose to use non-root account that does not have sudo permissions on the Linux
server, you can use the Non-root account options section to grant sudo rights to this account.
Select the Elevate account to root check box to provide a non-root user with access to the
added server. You can add the account to sudoers file automatically by selecting the Add
account to the sudoers file automatically check box. If you do not select this option, you will
have to manually add the user to the sudoers file.

Make sure that in the sudoers file the NOPASSWD:ALL option is enabled for the user account
you want to elevate to root to prevent the user from entering a password.
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Add Server E3
specify 95H Connection Settings N —|
Prowvide credentials for zervice conzole connection, and adjust zecure shell [SSH] port number l_“
if needed. Service congole connection to ESH zerver iz optional. b

¥ Use sewvice console connection to this server

Usemame: Iuser

Password: quuu

V¥ Save pazsword

Man-root account options

¥ Elevate account to root

V¥ 2dd account to the sudoers file autarnatically

Root pazgword; |eseses

Advanced... |
¢ Back | Mewt » I Cancel |

Click the Advanced... button to change advanced SSH settings: SSH port and SSH timeout.

Advanced Connection Options E

Service console conhection

SSH part: |22 3:
S5H timeout: |2DDDD 3: ms

ak I Cancel |

Step 3. Finish Working with the Wizard

If you want to connect to the added Linux server on finishing work with the wizard, select the
Connect when I click Finish check box. Then click Finish.

Disconnecting and Removing Servers

Along with adding servers (ESX hosts, VirtualCenter servers and Linux servers), you have an
ability to use the following options: Disconnect server and Remove Servers from your
Veeam Backup & Replication console. All options are available from the shortcut menu.

= The Disconnect option is used to close connection to any host, VirtualCenter, Linux
server previously added to the console.

= Ifyou choose the Remove Servers option, all objects (such as jobs, backups, replicas)
that have references to the ESX host or VirtualCenter server being removed will be
deleted from the configuration SQL database and the Veeam Backup & Replication
console.
Please note that all backup files (VBK and VRB) will stay intact, so you can easily import
these files later to the Veeam Backup & Replication console for restore operations if
needed.
As for replication jobs, all references to replicas will be removed from the Veeam
Backup & Replication console. However, all replicated VMs will still reside on your target
hosts, so you can start them manually after Remove Servers option is performed. Also
you can power on replicated VMs to any available restore point in time using the Veeam
Backup & Replication console before performing Remove Servers option. To learn
more, see the Failing Over VM Replicas section.

Please note that import option for replicas is not supported.
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Managing Backup Jobs

Any backup, replication or VM copy operation performed with Veeam Backup & Replication
5.0 is run within the frames of a separate job. A job is a specific task that can be accomplished
immediately after its creation, saved or scheduled for specific time. Every job is marked with
one of the following types: Backup, Replication, VM Copy and File Copy. To create a job, the user
should run a corresponding wizard and complete all wizard steps.

All created jobs are listed in the Jobs section under the Backup node in the management tree.
You can edit job properties, start and stop jobs, re-start failed jobs, view job statistics data and
delete unnecessary jobs. Commands for any of the listed operations are available from the
shortcut menu.

Tip: When a job is being run, Veeam Backup & Replication 5.0 checks disk space on the destination
storage. If the disk space is below a specific value, a warning will be displayed. To specify the
disk space threshold, select Tools > Options... from the main menu. On the Global Warnings
tab, specify the amount of free disk space required in percent.

Creating a Backup Job

To perform backup of a VM, you should create a backup job by means of the New Backup Job
wizard. You can perform the created job immediately, schedule or save it. This section will
guide you through all steps of the wizard and provide explanation on offered options.

Before You Begin

= Prior to creating a backup job, make sure you have enough free space on the
destination disk. When a backup job runs for the first time, full backup is performed: the
disk space required is equal to the actual size of a virtual machine adjusted to the
selected compression level. At all subsequent backups, only incremental data will be
saved.
To learn how much disk space is available on storage devices used by a specific server,
right—click a corresponding server in the management tree, select the Properties
command from the shortcut menu and click the Populate button. You will also be able
to check disk space resources right from the wizard.

= Make sure all servers you want to work with are available in the management tree: you
will not be able to add them once the New Backup Job wizard is launched.

Step 1. Launch the New Backup Job Wizard

To run the New Backup Job wizard, do one of the following:

= (lick the Backup button on the toolbar.
= Select Backup > Backup... from the main menu.

= Click Jobs under the Backup and Replication node in the management tree, right-click
anywhere on the blank area of the informational pane and select Backup....

= Right-click the Backups node under Backup and Replication in the management tree
and select Backup... from the shortcut menu.

Step 2. Specify Job Name and Description

At the first step of the wizard, enter a name and description of the created job. By default, the
following description is initially provided for the created job: time at which the job was
created and user who created the job.
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New Backup Job E3

Mame and Description

|
Type in a name and description far this backup job. l_‘

M ame:

Active Directony backup

Dezcription:
Created by WVEEAM A dminigtrator at 10112010 61152 AM.

< Biachk | Mewt » I Cancel

Step 3. Select Backup Mode

You can back up VMs in one of the three modes using VMware vStorage APls— Direct SAN
access, Virtual Appliance and Network mode.

= By default, if the Direct SAN access or Virtual Appliance mode is selected, Veeam
Backup & Replication will automatically fail over to network data transfer in case the
primary selected backup mode fails during the job run. To disable failover, click the
Advanced... button and clear the Failover to network mode if primary backup
mode fails check box.

= If the Network VMware vStorage APIs mode is selected, you can choose to transfer
disks data over encrypted SSL connection. Click the Advanced... button and select the

Encrypt LAN traffic check box. Use of encryption puts more stress on CPU of an ESX
server, providing, however, secure data transfer.

New Backup Job E3

Processing Mode

|
Choosze how %M wirtual dizk images should be retrieved from starage during backup. l_“ﬂ|

' Direct SAN access

Wh data is retrieved using wStorage APl directly from SAM. Thiz mode requires that Weeam Backup
gerver is connected directly into SAN fabric, athemwize Wi processing will fail.

" Wirtual Appliance

Wi data iz retrieved from the shared storage through ES¥ 170 stack. This mode can only be used if
Weeam Backup iz inztalled in a Wi, Refer to product's documentation for additional requirements,

" Network

Wh data is retrieved using vStarage APl through ES# host over LA uzing the MBD [Metwark Block
Device] protocol,

Click Advanced to customize failover and encryption settings. Advanced |

< Back | et = I Cancel |

You can also choose one of the legacy modes — VCB-enabled backup or Network backup.
To enable legacy modes, select Tools > Options... from the main menu of Veeam Backup &
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Note:

Replication, click the Advanced tab and select the Enable legacy processing modes check
box. Legacy modes may be used for ESX/ESXi servers earlier than 3.5; for ESX/ESXi servers 3.5
and higher, it is recommended to use vStorage APl backup modes.

Step 4. Select Virtual Machines to Back Up

At this step, you should select an individual VM or a VM container you want to back up. Jobs
with VM containers are dynamic in their nature: if a new VM is added to the container after a
backup job is created, the job will be automatically updated to include the added VM.

Click the Add... button to browse to VMs and VM containers that should be backed up. In the
displayed VI tree, select a necessary object and click the Add button.

To facilitate objects selection, you can:

= Switch between VI views: click the Hosts and Clusters, VMs and Templates or
Datastores and VMs buttons at the top of the tree.

= Use a search field at the bottom of the window: click the button on the left of the field
to select a necessary type of object that should be searched for (Everything, Folder,
Cluster, Host, Resource Pool, Virtual Application or VM), enter an object’s name or a part of
it and click the Start search button on the right.

Depending on the view you select, some VI objects may be not available: for example, if you
select the VMs and Templates view, you will not be able to see and find resource pools.

Add Objects B3
. Select objects: E | B
¥irtual Mac N _|
Select vitug | Hame | Type | E.
zelection tha @ dez1 Wirtual M achine h|
— | (G¥del2 Yirtual Machine
Yirtual mac @chS Yirtual b achine
Marie (T ded Wirtual Machine Add. I
Hemove |
cluzionsg... |
Ecalculate |
ol size:
0 KB
|* o 2 ‘ Cancel |
Add | Cancel |

To remove an object from the list, select it and click the Remove button on the right.

The initial size of VMs and VM containers added to a backup job is displayed in the Size
column in the list. The total size of backed up objects is displayed in the Total size field. Use
the Refresh button to refresh the total size value after you add a new object to the job.

Step 5. Exclude Objects from Backup Job

After you have added VMs and VM containers to the list, you can specify which objects should
be excluded from backup. Veeam Backup & Replication 5.0 allows excluding the following
types of objects: VMs and VM templates from VM containers, as well as specific VM disks.
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Note:

Important!

To select which objects should be excluded, click the Exclusions... button on the right.

= To exclude VMs from a VM container (for example, if you need to back up the whole ESX
server excluding several VMs running on this server), click the VMs tab. Click the Add...
button on the right and select VMs that should be excluded.
To display all hosts added to Veeam Backup & Replication 5.0, select the Show full
hierarchy check box.
To facilitate objects selection, you can switch between the Hosts and Clusters, VMs
and Templates and Datastores and VMs views, and use the search field just as in the
main window of the wizard.

=  To select what VM disks you want to back up, click the Disks tab, select a necessary VM
in the list and click the Edit... button. If a VM is not in the list, you can add it by clicking
the Add... button. You can choose to process all disks, 0:0 disks (typically, the system
disks) or select custom disks.

If you select the Remove excluded disks from VM configuration check box, Veeam
Backup & Replication 5.0 will modify VMX file to remove disks you want to skip from VM
configuration. If this option is used, you will be able to restore, replicate or copy VM to a
location where excluded disks are not accessible with the original paths. If you do not
use this option, you will have to manually edit VM configuration file to be able to power
onaVM.

= Ifyou select to use the Network backup mode, you can back up VM templates together
with VMs. Click the VM Templates tab. By default, the Backup VM templates check
box is selected. Clear it if you do not want to include VM templates into the backup. The
Exclude templates from incremental backup option allows you to include VM
templates into a full backup only.

Veeam Backup & Replication 5.0 automatically excludes VM log files from backup to make
backup process faster and reduce the size of a backup file.

Step 6. Specify Backup Destination

At this step of the wizard, you should select destination for the created backup.

From the Destination list, select a host where the created backup should be stored. The list
contains servers that were added to Veeam Backup & Replication 5.0. You can store a backup
to a local host, network shared folders, and hosts added to the Veeam Backup & Replication
5.0. Use the Host Properties... button to view available disk resources, specify SSH and SOAP
connection and data transfer information for a selected host.

ESXi cannot be used to accommodate backup (VMware limitation). For this reason, ESXi
servers are not displayed in the Destination list.

In the Path to folder field, specify a folder where the created backup should be stored. Make
sure you have enough free space on your storage device. Use the Check Space button to
check how much free space is available on the backup destination, and how much space you
will require to store a full backup and its increments according to specified retention policy
settings.

In the File name field, enter a name for the created backup file.

Specify the number of restore points that should be kept on the disk. If this number is
exceeded, the earliest restore point will be deleted. The number of restore points is a relative
value and doesn't correspond to the number of days to store them.

Please keep in mind that such retention policy mechanism works for reversed incremental
backup. To learn about the retention policy for incremental backup, see the Backup Retention
Policy section.

Specify a retention period for deleted VMs. When a VM is deleted and new backups are not
created for it, the number of restore points specified previously stays on the disk. By specifying
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a retention period you make sure that these unnecessary restore points are removed from the
target storage after the specified number of days.

x

Backup Destination N

Specify where to store the backup files produced by this job, and additional job settings. You can E. |
only choose backup destination between computers added to the console. N

Destination:

IThis computer or shared folder ﬂ Host Properties... |

Path to folder:

IE:'\Backups Browse . Check Space

File name: I.-’-‘«ctive Diirectory backup

Restore points to keep on disk: 14 =
Deleted WMs retention period: |14 3: days
To view or edit additional backup job settings, click Advanced. @Mvmd |

<Back [ Net> |  Cancel |

Step 7. Specify Advanced Backup Settings

Click the Advanced... button to specify advanced options for the created backup job:

Advanced Settings E3

Backup |Stnrage| Notificatinnsl vSphereI Advancedl

-Backup mode
" Reversed incremental
Each incremental run produces full recovery file of the most recent
gtate. Recommended for backup to general purpose disk,
' Incremental

Traditional incremental backup with periodic fulle. Recommended for
backup ta tape, remate site and deduplicating storage appliances.

¥ Enable syhthetic fulls (forever-incremental] Days... |

Create on: Saturday

[ Transform previous full backup chains into rollbacks

Allows ta keep only one full backup file on disk to save
disk space. Increases synthetic: full creation time.,

-Active full backup

[ Perfarm active ful backupz periodically

. Monthly on: [ First j IMnnday ﬂ fanths. . |
% Weekly on selected days: [avs... |

ak I Cancel |

Backup settings

Select the method you want to use to back up VMs — Reversed incremental or Incremental.
To learn about incremental and reversed incremental backup methods, see the Backup
Methods section.

If you choose the Incremental method, you must select to periodically create a full synthetic
backup or perform active full backups regularly.

Page | 62




Veeam Backup & Replication 5.0 | User Guide

Tip:

= To create a full synthetic backup, select the Enable synthetic fulls (forever
incremental) check box and click the Days... button to select necessary days. You can
additionally choose to transform all previous full backup chains to the reversed
incremental backup sequence. To do so, select the Transform previous full backup
chains into rollbacks check box. Veeam Backup & Replication will leave only one full
backup on the disk, and all .vib files will be transformed to .vrb files. Keep in mind that
.vbk files that were created manually via the shortcut menu or using the Perform
active full backups periodically option will not be transformed or deleted.
The transformation option allows you to keep only one full backup on disk and so
reduce the amount of space required to store backups. At the same time, it takes more
time than simply creating a full synthetic backup.

= To perform full backups regularly, select the Perform active full backups periodically
check box and define scheduling settings. The created full backup will be used as an
initial point for subsequent increments.
Note that if the active full backup and transformation to the reversed incremental
backup are scheduled on the same day, only full backup will be performed -
transformation will be skipped.

Before you select to perform periodic full backup, make sure you have enough free space on
the backup destination. As an alternative, you can perform full backup manually: right-click a
created backup job in the list and select Perform Full Backup from the shortcut menu.

Storage settings

In the Storage section, select the type of backup target you are planning to use. Depending
on the chosen option, Veeam Backup & Replication will use data blocks of different size to
optimize the size of backups and job performance:

= Local target. This option is recommended if you are planning to use SAN, DAS or local
storage as a target. SAN identifies larger blocks of data and therefore can process larger
quantities of data at a time. This option provides the fastest backup job performance
but reduces the de-duplication ratio — the larger a data block is, the lower is the
chance to find an identical block.

= LAN target. This option is recommended for NAS and on-site replication. It provides a
better de-duplication ratio and reduces the size of an incremental backup file.

=  WAN target. This option is recommended if you are planning to use WAN for offsite
backup. Veeam Backup & Replication uses small data blocks, which results in the
maximum de-duplication ratio and the smallest size of a backup file, allowing you to
reduce the amount of traffic over the WAN link.

You can disable de-duplication at all by clearing the Enable inline deduplication check box.
De-duplication provides a smaller size of a resulting backup file but may reduce backup
performance.

In the Compression section, specify a compression level for the created backup: None, Low,
Optimal or Best. To learn more about compression, see the De-duplication and Compression
section.

Notifications settings

= Select the Send e-mail notifications to the following recipients check box if you
want to receive notifications by e-mail in case of job failure or success. In the field
below, specify a recipient’s e-mail address. You can enter several addresses separated
by a semicolon.
E-mail notifications will be sent only if you have selected the Enable email
notification check box in the Options window and specified e-mail notification
settings (select Tools > Options... from the main menu). To learn more, see the
Specifying Notification Settings section.

= Select the Enable SNMP notification for this job check box if you want to receive
SNMP traps when a job is completed and a backup is created. SNMP traps will be sent if
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you configure SNMP settings in Veeam Backup & Replication and on the recipient’s
computer. To learn more, see the Specifying SNMP Settings section.

= |nthe VM notes section, select the Set successful backup details to this VM attribute
check box to write to a VM custom attribute information about successfully performed
backup and data on backup results (backup date and time, backup console name, and
path to the backup file ). In the field below, enter the name of a necessary attribute. If
the specified attribute does not exist, Veeam Backup & Replication 5.0 will create it.

vSphere settings

Use the vSphere tab to specify if vSphere changed block tracking should be used. By default,
this option is selected. If you want to force using changed block tracking for VMs for which
changed block tracking is disabled on the ESX server, select the Enable changed block
tracking for all processed VMs check box. Please note that you can use this option only for
VMs using virtual hardware version 7 or later.

Advanced settings

= The Enable VMware tools quiescence option enables freezing of the file-system for
proper snapshot creation. With this option enabled, creation of a snapshot is performed
with the help of the sync driver responsible for holding incoming I/0 and flushing all
dirty data to a disk, thus making the file systems consistent.
It is strongly recommended to leave this option disabled if you are backing up Windows
systems that support Windows VSS — for these systems, it is recommended to use the
Enable application-aware image processing option. To learn more about VMware
tools quiescence, see the Transaction-Consistent Backup section.

= Ifyou are running pre-ESX 3.5 Update 2 hosts, consider enabling the Safe snapshot
removal option. Because full image-level backup can take long time depending on the
VM size, the VM snapshot can grow very large. When a large snapshot is removed on a
VM with heavy disk I/0O, a consolidation helper snapshot may grow large too, and will
then require long time to be committed. While a helper snapshot is being committed
into VM virtual disk files, VM remains completely “frozen”, and depending on the
consolidation helper snapshot size, the freeze time may be so long that some
applications running on a VM would time out. To prevent such situation, Veeam Backup
& Replication 5.0 offers a procedure of safe snapshot removal which includes creating
an additional snapshot in cases when the “main” snapshot size is above the specified
threshold. An additional snapshot is used to host writes while the “main” snapshot is
being deleted. This ensures that a consolidation helper snapshot does not grow large.
To use this option, select the Safe removal for snapshots larger than ... Mb check box
and specify a threshold for the size of a snapshot that should not be exceeded.

= Select the Enable automatic backup integrity checks check box if you want Veeam
Backup & Replication 5.0 to periodically check a full backup file. An automatic backup
check allows you to verify integrity of a backup file and avoid a situation when a full
backup is corrupted, making all further increments corrupted, too.
A backup check is performed every time a job is started, and a full backup file is re-built
to include new incremental changes. If the check determines a full backup file to be
corrupted, a notification message will be displayed, prompting you to perform full
backup anew. During such full backup, no integrity check will be performed.

= Select the Run the following command check box if you want to execute post-backup
actions, for example, to launch a script recording the resulting backup file to tape. Use
the Browse... button to select an executable file.
You can select to execute post-backup actions after a number of backup cycles or on
specific week days. If you select the Run every... backup cycle option, specify the
number of a backup cycle after which the file should be executed. If you select the Run
on selected days only option, click the Days... button and specify week days when
actions should be performed.
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Step 8. Enable Application-Aware Image Processing and Indexing

At the Guest Processing step of the wizard, you can enable guest file indexing and select to
create a transactionally consistent backup.

If you want to create a transactionally consistent backup ensuring successful recovery of VM
applications without any data loss, select the Enable application-aware image processing
(recommended) check box.

If you want to index guest files in a VM you back up, select the Enable guest file system
indexing check box. Veeam Backup & Replication will perform file indexing and enable you to
perform fast and accurate search for VM guest OS files. To learn more about indexing, see the
Searching for VM Guest Files section.

To coordinate proper indexing and VSS activities, Veeam Backup & Replication deploys a small
agent inside a VM. The agent is installed only during VSS quiescence and indexing procedure
and removed immediately after the processing is finished (depending on the selected option,
during the backup job or after it is finished), thus producing low impact on VM performance
and stability. In the Guest OS credentials section, specify guest operating system credentials
for a target VM that are required to deploy the agent. Please note that the user name must be
supplied in the DOMAIN\USERNAME format.

New Backup Job E
Guest Processing N —|
Chooge additional proceszsing options available for Microzoft Windows guests, E-N

¥ Enable application-aware image processing [recammended)

¥ Enable guest file system indexing

“Guest 05 credentials

Specify the account with local adminigtrator privileges on all Wiz included in thiz job.
|Jzermame muszt be supplied in the DOMAINYISERMAME format.

Uzemame: Ich1 A dminigtrator Browze. . |

Pazsword: I-.......-

Click Advanced to customize processing options for individual Wiz, Advanced... |

< Back | et = I Cancel |

Click the Advanced... button to specify advanced options for Veeam VSS and indexing
processing.
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Advanced Options

Guest processing settings:

Ohbiject | Applications | |hdexing | Account | Add V.. |

@ de1 Reguire succes:  Everpthing <default: _
|gnore failures <default> Edit.. |
Eemove |

Set Usger... |

[efault |
ak. I Cancel |

The Advanced Options window contains a list of VMs that will be processed with Veeam VSS
and indexing tools. You can exclude specific VMs from processing or add them:

= Toadda VM, click the Add VM... button and select a VM you want to process. The Add
objects list contains only those VMs that you added to the backup job. To display all
VMs in the virtual infrastructure hierarchy, select the Show full hierarchy check box.
= To exclude a VM, select it in the list and click the Remove button.
To provide granular quiesencing and indexing options for a VM, select it in the list and click
the Edit... button.

dcD2 Processing Settings

Applications | Indexing I

-Applications
Application-aware processing logic quiesces applications using
Microzoft W55, and configures them to perform required W55
reztore steps during next Wk boot.

' Require successful application processing
{* |gnore application processing failures

" Disable applization processing

- Tranzaction logz

Logs pruning iz supparted for Microsoft Exchange and
Microzaft SOL Server.

= Truncate logs on successiul backup only
' Truncate logs immediately

% Do not iuncate logs

ak. | Cancel I

In the Applications section on the Applications tab, specify the VSS behavior scenario:

= Select the Require successful application processing option if you want Veeam
Backup & Replication to stop backup up a VM if any VSS errors occur.

= Select the Ignore application processing failures option if you want to continue
backing up a VM even if VSS errors occur. This option is recommended to guarantee
completion of the job. The created backup image will be not transactionally consistent,
but crash consistent.

Page | 66




Veeam Backup & Replication 5.0 | User Guide

= Select the Disable application processing option if you do not want enable
quiescencing for a VM.

Use the Truncation logs section to define the scenario of transaction log handing:

= Select the Truncate logs on successful backup only option if you want Veeam Backup
& Replication to truncate logs only after the job is finished successfully. In this case,
Veeam agent will wait for the backup to complete, and then truncate transaction logs. If
the agent will not manage to truncate transaction logs for some reason, it will be
remain in the VM guest OS till the next start of Veeam VSS.

= Select the Truncate logs immediately option if you want Veeam Backup & Replication
to truncate logs in any case, no matter whether the job finishes successfully or fails.

= Select the Do not truncate logs option if you do not want Veeam Backup & Replication
to truncate logs at all. This option is recommended if, together with Veeam Backup &
Replication, you are using another backup tool to perform guest-level backup, and this
tool maintains consistency of the database state. In such scenario, truncation of logs
with Veeam Backup & Replication will break the guest-level backup chain and cause it
to fall out of sync.

Click the Indexing tab to specify the indexing option for a VM. Please keep in mind that file
indexing is supported for Windows-based VMs only.

= Select the Disable indexing option if you do not want to index guest OS files of a VM
and enable the search option.

= Select the Index everything option if you want to index all guest OS files inside a VM.

= Select the Index everything except option if you want to index all guest OS files
except those defined in the list. By default, system folders are excluded from indexing.
You can add or delete folders to exclude using the Add... and Remove buttons on the
right. You can use any system environment variables, for example: %windir%,
%Program Files% and %Temp%.

= Use the Index only following folders option to select specific folders that you want to
index. To form a list of folders, use the Add... and Remove buttons.

Step 9. Define Job Schedule

The Job Schedule step of the wizard allows you to choose to manually run the created job or
schedule performing the backup job for a specific period of time — for example, the least busy
hours to reduce impact on the VI environment.

To specify the job schedule, select the Run the job automatically check box. If this check box
is not selected, the job is supposed to be run manually.

You can choose to perform the job at specific time on defined week days, monthly and with
specific periodicity.

You can also select to back up a VM continuously. In this case, the next run of a backup job will
be started once the previous one is complete, maintaining your backup always in the most
recent state.
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Note:

New Backup Job E3

Job Schedule N —|
Specify the job scheduling options. If you do nat zet the schedule, the job will need ta be E.
controlled manually, b

¥ Run the ok automatically
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¢ Back | Create I Cancel |

In the Automatic retry section, select to repeat an attempt to run a backup job in case it fails
for some reason. A repeatedly run job will include failed VMs only. Enter the number of
attempts to run the job and define time spans between them. If you select continuous backup,
Veeam Backup & Replication 5.0 will retry the job for the defined number of times without any
time intervals between the job runs.

To learn more about job retries, see the Automatic Retry of Backup Jobs section.

After you have created a scheduled job, you can temporarily disable it — hold it for some time
without changing the set time schedule. Right-click a job in the list and select Disable Job
from the shortcut menu. To enable the job schedule, right-click the job and deselect Disable
Job in the shortcut menu.

Step 10. Finish Working with Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click
Finish check box if you want to start the created job right after you complete working with
the wizard; then click Finish.

Creating a Replication Job

To replicate a VM, you should create a replication job by means of the New Replication Job
wizard. You can perform the created job immediately, schedule or save it. This section will
guide you through all steps of the wizard and provide explanation on offered options.

Before You Begin

= Prior to creating a VM replica, make sure you have enough free space on the destination
disk. When a replication job runs for the first time, a full replica is created: the disk space
required is equal to the actual size of the virtual machine. At all subsequent runs of the
replication job, only incremental data will be saved.
To learn how much disk space is available on storage devices used by a specific server,
right—click a necessary server in the management tree, select the Properties command
from the shortcut menu and click the Populate button. You will also be able to check
disk space resources right from the wizard.

= Make sure all servers you want to work with are available in the management tree: you
will not be able to add them once the New Replication Job wizard is launched.
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Step 1. Launch the New Replication Job Wizard

To run the New Replication Job wizard:

= (Click the Replication button on the toolbar.
= Select Backup > Replication... from the main menu.

= Click Jobs under the Backup and Replication node in the management tree, right-click
anywhere on the blank area of the informational panel and select Replication....Click
Jobs under the Backup node in the management tree, right-click anywhere on the
blank area of the informational pane and select Backup....

= Right-click the Replicas node under Backup and Replication in the management tree
and select Replication... from the shortcut menu.

Step 2. Specify Job Name and Description

At the first step of the wizard, enter a name and description of the created job. By default, the
following description is initially provided for the created job: time at which the job was
created and user who created the job.

New Replication Job E3

Mame and Description N _|
Type in & hame and description for this replication job. E H
Mame;

ISQL replication job

Drescription:
Created by VEEAM\Administrator at 10/17/2010 7:11:12 AbM.

< Bach: | et = I Cancel

Step 3. Select Replication Mode

You can replicate VMs in one of the three modes using VMware vStorage APls — Direct SAN
access, Virtual Appliance and Network mode.

= By default, if the Direct SAN access or Virtual Appliance mode is selected, Veeam
Backup & Replication will automatically fail over to network data transfer in case the
primary selected replication mode fails during the job run. To disable failover, click the
Advanced... button and clear the Failover to network mode if primary backup
mode fails check box.

= If the Network VMware vStorage APIs mode is selected, you can choose to transfer
disks data over encrypted SSL connection. Click the Advanced... button and select the
Encrypt LAN traffic check box. Use of encryption puts more stress on CPU of an ESX
server, providing, however, secure data transfer.

You can also choose one of the legacy modes — VCB-enabled backup or Network backup.
To enable legacy modes, select Tools > Options... from the main menu of Veeam Backup &

Replication, click the Advanced tab and select the Enable legacy processing modes check

box. Legacy modes may be used for ESX/ESXi servers earlier than 3.5; for ESX/ESXi servers 3.5
and higher it is recommended to use vStorage API replication modes.
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New Replication Job E3
Processing Mode N —|
Choose how %M wirtual disk images should be retrieved from storage during replication. l_“}l

' Direct SAN access

Wh data is retrieved using wStorage APl directly from SAM. Thiz mode requires that Weeam Backup
gerver is connected directly into SAN fabric, athemwize Wi processing will fail.

" Wirtual Appliance

Wi data iz retrieved from the shared storage through ES¥ 170 stack. This mode can only be used if
Weeam Backup iz inztalled in a Wi, Refer to product's documentation for additional requirements,

" Network

Wh data is retrieved using vStarage APl through ES# host over LA uzing the MBD [Metwark Block
Device] protocol,

Click Advanced to customize failover and encryption settings. Advanced |

¢ Back | Mewt » I Cancel |

Step 4. Select Virtual Machines to Replicate

At this step, you should select an individual VM or a VM container you want to replicate. Jobs
with VM containers are dynamic in their nature: if a new VM is added to the container after a
replication job is created, the job will be automatically updated to include the added VM.

Click the Add... button to browse to VMs and VM containers that should be replicated. In the
displayed VI tree, select a necessary object and click the Add button.

Add Objects B3
,
. Select objects: IE | Q
¥irtual Mac | | N _|
M arme Type " |
Select Wk
zelection wh @ zql01 Yirtual Machine l_‘ hY|
= @ zql02 Yirtual Machine
Wirtual mac
Mame Add...

Hemove

cluzionsg...

Ecalculate

gl

ol size:

‘*' |sq| | 3 ‘ Cancel |

add | cancel |

To facilitate objects selection, you can:

= Switch between VI views: click the Hosts and Clusters, VMs and Templates or
Datastores and VMs buttons at the top of the tree.
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Note:

Note:

= Use a search field at the bottom of the window: click the button on the left of the field
to select a necessary type of object that should be searched for (Everything, Folder,
Cluster, Host, Resource Pool, Virtual Application or VM), enter an object’s name or a part of
it and click the Start search button on the right.

Depending on the view you select, some VI objects may be not available: for example, if you
select the VMs and Templates view, you will not be able to see and find resource pools.

To remove an object from the list, select it and click the Remove button on the right.

The initial size of VMs and VM containers added to a replication job is displayed in the Size
column in the list. The total size of objects is displayed in the Total size field. Use the Refresh
button to refresh the total size value after you add a new object to the job.

Step 5. Exclude Objects from Replication Job

After you have added VMs and VM containers to the list, you can specify which objects should
be excluded from the replication job. Veeam Backup & Replication 5.0 allows excluding the
following types of objects: VMs and VM templates from VM containers, as well as specific VM
disks.

To select which objects should be excluded, click the Exclusions... button on the right.

= To exclude VMs from a VM container (for example, if you need to replicate the whole
ESX server excluding several VMs running on this server), click the VMs tab. Click the
Add... button on the right and select VMs that should be excluded. To display all hosts
added to Veeam Backup & Replication 5.0, select the Show full hierarchy check box. To
facilitate objects selection, you can switch between the Hosts and Clusters, VMs and
Templates and Datastores and VMs views, and use the search field just as in the main
window of the wizard.

= To select what VM disks you want to replicate, click the Disks tab, select a necessary VM
in the list and click the Edit... button. If a VM is not in the list, you can add it by clicking
the Add... button. You can choose to process all disks, 0:0 disks (typically, the system
disks) or select custom disks.

By default, the Remove excluded disks from VM configuration check box is selected,
which means that Veeam Backup & Replication 5.0 will modify VMX file to remove disks
you want to skip from VM configuration. When this option is used, you will be able to
restore, replicate or copy VM to a location where excluded disks are not accessible with
the original paths. If you do not use this option, you will have to manually edit VM
configuration file to be able to power on a VM.

Veeam Backup & Replication 5.0 automatically excludes VM log files from replicas to make
replication process faster and reduce the size of the replica.

Step 6. Specify Replica Destination

At this step of the wizard, you should select destination for the created replica.

In the Replica destination section, select where the created replica should be located. Click
the Choose... button to select a necessary host and storage. The displayed list will contain
hosts that were added to Veeam Backup & Replication 5.0. The Summary section at the
bottom of the window will display general information on a selected datastore.

Use the Check Space button to check how much free space is available on destination
storage, and how much space you will require to store a full replica and its increments
according to specified retention policy settings.

Beside storing a replica to a host, you can select to store an initial replica to a removable
physical storage. Storing an initial replica to a removable storage may be useful if you want to
replicate a VM to a remote site (for example, from one company affiliate to another) and need
to minimize traffic over WAN.
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Select the Perform initial replication over this removable storage check box and choose a
necessary device from the list. Veeam Backup & Replication 5.0 will save a replica to the
selected device and along with it will create a README.txt file with a path on the target host
where a replica should be transferred (path you specified in the Replica destination section).
When you transfer a replica to the specified location and run a replication job again, Veeam
Backup & Replication 5.0 will store incremental changes next to this imported replica.

If you select a removable storage as a replica destination, make sure you have enough free
space on your storage device.

New Replication Job E3

Replica Destination N —|
Specify the ESX host and data store where the wirtual machines should be replicated. E.
ou can only chooze between ESx hoste added to the conzole. b

-Replica destination
Huost: esx12 veeam_ local Chooze. .. | Check Space |

D ataztaore: esx12:local_storel

“Initial replication
¥ Perfam initial replication aver this remavable starage:

IF:'\repIica Browse. .. |

-Replica zettings
Replica name's suffis I_replica Festare paints ta keep on disk: |14 3:

Replica dighks: IAS an ariginal kd [recnmmendtﬂ

To wiew ar edit additional replica job settings, click Advanced. @ Advanced... |
¢ Back | Mewt » I Cancel |

In the Replica’s name suffix field, enter a suffix that will be appended to a name of the virtual
machine you are replicating. This name, with the suffix added, will be used to register the
replicated virtual machine on the target server. Files of a replicated VM will be placed to the
selected datastore in the /VeeamBackup/VMname(vm-ID) folder.

From the Replica disks list, select the type of disks for a replicated VM. You can select to
replicate a VM in its original state (recommended), or force all VM disks thick or thin. Please
note that this option is available only for VMs using virtual hardware version 7 or later.

In the Restore points to keep on disk field, specify the number of restore points that should
be maintained by the replication job. If this number is exceeded, the earliest restore point will
be deleted. The number of restore points is a relative value and doesn’t correspond to the
number of days to store them.

Step 7. Specify Advanced Replica Settings

Click the Advanced... button to specify advanced options for the created replication job:
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Advanced Settings E3

Storage |anifications| vSphereI .&dvancedl

- Deduplication

¥ Enable infine data deduplication [recammanded]

- Comprezsion

Lewvel: IEIptimaI [recommended) j

@k Optimal compreszsion provides for best compreszion to
l\_jl performance ratio for twpical backup zerver.

- Storage

Optimize for: | Local target =]
Best perfarmance at the cost of lower deduplication ratio
U

y and larger incremental backup size. Recommended for
faztest backup to SAN, DAS or local storage.

ak I Cancel |

Storage settings

In the Storage section, select the type of replication target you are planning to use.
Depending on the chosen option, Veeam Backup & Replication will use data blocks of different
sizes to optimize the job performance:

= Local target. This option is recommended if you are planning to use SAN, DAS or local
storage as a target. SAN identifies larger blocks of data and therefore can process larger
guantities of data at a time. This option provides the fastest replication job performance
but reduces the de-duplication ratio — the larger a data block is, the lower is the
chance to find an identical block.

= LAN target. This option is recommended for NAS and on-site replication. It provides a
better de-duplication ratio and reduces the size of an incremental replication file.

= WAN target. This option is recommended if you are planning to use WAN for offsite
replication. Veeam Backup & Replication uses small data blocks, which results in the
maximum de-duplication ratio and the smallest size of a replica file, allowing you to
reduce the amount of traffic over the WAN link.

You can disable de-duplication by clearing the Enable inline deduplication check box. De-
duplication provides a smaller size of a resulting replica file but may reduce the job
performance.

Use the Compression tab to specify a compression level for the created replica: None, Low,
Optimal or Best. To learn more about compression, see the De-duplication and Compression
section.

Notification settings

= Select the Send e-mail notifications to the following recipients check box if you
want to receive notifications by e-mail in case of job failure or success. In the field
below, specify a recipient’s e-mail address. You can enter several addresses separated
by a semicolon.
E-mail notifications will be sent only if you have selected the Enable email
notification check box in the Options window and specified e-mail notification
settings (select Tools > Options... from the main menu). To learn more, see the
Specifying Notification Settings section.
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= Select the Enable SNMP notification for this job check box if you want to receive
SNMP traps when a job is completed and a backup is created. SNMP traps will be sent if
you configure SNMP settings in Veeam Backup & Replication and on the recipient’s
computer. To learn more, see the Specifying SNMP Settings section.

vSphere settings

Use the vSphere tab to specify if vSphere changed block tracking should be used. By default,
this option is selected. If you want force using changed block tracking for VMs for which
changed block tracking is disabled on the ESX server, select the Enable changed block
tracking for all processed VMs check box. Please note that you can use this option only for
VMs using virtual hardware version 7 or later.

Advanced settings

=  The Enable VMware tools quiescence option enables freezing of the file-system for
proper snapshot creation. With this option enabled, creation of a snapshot is performed
with the help of the sync driver responsible for holding incoming I/0 and flushing all
dirty data to a disk, thus making the file systems consistent.
It is strongly recommended to leave this option disabled if you are replicating Windows
systems that support Windows VSS — for these systems, it is recommended to use the
Enable application-aware image processing option. To learn more about VMware
tools quiescence, see the Transaction-Consistent Backup section.

= If you are running pre-ESX 3.5 Update 2 hosts, consider enabling the Safe snapshot
removal option. Because full image-level replication can take long time depending on
the VM size, the VM snapshot can grow very large. When a large snapshot is removed
on a VM with heavy disk I/O, a consolidation helper snapshot may grow large too, and
will then require long time to be committed. While a helper snapshot is being
committed into VM virtual disk files, VM remains completely “frozen”, and depending
on the consolidation helper snapshot size, the freeze time may be so long that some
applications running on a VM would time out. To prevent such situation, Veeam Backup
& Replication 5.0 offers a procedure of safe snapshot removal which includes creating
an additional snapshot in cases when the “main” snapshot size is above the specified
threshold. An additional snapshot is used to host writes while the “main” snapshot is
being deleted. This ensures that a consolidation helper snapshot does not grow large.
To use this option, select the Safe removal for snapshots larger than ... Mb check box
and specify a threshold for the size of a snapshot that should not be exceeded.

= Select the Enable automatic replication integrity checks check box if you want
Veeam Backup & Replication 5.0 to periodically check a full replica. An automatic
replication check allows you to verify integrity of a replica and avoid a situation when a
replica is corrupted, making all further increments corrupted, too.
A replication check is performed every time a job is started and a replica is re-built to
include new incremental changes. If the check determines a replica to be corrupted, a
notification message will be displayed, prompting you to perform full replication anew.
During such full replication, no integrity check will be performed.

= Select the Run the following command check box if you want to execute post-
replication actions, for example, to launch a script recording the resulting replica to
tape. Use the Browse... button to select an executable file.
You can select to execute post-replication actions after a number of replication cycles
or on specific week days. If you select the Run every... replication cycle option, specify
the number of a replication cycle after which the file should be executed. If you select
the Run on selected days only option, click the Days... button and specify week days
when actions should be performed.

Step 8. Enable Application-Aware Image Processing

If you want to create a transactionally consistent replica ensuring successful recovery of VM
applications without any data loss, select the Enable application-aware image processing
(recommended) check box.
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To coordinate proper VSS activities, Veeam Backup & Replication installs a small agent inside a
VM. The agent is installed only during VSS quiescence procedure and removed immediately
after the processing is finished (depending on the selected option, during the replication job
or after it is finished), thus producing low impact on VM performance and stability.

In the Guest OS credentials section, specify guest operating system credentials for a target
VM. Please note that the user name must be supplied in the DOMAIN\USERNAME format.

New Replication Job E3

Replica Consistency

Choosze additional processing options available for Microzaft Windows guests. l_“ﬂ|

¥ Enable applicatioh-aware image proceszing [recommended)

™| Enable guest file spstem indexing

“Guest 05 credentials

Specify the account with local administratar privileges on all WMz included in this job.
|dzername must be supplied in the DOMAINYISERMAME format.
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Pazzword: |uuuu

Click. Advanced to cugtomize proceszing options for individual Whis, Adwanced... |

¢ Back | Mewt » I Cancel |

Click the Advanced... button to specify advanced option for Veeam VSS processing.

Guest processing settings:
Object Applications Account Addvh.. |

ksl Dizabled =gl \adrninistrator

@ zql02 Reguire success g4 Adminiztrator Edi... |
Hemove |

Set User.. |

Drefault

ak. I Cahicel |

The Advanced Options window contains a list of VMs that will be processed with Veeam VSS.
You can exclude specific VMs from processing or add them:

= Toexclude a VM, select it in the list and click the Remove button.

= ToaddaVM, click the Add VM... button and select a VM you want to process. The Add
objects list contains only those VMs that you added to the replication job. To display all
VMs in the virtual infrastructure hierarchy, select the Show full hierarchy check box.

To provide granular quiesencing options for a VM, select it in the list and click the Edit...
button.
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sql01 Processing Settings
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In the Applications section on the Applications tab, specify the VSS behavior scenario:

= Select the Require successful application processing option if you want Veeam
Backup & Replication to stop replicating a VM if any VSS errors occur.

= Select the Ignore application processing failures option if you want to continue
replicating a VM even if VSS errors occur. This option is recommended to guarantee
completion of the job. The created replica will be not transactionally consistent, but
crash consistent.

= Select the Disable application processing option if you do not want enable
quiescencing for a VM.

Use the Truncation logs section to define the scenario of transaction log handing:

= Select the Truncate logs on successful backup only option if you want Veeam Backup
& Replication to truncate logs only after the job is finished successfully. In this case,
Veeam agent will wait for the replication job to complete, and then truncate
transaction logs. If the agent will not manage to truncate transaction logs for some
reason, it will be remain in the VM guest OS till the next start of Veeam VSS.

= Select the Truncate logs immediately option if you want Veeam Backup & Replication
to truncate logs in any case, no matter whether the job finishes successfully or fails.

= Select the Do not truncate logs option if you do not want Veeam Backup & Replication
to truncate logs at all. This option is recommended if, together with Veeam Backup &
Replication, you are using another tool to perform guest-level replication, and this tool
maintains consistency of the database state. In such scenario, truncation of logs with
Veeam Backup & Replication will break the guest-level replication chain and cause it to
fall out of sync.

Step 9. Define Job Schedule

The Job Schedule step of the wizard allows you to choose to manually run the created job or
schedule performing the replication job for a specific period of time — for example, the least
busy hours to reduce impact on the VI environment.

To specify the job schedule, select the Run the job automatically check box. If this check box
is not selected, the job is supposed to be run manually.

You can choose to perform the job at specific time on defined week days, monthly and with
specific periodicity.
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Note:

You can also select to replicate a VM continuously. In this case, the next run of a replication job
will be started once the previous one is complete, maintaining your replica always in the most
recent state.

New Replication Job E3
Job Schedule N —|
Pleaze specify job scheduling optionz. I you do not zet the zchedule, the job will need to be l:-
run manually. b

¥ Run the ok automatically

& Daily at thiz time: I'lUZUU FM j Ieveryda_l,l j [ays... |
= Monthly at: I1EI:DD P j IFourlh ﬂ ISaturday j ffionths. . |
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¢ Back | Create I Cancel

In the Automatic retry section, select to repeat an attempt to run a replication job in case it
fails for some reason. A repeatedly run job will include failed VMs only. Enter the number of
attempts to run the job and define time spans between them. If you select continuous
replication, Veeam Backup & Replication 5.0 will retry the job for the defined number of times
without any time intervals between the job runs.

To learn more about job retries, see the Automatic Retry of Backup Jobs section.

After you have created a scheduled job, you can temporarily disable it — hold it for some time
without changing the set time schedule. Right-click a job in the list and select Disable Job
from the shortcut menu. To enable the job schedule, right-click the job and deselect Disable
Job in the shortcut menu.

Step 10. Finish Working with Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click
Finish check box if you want to start the created job right after you complete working with
the wizard; then click Finish.

Creating a VM Copy Job

With a VM copy job, you can create a fully-functioning copy of a VM (both stopped and
running) that will require no manual editing and adjustments. VM copying can be helpful if
you want to move your datacenter, mirror your production environment to test lab storage
and so on. Just as backup and replication jobs, a VM copy job can be performed in the VMware
vStorage APl and Network modes, supports VSS options, and can be run on demand or
scheduled.

This section will guide you through all steps of the VM Copy wizard and provide explanation
on offered options.

Before You Begin

= Prior to creating a VM copy, make sure you have enough free space on the destination
disk. To learn how much disk space is available on storage devices used by a specific
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server, right-click a necessary server in the management tree, select the Properties
command from the shortcut menu and click the Populate button. You will also be able
to check disk space resources right from the wizard.

= Make sure all servers you want to work with are available in the management tree: you
will not be able to add them once the New Virtual Machine Copy Job wizard is
launched.

Step 1. Launch the New Virtual Machine Copy Job Wizard

To run the New Virtual Machine Copy Job wizard:
= (Click the VM Copy button on the toolbar.
= Select Backup > VM Copy... from the main menu.

= Click Jobs under the Backup & Replication node in the management tree, right-click
anywhere on the blank area of the informational pane and select VM Copy....

Step 2. Specify Job Name and Description

At the first step of the wizard, enter a name and description of the created job. By default, the
following description is initially provided for the created job: time at which the job was
created and user who created the job.

MNew ¥irtual Machine Copy Job E

Name and Description N _|
) L . . a
Tupe in a name and dezcription for thig Wi copy job. l: \
M ame:

Web server copy

Dezcription:
Created by WEEAM A dminigtrator at 10/171/2010 90718 AM.

< Biachk | Mewt » I Cancel

Step 3. Select VM Copy Mode

You can copy VMs in one of the three modes using VMware vStorage APls — Direct SAN
access, Virtual Appliance and Network mode.

= By default, if the Direct SAN access or Virtual Appliance mode is selected, Veeam
Backup & Replication will automatically fail over to network data transfer in case the
primary selected copy mode fails during the job run. To disable failover, click the
Advanced... button and clear the Failover to network mode if primary backup
mode fails check box.

= If the Network VMware vStorage APIs mode is selected, you can choose to transfer
disks data over encrypted SSL connection. Click the Advanced... button and select the
Encrypt LAN traffic check box. Use of encryption puts more stress on CPU of an ESX
server, providing, however, secure data transfer.

You can also choose one of the legacy modes — VCB-enabled backup or Network backup.
To enable legacy modes, select Tools > Options... from the main menu of Veeam Backup &
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Replication, click the Advanced tab and select the Enable legacy processing modes check
box. Legacy modes may be used for ESX/ESXi servers earlier than 3.5; for ESX/ESXi servers 3.5
and higher it is recommended to use VMware vStorage API copy modes.

New Yirtual Machine Copy Joh E3
Processing Mode N —|
Choose how %M wirtual dizsk images should be retrieved from starage during copying. l_“}l

' Direct SAN access

Wh data is retrieved using wStorage APl directly from SAM. Thiz mode requires that Weeam Backup
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" Wirtual Appliance

Wi data iz retrieved from the shared storage through ES¥ 170 stack. This mode can only be used if
Weeam Backup iz inztalled in a Wi, Refer to product's documentation for additional requirements,

" Network

Wh data is retrieved using vStarage APl through ES# host over LA uzing the MBD [Metwark Block
Device] protocol,

Click Advanced to customize failover and encryption settings. Advanced |

¢ Back | Mewt » I Cancel |

Step 4. Select Virtual Machines to Copy

At this step, you should select an individual VM or a VM container you want to copy. Jobs with
VM containers are dynamic in their nature: if a new VM is added to the container after a copy
jobis created, the job will be automatically updated to include the added VM.

Click the Add... button to browse to VMs and VM containers that should be copied. In the
displayed VI tree, select a necessary object and click the Add button.

Add Objects %]
New virtual ! _ = [@EE o

. Select objects: ¢
¥irtual Mac N _|
Select vitus  |-1ame | T.}'IZIE . | r
zelection tha @ wiebsry Yirtual Machine

Wirtual mac

Mame add

Hemove

cluzionsg...

Ecalculate

LT

ol size:

‘*' web % ‘ Cancel

!

Add Cancel |

To facilitate objects selection, you can:
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Note:

Note:

= Switch between VI views: click the Hosts and Clusters, VMs and Templates or
Datastores and VMs buttons at the top of the tree.

= Use a search field at the bottom of the window: click the button on the left of the field
to select a necessary type of object that should be searched for (Everything, Folder,
Cluster, Host, Resource Pool, Virtual Application or VM), enter an object’s name or a part of
it and click the Start search button on the right.

Depending on the view you select, some VI objects may be not available: for example, if you
select the VMs and Templates view, you will not be able to see and find resource pools.

To remove an object from the list, select it and click the Remove button on the right.

The initial size of VMs and VM containers added to a copy job is displayed in the Size column
in the list. The total size of objects is displayed in the Total size field. Use the Refresh button
to refresh the total size value after you add a new object to the job.

Step 5. Exclude Objects from VM Copy Job

After you have added VMs and VM containers to the list, you can specify which objects should
be excluded from the VM copy job. Veeam Backup & Replication 5.0 allows excluding the
following types of objects: VMs and VM templates from VM containers, as well as specific VM
disks.

To select which objects should be excluded, click the Exclusions... button on the right.

= To exclude VMs from a VM container (for example, if you need to copy the whole ESX
server excluding several VMs running on this server), click the VMs tab. Click the Add...
button on the right and select VMs that should be excluded. To display all hosts added
to Veeam Backup & Replication 5.0, select the Show full hierarchy check box. To
facilitate objects selection, you can switch between the Hosts and Clusters, VMs and
Templates and Datastores and VMs views, and use the search field just as in the main
window of the wizard.

= To select what VM disks you want to copy, click the Disks tab, select a necessary VM in
the list and click the Edit... button. If a VM is not in the list, you can add it by clicking
the Add... button. You can choose to process all disks, 0:0 disks (typically, the system
disks) or select custom disks.
If you select the Remove excluded disks from VM configuration check box, Veeam
Backup & Replication 5.0 will modify VMX file to remove disks you want to skip from VM
configuration. If this option is used, you will be able to restore, replicate or copy VM to a
location where excluded disks are not accessible with the original paths. If you do not
use this option, you will have to manually edit VM configuration file to be able to power
onaVM.

= If you select to use the Network backup mode, you can copy VM templates together
with VMs. Click the VM Templates tab. By default, the Backup VM templates check
box is selected. Clear it if you do not want to copy VM templates. The Exclude
templates from incremental backup option allows you to process VM templates into
a with a full copy job only.

Veeam Backup & Replication automatically excludes VM log files from a copy to make copying
process faster and reduce the size of the VM copy.

Step 6. Specify Copy Destination
At this step of the wizard, you should select destination for the created VM copy.

From the Destination list, select a host where the created copy should be stored. The list
contains hosts that were added to Veeam Backup & Replication 5.0. You can store a copy to a
local host, network shared folders, and hosts added to the Veeam Backup & Replication 5.0.

Use the Host Properties... button to view available disk resources, specify SSH and SOAP
connection and data transfer information.
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In the Path to folder field, specify a folder where the created copy should be stored. Use the
Check Space button to check how much free space is available on copy destination.

New Yirtual Machine Copy Joh E3

Destination N —|
Specify where to copy the source virtual machines to. You can only chooze destination between “
computers added to the congole, b

Drestination:

IThis computer or zhared folder j Hust Properties... |

Path to folder:

Il::'\ Browsze... Check Space

¢ Back | Mewt » I Cancel

Step 7. Enable Application-Aware Image Processing

If you want to create a transactionally consistent VM copy ensuring successful recovery of VM
applications without any data loss, select the Enable application-aware image processing
(recommended) check box.

To coordinate proper VSS activities, Veeam Backup & Replication installs a small agent inside a
VM. The agent is installed only during VSS quiescence procedure and removed immediately
after the processing is finished (depending on the selected option, during the copy job or after
it is finished), thus producing low impact on VM performance and stability.

In the Guest OS credentials section, specify guest operating system credentials for a target
VM. Please note that the user name must be supplied in the DOMAIN\USERNAME format.

MNew ¥irtual Machine Copy Job E

Guest Processing

Chooge additional proceszsing options available for Microzoft Windows guests, l_‘ﬂ

¥ Enable application-aware image processing [recammended)

™ Enable auest file system indexing

“Guest 05 credentials

Specify the account with local adminigtrator privileges on all Wiz included in thiz job.
|Jzermame muszt be supplied in the DOMAINYISERMAME format.

Uzemame: IWEBSHVMﬁ.dministlatm Browze. . |

Password; quuu

Click Advanced to customize processing options for individual Wiz, Advanced... |

¢ Back | Mewt » I Cancel

Click the Advanced... button to specify advanced option for Veeam VSS processing.
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Advanced Options

Guest processing settings:

Object Applications Account Add V.. |

WE| Require success <defaults
Edit... |
Femave |

Set Usger... |

[efault |
ak. I Cancel |

The Advanced Options window contains a list of VMs that will be processed with Veeam VSS.
You can exclude specific VMs from processing or add them:

= To exclude a VM, select it in the list and click the Remove button.

= Toadda VM, click the Add VM... button and select a VM you want to process. The Add
objects list contains only those VMs that you added to the replication job. To display all
VMs, select the Show full hierarchy check box.

To provide granular quiesencing options for a VM, select it in the list and click the Edit...
button.

websry Processing Settings

Applications |

-Applications
Application-aware processing logic quiesces applications using
Microzoft W55, and configures them to perform required W55
reztore steps during next Wk boot.

&' Require successfiul application processing
" Ignore application processing failures

" Disable applization processing

- Tranzaction logz

Logs pruning iz supparted for Microsoft Exchange and
Microzaft SOL Server.

% Tmuncate logs on successful backup only
' Truncate logs immediately

" Do not iuncate logs

ak. | Cancel I

In the Applications section on the Applications tab, specify the VSS behavior scenario:

= Select the Require successful application processing option if you want Veeam
Backup & Replication to stop copying a VM if any VSS errors occur. In this case, Veeam
agent will wait for the copy job to complete, and then truncate transaction logs. If the
agent will not manage to truncate transaction logs for some reason, it will be remain in
the VM guest OS till the next start of Veeam VSS.

= Select the Require successful application processing option if you want to continue
copying a VM even if VSS errors occur. This option is recommended to guarantee
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Note:

completion of the job. The created copy will be not transactionally consistent, but crash
consistent.
= Select the Disable application processing option if you do not want enable
quiescencing for a VM.
If you are copying VMs running database systems that use transaction logs, you can select to
truncate transaction logs after the job so that they don’t overflow the storage space. Use the
Truncation logs section to define the scenario of transaction log handing:

= Select the Truncate logs on successful backup only option if you want Veeam Backup
& Replication to truncate logs only after the job is finished successfully.

= Select the Truncate logs immediately option if you want Veeam Backup & Replication
to truncate logs in any case, no matter whether the job finishes successfully or fails.

= Select the Do not truncate logs option if you do not want Veeam Backup & Replication
to truncate logs at all. This option is recommended if, together with Veeam Backup &
Replication, you are using another tool to perform guest-level copy, and this tool
maintains consistency of the database state. In such scenario, truncation of logs with
Veeam Backup & Replication will break the guest-level copy chain and cause it to fall
out of sync.

Step 8. Define Job Schedule

The Job Schedule step of the wizard allows you to choose to manually run the created job or
schedule performing the copy job for a specific period of time — for example, the least busy
hours to reduce impact on the VI environment.

To specify the job schedule, select the Run the job automatically check box. If this check box
is not selected, the job is supposed to be run manually.

You can choose to perform the job at specific time on defined week days, monthly and with
specific periodicity.

You can also select to copy VM data continuously. In this case, the next run of a copy job will
be started once the previous one is complete, maintaining your VM always in the most recent
state.

New Yirtual Machine Copy Joh E3

Job Schedule N —|
Specify the job scheduling options. If you do nat zet the schedule, the job will need ta be E.
controlled manually, b

¥ Run the ok automatically

& Daily at thiz time: I'lUZUU FM j Ion week-days j [ays... |
= Monthly at: I1EI:DD P j IFourlh ﬂ ISaturday j ffionths. . |
' Perindically every: |1 j IHDurs j Sehedule., |

€ Continuously

< Back | Create I Cancel |

After you have created a scheduled job, you can temporarily disable it — hold it for some time
without changing the set time schedule. Right-click a job in the list and select Disable Job
from the shortcut menu. To enable the job schedule, right-click the job and deselect Disable
Job in the shortcut menu.
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Step 9. Finish Working with Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click
Finish check box if you want to start the created job right after you complete working with
the wizard; then click Finish.

Performing Restore

Veeam Backup & Replication 5.0 allows you to instantly restore entire virtual machines and
specific VM files from backups, and restore individual VM guest OS files and folders from
backups and replicas that have been successfully created.

Performing Instant VM Recovery

With Veeam Backup & Replication, you can immediately recover an entire VM from the
backup. Instant VM recovery accelerates VM restore, allowing you to improve recovery time
objectives and decrease downtime of production VMs.

When instant VM recovery is performed, Veeam Backup & Replication 5.0 runs a VM from a
backup file that resides on a regular backup storage, so you do not have to extract the VM
from the backup and move it to the production storage. Similar to the SureBackup recovery
verification technology, when instant VM recovery is performed, Veeam Backup & Replication
mounts a VM directly from a compressed backup file on a selected ESX host. The archived
image of a VM remains in a read-only state to avoid unexpected modifications. All changes to
a virtual disk that take place while a VM is running are logged to an auxiliary file that resides on
the Veeam Backup server or on a datastore. These changes are discarded as soon as a restored
VM is removed.

Once the VM is started from the backup, you can move it to your production storage using
Storage vMotion and cold migration to finalize recovery. Alternatively, you can replicate a
restored VM with Veeam Backup & Replication and then fail over to the created replica during
the next maintenance window. Beside disaster recovery matters, instant VM recovery can also
be used for testing purposes to make sure VM guest OS and applications are functioning
properly.

Instant VM recovery is wizard-driven. To launch the wizard, click the Restore button on the
toolbar or select Backup > Restore... from the main menu. Then, select Instant VM recovery.

Alternatively, you can right-click Instant recovery in the management tree and select Run VM
from backup...

Step 1. Select a Virtual Machine

Select a necessary VM in the list of available backup jobs. You can instantly recover a VM that
has been successfully created at least once.
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Instant Recovery

¥irtual Machine

Chooge the witual machine you want to recoyver,

; Job name | Lazt backup time | Wi count | Restore points
estore Paint = & dc backup 10/11/2010 65604 AM 1
[lestination o] 1L
[ atastare

Restore Reazon

Ready to Apply

Recoverny
1| |
‘@ * Tpe i an abject name fo saarch for Q |
< Prewvious | Mext » I Fitirzhy | Cahicel |
Tip: To quickly find VMs in jobs, use the search field at the bottom of the window.
Step 2. Select a Restore Point
Select a necessary restore point for the virtual machine.
Instant Recovery
Restore Point
Chooge restore point pou want o recover the zelected virtual machine o,
Wirtual M aching -
Whi name:  de0l Original hozt:  wodew
(RestaePant U s 120068
Destination Auailable restare points:
S Date _____Twe
11, m Increment
Eladvio Fiemgn 10/11/2010 Manday 6:56:14 AW Full
Ready to Apply
Recoverny
< Previous | Mext » I Fitirzhy Cahicel

Step 3. Select Destination for Recovered VM

Select the destination where the recovered VM should reside. In the Host field, specify a host

on which a VM should run.
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In the Restored VM name field, enter a name under which the VM should be restored and
registered (if necessary). By default, the original name of the virtual machine is used. If you are
restoring a VM to the same ESX host or the same datacenter where the original VM is
registered, and the original VM still resides there, change the name to avoid conflicts.

In the Resource pool list, select a resource pool to which the virtual machine should be
recovered.

If you are recovering a production VM that has failed and want restore with initial network
settings, select the Connect VM to network check box. If you are recovering a VM for testing
disaster recovery while the initial VM is still running, leave this check box not selected. Before
you power on a VM, you will have to manually change VM network configuration from being
connected to the production network, and re-connect it to an isolated non-production
network to avoid conflicts.

To start a VM immediately after recovery, select the Power on VM automatically check box.

Instant Recovery E

Destination
Choose ES¥ server ta run the recovered virtual maching on. You can choose to power o Vi automatically, unless you need to
adjust W gettings first [such az change Wi network].

Yirtual Machine Huost:

Festore Foint Ies:412.veeam.lab Chooze. .. |
estore Poin

Festored VM name:

BRI 5o restored

[ ataztore Resource pool;
E-E3 Resources
Festore Beaszon ,,,,, & marketing
- prod
Feady to Apply L sales
Recoverny

¥ Connect WM ta netwark

¥ Power an %M automatically

< Previous | Mext > I Finizh Cancel

Step 4. Select Destination for Virtual Disk Updates

Select where disk changes should be written when a VM is restored. By default, disk changes
are stored directly on the Veeam Backup Server. However, you can store disk changes to any
datastore in your VMware environment. Select the Redirect virtual disk changes and choose
a necessary datastore. Redirecting disk changes improves recovery performance but makes
Storage vMotion not possible.
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Instant Recovery
Datastore

By default, virtual digk changes of recovered Wi are stored directly oneeam Backup server. Optionally, pou can redirect these
changes to a different datastare. This may improve Wi 1/0 performance, but dizables Storage Whdotion.

YWirtual M achine ™ Redirect vitual disk updates

Drataztore:

IEIick Choosze ta pick the datastare Choosze... |

Datastore statistics

Restore Beazon Free zpace;  <f'afasfora mof sefs

Restare Point

Destination

Ready to Apply

Recoverny

< Previous | Mext » I Fitirzhy Cahicel

Step 5. Specify Restore Reason

If necessary, enter the reason for performing instant restore of a VM. The information you
provide will be saved in the session history so that you can reference it later.

Instant Recovery
Restore Reason

Frovide the reazon for periforming this restore. Thiz information will be zaved in the restore sezzions historg for later reference.

Wirbual b achine Restore reason:

Restaring a failed domain contraller
Restare Point

Destination
D atastare
Ready to Apply

Recoverny

< Previous | Mext > I Finizh Cancel

Step 6. Verify Instant Recovery Settings

Check specified settings for instant recovery of a VM and click Next. Veeam Backup &
Replication will restore a VM on the selected ESX host.
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Tip:

To check the progress of instant VM recovery and view session details, click Sessions under
Restore in the inventory tree and double-click a necessary instant VM restore session.

Restoring Full VM

With the Restore wizard, you can restore the entire VM and start it on the target host if
necessary. This section will guide you through all steps of the wizard and provide explanation
on offered options.

Step 1. Launch the Restore Wizard

To launch the Restore wizard, click the Restore button on the toolbar. Alternatively, you can
select Backup > Restore... from the main menu.

You can also click the Backups node in the management tree, right-click a necessary VM in
the corresponding backup job and select the Restore entire VM... command from the
shortcut menu. In this case, you will immediately pass to the step 4 of the wizard.

Step 2. Select a Task
At the first step of the wizard, select Entire VM (including registration).
Restore Wizard E
Restore Options N —|
'hiat would wou like to do’? I,:.H

Restore from backup Restore from replica
= Instant Vi recovery " Failover to replica
' Entire ¥M [including registration) " Undo previously performed failover
WM files WMDE., W) " Guest files [windows)
Guest files Mwindows) " Guest files [other 05)

Guest files [other O5)

Application items

< Bach: | et = I Cancel

Step 3. Select a Virtual Machine

Select a necessary virtual machine in the list of available jobs.
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Tip:

¥irtual Machine N —|
. . ] |
Chooze the virtual maching you would like to restore. l_‘ N
Wirtual machine:
Job name | Lazt backup time | Wi count | Restore points |
= & dc backup 1041172010 3:46:54 M 1

e 01 104112000 B:56:04 A

|ﬂ| * Tipen an objact nama fo search for

Q|

¢ Back | Mewt » I

Cancel |

To quickly find VMs in jobs, use the search field at the bottom of the window.

Step 4. Select a Restore Point

Select a necessary restore point for the virtual machine. If you want to start the virtual machine
after the work with the wizard is complete, select the Power on VM after restoring check box
under the list of restore points.

Restore Wizard E3
Restore Point N —|
Select the regtore point you would ke to restore Wi to, l_“hl

W name: dcD1
W zize: 12.00 GB

Original hogt:  wedew

Available regtore points:;
Date Type

10/11/2010 Monday 9:47:04 &M
10/411/2010 Monday B:56:14 &M Full

¥ Pawer an WM after restaring

< Back | et = I Cancel

Step 5. Select Destination for Restored VM

At this step of the wizard, you should select the destination where the restored VM should
reside. From the Host list, select a host. Use the Host Summary... button to view information
on storage resources.

In the Virtual machine name field, enter a name under which the VM should be restored and
registered (if necessary). By default, the original name of the virtual machine is used.

Select a datastore and resource pool to which the virtual machine should be restored.
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From the Restore disks list, select the type of disks for a restored VM. You can select to restore
a VMin its original state, or force all VM disks thick or thin. Please note that this option is
available only for VMs using virtual hardware version 7.

If you want to locate virtual disks of the restored VM on different datastores, click the Choose
a separate datastore for each virtual disk link and select corresponding datastores.

Restore Wizard E3

Restore Destination N —|
Specify the host, datastore and resource pool where the virtual machine should be restored. E-
You can only chooze between hosts added to the congole, b

Host:
Ies:-t'l 2 veeam lab j Host Summary... Refresh |
Wirtual machine name; Restore disks:
Idc_lestored Iﬂs an ariginal M [recommended) ﬂ
Resource pool: - Resources Dataztore:  esxwl2:local_storel
MHame | Free space
H s 2local_storel F34.05 GB
H ew12local_store2 48387 GB

Chooze a separate datastore for each witual disk

¢ Back | Mewt » I Cancel

Step 6. Complete the Work with the Wizard

Click Finish to start restoring the virtual machine.

Restoring VM Files: VMX, VMDK, etc

The Restore wizard allows you to restore specific VM files — .vmdk, .vmx, .vmsd, vmsn, .nvram
files and so on. This section will guide you through all steps of the wizard and provide
explanation on offered options.

Step 1. Launch the Restore Wizard

To launch the Restore wizard, click the Restore button on the toolbar. Alternatively, you can
select Backup > Restore... from the main menu.

You can also click the Backups node in the management tree, right-click a necessary VM in
the corresponding backup job and select the Restore VM files... command from the shortcut
menu. In this case, you will pass to the step 4 of the wizard.

Step 2. Select a Task
At the first step of the wizard, select VM files (VMX, VMDK).
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Restore Wizard

Restore Options N —|
. " |
w'hat would you like to da? l_‘ N
Restare from backup Restare from replica

" Instant Wi recovery " Failover to replica

= Entire WM [including registration] = Undo previously performed failover

® WM filas [WMOK, W) " Guest files (Windows)

" Guest files (Windows) " Guest files [other OS]

" Guest files [other OS]

" Application items

< Biachk | Mewt » I Cancel

Step 3. Select a Virtual Machine

Select a necessary virtual machine in the list of available jobs.

Restore Wizard E

¥irtual Machine [
Ngi

Chooge the wvirtual machine pou would fike to restore, l_‘ \

Wirtual machine:

Job name | Lazt backup time | Wi count | Restare points |
= & dc backup 10411/2000 3.46:54 M 1
B 01 10/11/2010 6:5E:04 Ah

|@  Tppan an abiact name fo search For Q |

< Back | et = I Cancel |

Tip: To quickly find VMs in jobs, use the search field at the bottom of the window.

Step 4. Select a Restore Point

Select a necessary restore point for the virtual machine.
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Restore Wizard E3
Restore Point N —|
Select the restare paint you would like to restore Wi to. l_“}l

Wh name: dc01 Original hozt:  wedew

W size: 12.00 GB
Auailable restare points:
Diate Type

10/11/2010 Monday 9 4
10411/2010 Monday B:56:14 AM Full

¥ Pawer on WM after 1eztaring

¢ Back | Mewt » I Cancel

Step 5. Select VM Files and Destination

At this step of the wizard, you should select the VM files you want to restore and the
destination where the restored files should be stored. From the Destination list, select where
to store VM files: to an ESX host or the local machine. Use the Host Summary... button to
view information on storage resources. Specify the path to the folder on the selected host
whetre files should be restored.

In the VM files to restore section, select check boxes next to files that should be restored. By
default, all VM files are selected.

Restore Wizard E
Restore Destination N _|
Chooge zerver and folder where W filez should be restored, and pick files to restore, l_‘I;I

Destination;

IM_I,J Computer j Hizet Summar.. |

Path to folder:

II::'\Users\.ﬁ.dministlatnl.BERDncuments Browse...

W files bo restore;

dyl

MHame | Size | Select Al
de01vmx 253KE

de Ol vmaf 0.25 KB Clear Al
de0.mvram 248 KR

do 01 wmdk, 045 KB

dc:01-flat. wrndk. 12.00 GE

GuestindexD ata.zip

< Back | et = I Cancel

Step 6. Complete the Work with the Wizard

Click Finish to start restoring the VM files.
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Important!

Restoring VM Guest Files

With the Restore wizard, you can restore individual VM guest OS files from any successfully
created backup or replica. This section will guide you through all steps of the wizard and
provide explanation on offered options.

You cannot restore files from a replica that is currently running, or in case the replication or
backup job with the VM from which you want to restore files is being performed.

Step 1. Launch the Restore Wizard

To launch the Restore wizard, click the Restore button on the toolbar. Alternatively, you can
select Backup > Restore... from the main menu.

You can also click the Backups or Replicas node in the management tree, right—click a
necessary backup or replica and select the Restore guest files... command from the shortcut
menu. In this case, you will pass to the step 4 of the wizard.

Step 2. Select a Task

In the Restore from backup or Restore from replica section, select the Guest files
(Windows).

Restore Wizard E
Restore Options N _|
) " |
'hiat would wou like to do’? l: A

Restore from backup Restore from replica
= Instant Vi recovery " Failover to replica
" Entire ¥M [including registration) " Undo previously performed failover
WM files WMDE, WM " Guest files [windows)
{* Guest files [windows) " Guest files [other 05)

Guest files [other O5)

Application items

< Biachk | Mewt » I Cancel

Step 3. Select a Virtual Machine

In the list of available jobs, select a necessary virtual machine.
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Restore Wizard E3

¥irtual Machine —
Mgl

Chooze the virtual maching you would like to restore. l_‘ N

Wirtual machine:

Job name | Lazt backup time | Wi count | Restore points |
= & dc backup 101/2010 S 46:54 A 1
Y doo1 1041 4200 &;

|ﬂ| * Tipen an objact nama fo search for Q |

¢ Back | Mewt » I Cancel |

Tip: To quickly find VMs in jobs, use the search field at the bottom of the window.

Step 4. Select a Restore Point

Select a necessary restore point for the virtual machine.

Restore Wizard E3

Restore Point N —|
. . " |
Select the restare paint you would like to restore Wi to. l_‘ N
Wh name: dc01 Original hozt:  wedew

W size: 12.00 GB
Auailable restare points:
Diate T

10/11/2010 Monday 3:47:04 Ak
10411/2010 Monday B:56:14 AM Full

¥ Pawer on WM after 1eztaring

¢ Back | Mewt » I Cancel

Step 5. Specify Restore Reason

If necessary, enter the reason for performing VM guest file restore. The information you
provide will be saved in the session history so that you can reference it later.
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Restore Wizard E3

Restore Reason

Type in the reason for performing this restare operation. This information will be logged in the
restore gezzions hizton for later reference,

e

Restore reazon:

Restoring conupted system filez

¢ Back | Mewt » I Cancel

Step 6. Complete the Work with the Wizard

Click Finish to start restoring files from a backup or replica. Once restoring is completed, a file
browser displaying the file system tree of the restored virtual machine will be opened. Please
note that the names of the restored machine drives may differ from the original ones.

Step 7. Save Restored Files

To save restored files or folders on the local machine or within the network, right—click a
necessary node in the file system tree and select the Copy To... command from the shortcut
menu.

‘-'=J';|-'Backup Browser {dcO01 at 10,/11,/2010 6:56:14 AM)

Q@ © oM@ .

: Back Forward Up | Yiew |

El- e Marne Type] S@ Creation Datﬂ

- |, Documents and Settings . Documents and Settings Falder 3/23/2010

1 Progiam Files 1. Program Files Folder 3/23/2M0

. System Yolume |nformation 1 System Volume Information Falder 9/23/2010

- L WINDOWS ) RN - 9/29/2010

L vmput 8/26/2010

0 Byte 9/28/2010

Chaose foldar: 229 Byte 3/29/2010

= Browse... | 210 Byte 1041142010

0 Byte 9/28/2010

ok | cancel | | 0B 9/28/2010

0 Byte 9/28/2010

B INTDETECT.COM COM File 4665 KB 2M8/2007

. hitldr Fil= 29011 KB 241842007

|%| pagefile.sys SY'S File 1.50 GB 9/29/2010
|1 obiects selected 290,11 KB .
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Using Veeam File Level Restore Wizard

The Veeam File Level Restore wizard is intended for performing instant file-level restore of VM
guest files and folders directly from image-level backups created with Veeam Backup &
Replication 5.0, without requirement to extract actual VM disks files.

The key difference between the Veeam File Level Restore wizard and built-in file-level restore
functionality that has been in the product since version 1.0, is additional file systems support.
Built-in file level restore only supports Windows file system (NTFS and FAT). The Veeam File
Level Restore wizard supports the following Linux, Unix, BSD, Solaris (ZFS) and Mac file

systems:
Guest OS Supported File System
Linux ext2
ext3
ext4
ReiserFS (Reiser3 only)
JFS
XFS
Unix JFS
XFS
UFS
BSD UFS
UFS2
Solaris UFS
ZFS
Mac HFS
HFS+
Windows NTFS
FAT
FAT32
Tip: Recovery for file systems mentioned in the table is wizard-driven; however, with the new

vPower engine in Veeam Backup & Replication, you can recover files from any file system. To
restore individual files from file systems other than those specified in the table, you should
leverage Instant VM Recovery functionality to publish VMDK from backup on vPower NFS
datastore (without actually starting the VM). With the VMDK files readily available, you can
mount these VMDKs to any VM that can read the corresponding file system (including the
original VM), and restore the required files using native OS file management tools.
Alternatively, you can mount the VMDK to a Windows VM, and use tools such as Portlock
Explorer.

Starting from version 5 of Veeam Backup & Replication, the File Level Restore wizard can be
used if Veeam Backup & Replication is installed both on a physical or virtual machine.

When restoring guest OS files, the File Level Restore wizard does not extract the VM image
from the backup. Veeam Backup & Replication presents a compressed and deduplicated
backup file as an NFS datastore to an ESX server so it is seen as a standard VM.

To perform file-level restore, the wizard uses a proxy appliance. The proxy appliance is a small
VM that is created in the same network where a restored VM is located. Whenever you
perform file-level restore, the File Level Restore wizard automatically starts the appliance in
the necessary network and mounts to it disks of a backed up VM you want to restore files from.
The wizard then displays the file browser window providing you with direct access to VM file
system. You can copy the individual files and folders from VM disks to your local machine
drive, network share or to a remote host.
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Important!

The File Level Restore wizard provides support for Windows Logical Disk Manager (dynamic
disks). Spanned/striped/raid-5 volumes and GPT disks are not supported.

The File Level Restore wizard provides support for Linux Logical Volume Manager. If LVM
volumes are detected, the LVM node will be added to the file tree in the file browser.

If ZFS pools are detected, the ZFS node will be added to the file tree in the file browser.
Encrypted LVM volumes are not supported.

Restoring VM Guest Files

This section will guide you through all steps of the wizard and provide explanation on offered
options.

Step 1. Launch the Veeam File Level Restore Wizard

To launch the Veeam File Level Restore wizard, select Programs > Veeam > Veeam File Level
Restore from the Start menu or select Tools > File Level Restore > Other OS from the main
menu of Veeam Backup & Replication 5.0. You can also start it from the general Restore wizard
by selecting the Guest files (other OS) option.

Before starting the wizard, make sure no file-level restore operation is performed in Veeam
Backup & Replication 5.0. In the opposite case, the work of the wizard will be aborted.

The welcome screen of the wizard will be displayed. If you do not want to see the welcome
screen at subsequent launches of the wizard, select the Don't show this step again check box
at the bottom of the screen.

£ File Level Restore Wizard

Welcome to the Multi-OS File Level
Restore Wizard

veea m" Thiz wizard will guide wou through performing file-level restore from
image-level Vi backup created by Veeam Backup.

#1 for Virtualization Please note that for Windows guests, you can perform

inztant file-level restores directly from Yeeam Backup

uzer interface, without employing the virtual appliance.

Refer to the Weeam B ackup releaze notes document for the most
up-to-date information on supported quest file syztenms.

[ Don't show this step again

< Back | Mext > I Cancel

Step 2. Select a Virtual Machine

At this step of the wizard, you will see a list of backups created with Veeam Backup &
Replication 5.0. In the list of available backups, select a necessary virtual machine.
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im File Level Restore Wizard E

¥irtual Machine N —|
Choosze the virtual maching pou would like to perform file-level restare for. Mote that vou can l_“
only chooze from backups registered in the Yeeam Backup congole, b

Available backups: Refresh |

Job name | Lazt backup time | Wi count | Restore points |
= &2 de backup 10A11/2M09.465., 1

1041714

|ﬂ| * Tipen an objact nama fo search for Q ‘

¢ Back | Mewt » I Cancel |

Step 3. Select the Restore Point

Select a necessary restore point for the virtual machine.

iz File Level Restore Wizard Ei

Restore Point —
Ngi

Chooge the restore point pou would like to restore filez from, l_‘ \

Available regtore points:;

Date
1041142010 B:56:14 AM

Summary

Ful Yirtual machineg:  deh

Source host: ycdev

Restare paint: 104112010 6:56:1__.

< Back | et = I Cancel

Step 4. Specify Restore Reason

If necessary, enter the reason for performing restore of VM guest OS files. The information you
provide will be saved in the session history so that you can reference it later.
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im File Level Restore Wizard E

Restore Reason

Provide the reason for performing this restare. This information will Be zaved in the restore
segziong hizton for later reference.

e

Restore reazon:

Restoring accidentaly deleted file

¢ Back | Mewt » I Cancel

Step 5. Select Location for Proxy Appliance

At this step of the wizard, you should select where a proxy appliance used to mount VM file
system should be run.

To locate the appliance, at the last step of the wizard, click the Choose button.

In the FLR Appliance Settings window, select the ESX host, resource pool and the network on
which the proxy appliance will be run. Keep in mind that you should locate the proxy
appliance in the same network where a VM from which you want to restore files resides.

FLR Appliance Settings E3

Specify ES#[) gerver, resource pool and netwark for FLR appliance.
Be zure to choose the zame network where the Yk you are restaring

to is located,
Host:
el 0veeam lab

Host statistics
Whde 32 total

5 runnhing

Rezource poal:

IHesources Choosze... |
I etk
IVM Metwark 2 Choosze... |

ak. | Cahicel |

Step 6. Complete the Work with the Wizard

Click Finish to start restoring files from a backup or replica. Please note that the file-level
restore appliance may take about 30-40 seconds to boot.

Step 7. Save Restored Files

Once the restore process is completed, a file browser displaying the file system tree of the
restored virtual machine will be opened.

To save restored files or folders on the local machine or within the network, right—click a
necessary file or folder and select the Copy to... command from the shortcut menu and select
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Note:

a necessary destination and folder on the local or remote host. The file or folder will be saved
at the specified folder on the host.

If you are recovering files to a remote Linux host, you can select the Preserve permissions
and ownership check box to keep original permission settings for recovered files. Ownership
settings are restored only if you have privileges to change the owner at the remote Linux host
where files are restored.

Restoring VMs with the Extract Utility

Veeam Backup & Replication comes with an extract utility that can be used to recover VMs
from a backup file to the latest restore point. The utility can be used as an independent tool
both on Linux and Windows computers as it does not require any interaction with Veeam
Backup & Replication.

The extract utility can be helpful, for example, if it is written to the tape next to backup files —
in this case, you get a possibility to recover VMs from backups at any moment of time even if
backups are removed from Veeam Backup & Replication or the application is uninstalled at all.
Please keep in mind that the extract utility always restores a VM to the latest restore point.

The installation folder of Veeam Backup & Replication contains two executable files named
extract for Windows and Linux. You can run the executable file and work with the utility in the
interactive mode, or start the utility from the command line.

Using the Extract Utility in the Interactive Mode

To start the extract utility in the interactive mode, run the Extract.exe file from the installation
folder of Veeam Backup & Replication (if Veeam Backup & Replication is installed on a Linux
machine, run the Extract file).

You will have to sequentially enter the following arguments:

1. Path to the backup file from which VMs should be restored. After you enter the path,
the restore utility will display a list of all VMs included in the backup and their
description.

2. Name of a VM(s) you want to restore. If there are more than one VM with the specified
name in the backup, you will be asked to specify the host on which the backed up VM
resides. If you want to restore all VMs from the backup, press Enter on the keyboard.

3. Output directory to which VMs should be restored. If you want to restore VM(s) to the
current directory, press Enter.

4. Press Y on the keyboard to restore a VM to the directory you selected. If you want to
abort the operation, press Enter.

Using the Extract Utility from the Command Line

If you run the extract utility from the command line, you can perform the following actions:
= Run the extract utility in the interactive mode
= Display help information for the utility usage
= Display the list of all VMs in the backup file
= Restore all or selected VMs from the backup
Running the Extract Utility in the Interactive Mode
This command runs the extract utility in the interactive mode.

Syntax
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extract.exe [pathtovbk]

Parameters

CETET T Description Required/Optional

pathtovbk Path to the backup file from which VM(s) Optional
should be restored

Displaying Help Information for the Utility Usage

This command prints all variants of the extract utility usage along with required and optional
parameters.

Syntax

extract.exe -help

Displaying the List of VMs in the Backup

This command displays the list of all VMs in the backup file from which you want to perform

restore.
Syntax
extract.exe -dir [-vm vmname] [-host hostname] pathtovbk
Parameters
CETET T Description Required/Optional
vm Name of a VM that you want to display. Use Optional
this parameter to filter VMs in the backup job.
host Name of the host on which a backed up VM Optional

resides. This parameter is used if the vm
parameter is specified. Use this parameter to
filter VMs that have the same name but
reside on different hosts.

pathtovbk Path to the backup file from which VM(s) Required
should be restored.

Restoring VMs from Backup
This command restores all or selected VM files from the backup file.
Syntax

extract.exe -restore [-vm vmname] [-host hostname] pathtovbk [outputdir]

Parameters

CETET T Description Required/Optional

vm Name of a VM that you want to restore. If you Optional
do not specify this parameter, all VMs from
the backup will be restored.

host Name of the host on which a backed up VM Optional
resides. This parameter is used if the vm
parameter is specified. Use this parameter to
filter VMs that have the same name but
reside on different hosts.

pathtovbk Path to the backup file from which VM(s) Required
should be restored.
outputdir Path to the directory to which VM(s) should Optional
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Note:

be restored. If this parameter is not specified,
VM(s) will be restored to the current

directory.

Performing Replica Failover

With the virtual machine replica failover option, you can recover a corrupted virtual machine
in case of software or hardware malfunction. The failover option can be used for any virtual
machine replica that was successfully created at least once.

Failing Over VM Replicas

Failing over replicas is performed by means of the Restore wizard. This section will guide you
through all steps of the wizard and provide explanation on offered options.

Remember to power off the original virtual machine on the source host before starting
failover. To avoid unwanted interference with the replica files, stop the corresponding
replication job, too.

Step 1. Launch the Restore Wizard

To launch the Restore wizard, click the Restore button on the toolbar. Alternatively, you can
select Backup > Restore... from the main menu.

You can also click the Replicas node in the management tree, right—click a necessary virtual
machine in the information pane and select the Failover to a Particular Version... command
from the shortcut menu. In this case, you will pass to the step 4 of the wizard.

Step 2. Select a Task
Select the Failover to replica option.

Restore Wizard E3
Restore Options N —
w'hat would you like to da? E.H|

Restare from backup Restare from replica
" Instant Wi recovery ' Failover to replica
= Entire WM [including registration] = Undo previously performed failover
WM files [WMOK, W) " Guest files (Windows)
" Guest files (Windows) " Guest files [other OS]
" Guest files [other OS]
" Application items

< Biachk | Mewt » I Cancel

Step 3. Select a Virtual Machine

Select a necessary virtual machine in the list of available jobs.

Page| 102




Veeam Backup & Replication 5.0 | User Guide

Restore Wizard E3

¥irtual Machine —
Mgl

Chooze the virtual maching you would like to restore. l_‘ N

Wirtual machine:

Job name | Lazt backup time | Wi count | Restore points |
= Qﬂ SOL replication job 10172000 24740 1
1 ol 10/41/2000 3:.47:4...

|ﬂ| * Tipen an objact nama fo search for Q |

¢ Back | Mewt » I Cancel |

Step 4. Select a Restore Point

Select a necessary restore point for the virtual machine.

Restore Wizard E3

Restore Point N —|
. . " |
Select the restare paint you would like to restore Wi to. l_‘ N
Wh name: sql01 Original hozt:  wedewd

W size: 20,00 GB
Auailable restare points:
Diate Type

10/11/2010 Monday !

< Back | et = I Cancel

Step 5. Complete the Work with the Wizard

Click Finish to start failing over the selected restore point. The virtual machine will be
powered on on the target host.

Undoing Failover

The Undo failover option allows powering off failed over virtual machines on the target host
and rolling back to their initial state. Undoing failover is performed by means of the Restore
wizard. This section will guide you through all steps of the wizard and provide explanation on
offered options.
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Step 1. Launch the Restore Wizard

To launch the Restore wizard, click the Restore button on the toolbar. Alternatively, you can
select Backup > Restore... from the main menu.

You can also click the Replicas node in the management tree, right—click a necessary virtual
machine in the information pane and select the Undo Failover command from the shortcut
menu. In this case, the undo failover operation will be immediately performed for the selected

VM.
Step 2. Select a Task
Select the Undo previously performed failover option.
Restore Wizard E
Restore Options N —_—
. ml
'hiat would wou like to do’? l_‘ \
Restare from backup Restare from replica
" Instant Wi recovery " Failover to replica
= Entire WM [including registration] ¢ Undo previously performed failower
WM files [WMOK, W) " Guest files (Windows)
" Guest files (Windows) " Guest files [other OS]
" Guest files [other OS]
" Application items
< Biachk | Mewt » I Cancel

Step 3. Select a Virtual Machine

Select a necessary virtual machine in the list of available jobs.

Restore Wizard E3

¥irtual Machine —
Mgl

Chooze the virtual maching you would like to restore. l_‘ N

Wirtual machine:

Job name | Lazt backup time | Wi count | Restore points |
= Qﬂ SOL replication job 10172000 24740 1
1 ol 10/41/2000 3:.47:4...

|ﬂ| * Tipen an objact nama fo search for Q |

¢ Back | Mewt » I Cancel |
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Step 4. Complete the Work with the Wizard

Click Finish to undo failover for the selected machine.

Note: When undoing failover, you will lose all changes that you made to the replicated virtual
machine since it was powered on.
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Managing Backups & Replicas

Veeam Backup & Replication 5.0 offers the following management options for your backups
and replicas: removing from backups/replicas, deleting from disks and viewing properties. All
options are available from the shortcut menu.

* The Remove from Backups or Replicas option is used when you want to remove
records about backup and replica files from the Veeam Backup configuration database.
Please note that all backup files (VBK and VRB) will stay safe on the destination backup
storage, so you can easily import these files later to the Veeam Backup & Replication
console for restore operations if needed.

As for replicas, all references will be removed from the Veeam Backup & Replication
console; however, all your replicated VMs will still reside on your target hosts, so you
can start them manually after the Remove from Replicas option is performed.

= |naddition to removing records about backup and replica files from the Veeam Backup
configuration database, the Delete from Disk option also removes actual backups and
replicas from the destination storage. Note that you should avoid deleting backup files
manually from your destination storage, otherwise all subsequent job sessions will be
failing.
You can use this option for all VMs in the backup or replication job or for each VM
separately. Granular deletion of VMs can be useful, for example, if some replica has
been started directly from vSphere Client instead of using the failover option in Veeam
Backup & Replication 5.0. In this case, further replication jobs would be failing.
Previously you would have to delete all replicas created with such job. Now, Veeam
Backup & Replication 5.0 creates a separate storage of configuration files and replica
data checksum files for each replicated VM. This storage is kept next to the replicated
VM on the replication target. When a separate replicated VM is deleted, Veeam Backup
& Replication 5.0 deletes the replica itself and files created for it.

= The Properties option for backups is used to view summary information on backups
you made. It contains information on compression and de-duplication ratios, available
restore points for a particular backup, as well as date, data size and backup size.

Backup Properties dc backup [ %]

Hast: Falder:

IM_I,I Computer IE:\Backups

Files:
Hame | Date | Data Size | Backup Size | De-dupe R atio | Compress Ratio |
22 de backup2010-10-11TOE5604.... 1011/2010 6:56....  12.00GE 966594 ME 16% 46 %

dc backup2010-10-11T094654...| 10/411,/2010 9:46:... | 161.01 MB 51.72 MB Nz

Yirtual machines: Restore points:
Mame | Original Size | Date | Type | Status
@dcﬂ‘l 1200GE 101142010 B:56:14 AM Full Ok
10411/2010 3:47:04 &M Increment QK.
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Note:

Note:

Importing Backups

Importing backups can be useful if you need to restore backups from tape or from .vbk files of
other Veeam Backup & Replication versions or instances, if you happened to delete the server
with which the backup was associated from the management tree, or in case the application
has been uninstalled.

To import backups to Veeam Backup & Replication 5.0, click the Import Backup button on the
toolbar or select Backup > Import Backup... from the main menu. From the Computer list,
select the host on which a backup you want to import is stored. Then browse to a necessary
.vbk file by clicking the Browse... button.

Import Backup x|

Specify backup to import. fou can only import backups
from computers added to the Veeam Backup console.

Backup file:

IC: “Backupside backup2010-10-11T 05604, bl Browse... |
r Import guest file system index

0] Cancel
I |

By default, index data of the guest OS file system is not imported with the backup file to speed
up the import process. However, if it is necessary, select the Import guest file system index
check box.

Click OK to import the selected backup. The imported backup data will be stored under the
original backup job name with the _imported suffix appended.

You can also import a backup that was deleted from the list of backups (to display the list, click
the Backups node under Backup in the management tree). In this case, the backup will be
imported under its original name.

To be able to perform any restore operation for previous points in time (rollbacks) for your

backed up VM, before importing a full backup file to the Veeam Backup & Replication console,
make sure that you have all required increments (either forward or reverse) in the same folder.
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Note:

Tip:

Performing Recovery Verification with SureBackup

SureBackup is a new technology in Veeam Backup & Replication 5.0 developed to automate
and simplify backup verification process — one of the most crucial parts of data management
and protection. It is a collection of features that allows you to start VMs directly from VM
backups in a fenced-off environment and perform backup reliability and availability testing as
a routine part of the backup process.

Recovery verification functionality is available in Veeam Backup & Replication 5.0 Enterprise
Edition only.

vPower NFS

For instant VM recovery, SureBackup recovery verification, U-AIR and multi-OS file-level restore
operations, Veeam Backup & Replication 5.0 uses vPower NFS service. vPower NFS service is a
Windows service that runs on the Veeam Backup server and enables it to act as an NFS server.
The vPower technology lets you publish a compressed and deduplicated backup file as a
regular VMDK file directly to the ESX server via NFS, so ESX servers get transparent access to
backed up VM images.

To be able to successfully connect an ESX host to the NFS server, you should make sure that
the ESX host has a proper network interface configuration and can access the Veeam Backup &
Replication server on which vPower NFS service is running.

When connecting to the NFS server, the ESX(i) host uses a VMkernel interface. That is why
ESX(i) host you are using must have a VMKernel interface — otherwise mounting vPower NFS
on ESX(i) host will fail.

By default, VMKernel interfaces are not available for non-ESXi versions — so you will have to
add them on the ESX host to be able to connect to the NFS server.

e Ifthe Veeam Backup server and ESX host are located in the same subnet, the ESX
server should have a VMkernel interface in the same IP-network as the Veeam Backup
server has.

e Ifthe Veeam Backup server and the ESX host are located in different subnets and use
a router for network access, in addition to creating a new VMkernel interface, you will
have to manually specify routing settings in the IP routing table on the ESX server.

To check whether an ESX host can access the Veeam Backup server or not, you can use the
vmkping utility on the ESX server. The vmkping utility is similar to the ping tool — the only
difference is that ICMP packets are sent via the VMkernel interface, not the service console
interface.

SureBackup Overview

When performing recovery verification of VM backups, Veeam Backup & Replication runs VMs
directly from backup files without restoring them to a production datastore. This is achieved
by utilizing the vPower NFS service running on the backup server. This service presents VM
images on the backup storage as an NFS datastore to an ESX server so a VM backup is seen as
aregular VM image.

During verification, a backed up VM image remains in the read-only state - all changes that
take place when a VM is running are written to redo log files that are stored on a selected
datastore in the production environment. Once the recovery verification process is complete,
the redo logs are removed.

To perform recovery verification testing, you need to create an application group required to
verify full functionality of backed up VMs, an isolated virtual lab where VMs should be tested,
and a recovery verification job.
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Application Group

An application group contains VMs running production applications on which VMs to be
verified are dependent. That is, it includes all components and services that should be started
to enable fully functional work of VMs you want to test.

For instance, to verify an Exchange Server, it is necessary to test its functionality in cooperation
with other components. Thus, other VMs such as Active Directory Domain Controller and DNS
server need to be started in the same test environment to make verification of the Exchange
Server possible.

The application group specifies roles for each VM, boot priority and boot delays, so all services
requested for VM recovery verification are started in the required order. Typically, an
application group contains at least a Domain Controller, DNS server and DHCP server.

To learn more, see the Creating an Application Group section.

Virtual Lab

A virtual lab is an isolated virtual test environment where verified VMs with all components
required for their proper operation are started and tested. A virtual lab is created using
existing resources in your VI environment and ensures secure integrity and functionality
testing for backed up VMs.

When a new virtual lab is created, Veeam Backup & Replication adds a new resource pool, VM
folder and vSwitch on the host where the virtual lab is registered. The network configuration
in the virtual lab reproduces the configuration of the production network. For example, if a
tested VM and its dependencies are located in two logical networks in your production
environment, these two networks will be recreated in the virtual lab and mapped to
corresponding production networks.

To enable communication between an outer world and VMs and the virtual lab, Veeam
Backup & Replication uses a proxy appliance that is created and registered in the folder and
resource pool of the virtual lab. This proxy appliance is a VM that acts as a gateway routing
requests from the production network to the isolated network.

To connect to isolated networks, Veeam Backup & Replication adds to the proxy appliance a
vNIC adapter for each network. Each vNIC adapter gets an IP address from the network to
which it is connected, which is typically the same as the IP address of a default gateway in the
corresponding production network.

If the application group to be started in the virtual lab does not have a DHCP server and some
applications in this group as well as verified applications require DHCP, you can enable the
DHCP service on a vNIC adapter for each isolated network. You can also select specific DNS
servers from the production network that should be started in the isolated network. Keep in
mind that to be able to add a DNS server, you should have it virtualized in your production
environment, and you should also have its backup.
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Isolated Network
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To ensure correct work of applications, VMs in isolated networks are run with the same IP
addresses as in the production network. To avoid IP address conflicts between VMs in
production and isolated networks, Veeam Backup & Replication 5.0 uses IP masquerading.

For each isolated logical network, Veeam Backup & Replication 5.0 assigns a masquerade IP
address, and adds a new route to the IP routing table on the Veeam Backup & Replication
console, where a proxy appliance is specified as a gateway to access VMs in this network.

For example, when trying to access a VM with IP address 172.16.10.1 in the isolated network,
Veeam Backup & Replication 5.0 will send a request to the masquerade IP address 172.17.10.1.
According to the routing rule added to the IP routing table, all requests will first be sent to the
next hop — the proxy appliance, which will then resolve the IP address and forward the
request to a necessary VM in the isolated network - in our case, 172.16.10.1.

Sometimes it is necessary to provide many clients with access to a restored VM, which is
especially the case for user-directed U-AIR restores. For example, you may want to provide
access to a backup copy of the Exchange server for employees using Web based access
(Outlook Web Access). In this situation, it is impossible to update the routing table on each
client machine. Veeam Backup & Replication 5.0 allows you to get access to a VM in the
isolated network directly from a production environment.

To get access to a VM in the isolated network, you should reserve a static IP address in the pool
of production IP addresses and specify which IP address of the VM powered on in the isolated
environment it matches. This static IP address will be assigned to the appliance NIC connected
to the production network. IP traffic directed to the specified static IP address will be routed by
the appliance to the VM powered on in isolated network.

For example, to access a VM that has IP address 192.168.1.20 in the isolated network, you can
reserve IP address 192.168.1.3 (in production) for it. You should also register an alias record in
the production DNS server for the reserved IP address. For the example mentioned above, you
can register alias backup.exchange.local for the IP address 192.168.1.3.

To learn more, see the Creating a Virtual Lab section.
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Note:

Note:

Veeam Backup & Replication 5.0 automatically adds a new route to the routing table on the
server where it is installed. To be able to access VMs in isolated networks from other servers,
you will have to manually modify the routing table using the route add command.

Recovery Verification Job

A recovery verification job aggregates all settings and policies of a recovery verification task,
such as required application group, virtual lab to be used and backups of VMs that should be
verified in the created environment.

When a recovery verification job runs, VMs from the application group are started from
backups in the required order and remain running while VMs from verified backups are

booted and tested. If Veeam Backup & Replication does not find a successful backup for any of
VMs from the application group, the recovery verification job will fail.

Veeam Backup & Replication 5.0 then takes the latest backed up VMs from the selected
backups, and depending on the specified job settings, starts, tests and verifies them one by
one, or creates several streams and tests a number of VMs simultaneously. If Veeam Backup &
Replication does not find a successful backup for any of verified VMs, verification of this VM
will fail, but the job will continue to run.

By default, you can start and test 3 VMs at the same time. You can also increase the number of
VMs to be started and tested simultaneously; however if these VMs are resource-demanding,
performance of the SureBackup job may decrease.

Once verification is complete, VMs from the application group are powered off. Optionally,
you can leave the VMs from the application group running to perform manual testing or
enable user-directed application item-level recovery.

To learn more, see the Creating a Recovery Verification Job section.
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Creating an Application Group

To create a new application group:

e Right-click Application Group in the management tree and select Create
Application Group from the context menu.

e C(lick Application Group under SureBackup in the management tree, right-click
anywhere on blank area in the information pane and select Create Application
Group from the context menu.

Step 1. Specify Application Group Name and Description

Enter a name and description for the new application group. The default description contains
time at which the group was created and user who created it.

New Application Group E3

Name
&] Type in a name and description for thiz application group.

IMyApmeup
Yirtual Machines
Description:
Summary Created by VEEAM\Administrator at 10/11/2010 11:43:49 AM.

< Previous | Mext > I Finizh Cancel

Step 2. Select Virtual Machines
To add a VM to the group, click Add VM and select where to browse for the machines:

= From VI — browse the VI environment. As VMs from the application group are started
from backups, by the time you are planning to run a SureBackup job you need to make
sure that VMs you selected have been successfully backed up at least once.

=  From Backups - browse existing backups

VMs in the list are specified in the order of their boot priority. To move a VM up or down in the
list, select it and click the Move Up or Move Down button.

To remove a VM from the list, select it and click the Remove button.
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New Application Group

¥irtual Machines
Application group defines virtual machines mnning production applications which ather vitual machines are dependent on.
Typically, any application group should contain at least domain controller, DNS server and DHCP zerver.

Marne Application group Whs:
_ Wi Role MBI’ﬂD[E Guest 05 || Add Wi

Microzoft
Edit... |

Sumrnary
Remove |

Mave p |

f e Down

<F'revious| Mext » I Fitirzhy | Cahicel |

Step 3. Specify Recovery Verification Options and Tests

After you have added all VMs to the application group, you should specify a role, VM startup
options and select tests to be performed for each VM.

Note: To be able to perform tests, Veeam Backup & Replication 5.0 requires VMware tools to be
installed in a verified VM. If VMware tools are not installed, the VM will be started, but tests will
not be performed.

VMs without VMware tools can still be used as auxiliary VMs that should be started to enable
proper work of other VMs. In this case, you may leave check boxes tests not selected in role
settings.

Select a necessary VM in the list and click the Edit... button on the right.

Yerification Options E3

Role | Startup Dptionsl Test Scriptsl

Select rales:

Role |
DMS Server

Domain Controller

O Global Catalag

O Mail Server

O web Server

Startup optiong and test soripte will be automatically configured
bazed o the roles you have selected. Review and adjust the
recommended configuration on the cormezponding tabs,

ak I Cancel
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Note:

Role settings

On the Role tab, select the role that a VM performs. Veeam Backup & Replication offers the
following predefined roles for VMs:

= DNS Server

= Domain Controller

= Global Catalog

= Mail Server

= Web Server

VM roles are described in .xml files stored in the SbRoles subfolder in the product installation
folder. You can add your own roles by creating new .xml files and specifying roles settings and
test scripts to be performed in them. To learn more, see the Creating XML files with VM Roles
Description section.

Once you select a necessary role, Veeam Backup & Replication will automatically configure
startup options and provide predefined test scripts applicable for the chosen role. You can
use these settings or specify custom ones using the Startup Options and Test Scripts tabs.

To verify VMs that perform roles other than those specified in the list, you will have to
manually configure startup options and specify test scripts to be used.

Startup Options
On the Startup Options tab, specify settings that should be used when a VM is started.

¥erification Options E

‘Role  Startup Options | Test Seripts |

- Mermary
Arnount of memaory to allocate to Wi 100 =4 percent
- Startup time
b amimumn allowed boot tirme: |21 o0 3: =
Application initialization tmeout; 120 = zec

Boot verification
Consider WM to have successfully booted when:

¥ WMware Tools heartheat is present

v Wi rezponds to ping on any network. adaptaor

ok I Cancel |

= In the Memory section, specify the amount of memory you want to pre-allocate to VM
on the system boot (in percent). This will be the percentage of the memory level set for
the corresponding production VM.

= |n the Startup time section, specify an allowable timeout to initialize applications that
will be started in a VM.

= In the Boot verification section, specify when a VM should be regarded to have been
booted successfully: VMware tools heartbeat is present and VM responds to ping on
any network adapter.

Make sure that firewall on the tested VM allows ping requests.

Test Scripts

On the Test Scripts tab, click the Add button to specify what tests should be performed for a
VM during verification.
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Note:

= To use a predefined script to verify VMs of common roles, choose the Use predefined
test scripts option and select a necessary script from the list.

= To provide a custom script, select the Use the following script option. Enter the name
of the script to be run, path to an executable script file and arguments that should be
passed to the script. You can use the following variables as arguments: %vm_ip% - IP
address of a virtual lab VM and %vm_fqdn% — a fully qualified domain name of a virtual
lab VM.

To edit a script, select it in the list and click the Edit button. To delete a script, select it in the
list and click the Delete button.

Yerification Options E3
"Role | Starup Options  Test Scripts |

Specify test zoripts for this Wh:

Mame | Arguments | Add
Damain Contraller Zwm_ipk 389 :
NS Server %vm_ip% 53 Edt

Hemove

[

ak I Cancel |

If a VM performs several roles running a number of applications at once, you can verify their
work by adding several verification scripts. For such VMs, it is recommended to specify
maximum startup timeouts and allocate the greatest amount of memory.

Step 4. Review the Application Group Summary and Finish Working with
Wizard
After the group is created, review the application group summary and click Finish to exit the

wizard.

Creating a Virtual Lab

When setting up a virtual lab, you should select an ESX host on which it should be created, a
datastore to hold redo logs and files of the proxy appliance, and specify settings for a proxy
appliance and isolated networks.

To create a new virtual lab, you have to start the New Virtual Lab wizard:
= Right-click the Virtual Lab item in the menu on the left and select Create Virtual Lab
in the context menu.

Step 1. Specify Name and Description

Enter a name and description for the new virtual lab. The default description contains time at
which the lab was created and user who created it.
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New Wirtual Lab

. Name
| | | Typeinaname and description for this virtual lab.
(===

fde._lsb
Huast
Description:
Datastare Created by VEEAM\Administrator at 10/11/2010 11:55:33 AM.
Frowy
Metworking

Ready to Apply

Applying Configuration

< Prewvious | Mext » I Fitirzhy Cahicel

Step 2. Select a Host

Click the Choose... button to select an ESX/ESXi host on which the new virtual lab will be
created. You can select a standalone ESX/ESXi host or the one being a part of a cluster.

Note: If you want to create a virtual lab on the ESX/ESXi server being a part of the vCenter hierarchy,
make sure that this vCenter server is added to the Veeam Backup & Replication console. If such
ESX/ESXi server is added as a standalone host, a virtual lab will not be created on it.

New ¥irtual Lab
Host
| || | Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster.
(= -
Mame Huost:

Huost statistics
[ ataztare Wz 58 total
P 14 running
Metworking

Feady to Apply

Applying Configuration

< Previous Mext > Finizh Cancel
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Step 3. Select Datastore

Click Choose to select a datastore on which redo logs for tested VMs should be stored. Redo
logs are auxiliary files used to store all changes that take place when a VM is run from a read-
only backup. As soon as a recovery verification jobs completes, redo logs are deleted.

New ¥irtual Lab

Datastore
| || | Choose datastore to store redo logs on. Redo logs are temporary files where vitual disk changes are accumulated while virtual
(o= mm| machines are running from read-only backup files.

Mame D atastore:;

Datastore info

Frosy Free space;  54.74 GB

Host

Metworking
Ready to Apply

Applying Configuration

< Previous Mext » Fitirzhy Cahicel

Step 4. Set Up Proxy Appliance

To enable automatic recovery verification of VMs, select the Use proxy appliance in this
virtual lab check box. The proxy appliance acts as a gateway that provides access from Veeam
Backup Server to VMs running in the isolated virtual lab. If you do not select this check box,
you will only be able to verify VMs and perform item-level restore using built-in temporary VM
console in Veeam Backup & Replication, or using vSphere Client, and perform heartbeat tests.
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New Wirtual Lab

Proxy

| || | Configure prosy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such s automated
recaovery verfication and universal application item restore (L-AIR).

Mame The prowy appliance provides Weeam Backup server with access to witual machines running in the
izolated wirtual lab. ‘without prosy appliance, recovery verfication and item restore operations can
Hast only be performed manually, through the buil-in ¥ console or «Sphere Client.

MV Use prawy appliance in thiz virtual lab [recommended]
D atastare

“Prosy appliance Wk zettingsz

_ Marme: DC_Y¥irtualLab |

Configure..
Metwarking Resource pool; DC_Y¥irtualLab
Feady to Apply Folder: DC ¥irtualLab
Applying Configuration - Praduction netwiork, connection
Production netwaork: WM Network Canfigure. .. |
IP address: Obtain automatically
DMS server: Obtain automatically

< Previous | Mext » I Fitirzhy Cahicel

The virtual proxy is created and started in a new resource pool where all tested VMs are run
during recovery verification process. Click the Configure... button in the Proxy appliance VM
settings section and specify the name of the created virtual appliance, resource pool and
folder where it should be created. By default, the name of a virtual lab is used.

Proxy Appliance ¥™ Settings E

Wi name: IDC_VirtuaILab

Resource pool; IDC_VirtuaILab

VM folder. |DC_VitualLab

ok I Cancel |

Click the Configure... button in the Production network connection section to select a
network where the proxy appliance should be created, specify its IP address and settings of
DNS server to be used. You can choose to automatically obtain IP address for the proxy
appliance and DNS server, or set them manually.

MNetwork Settings E

Production network:

IVM T etk Browsze. . |

&' Obtain an IP address automatically

= Uze the following IP address

IP address: I
Subnet mask: I
Default gateway: I

% Dbtain DNS server address automatically
' Use the following DMS server address
Freferred DWNS server I

Alkermate DMS zerver I

ok I Cancel
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Important!

If you assign a proxy appliance an IP address from the same network where the Veeam Backup
& Replication server is located, Veeam Backup & Replication will automatically add a new route
to the routing table on the Veeam Backup & Replication server. If you assign a proxy appliance
an IP address from the network other than that where the Veeam Backup & Replication server
is located, you will have to manually add a new route to the routing table on the router in the
production network. Otherwise you will not be able to access virtual machines in isolated
networks.

Step 5. Select the Networking Mode

Select the type of network settings configuration. Veeam Backup & Replication offers two
types of networking for the created virtual lab:

e Basic — this type of networking is recommended if you have only one production
network, and the Veeam Backup & Replication server is located in that network.
Veeam Backup & Replication will use parameters of this network to automatically
configure an isolated network to verify tested VMs.

e Advanced — this type of networking is recommended if you are planning to verify
VMs that have dependencies on other VMs located in different networks. In this case,
you will have to configure network parameters these isolated networks manually.

New Wirtual Lab
Metworking

Specify whether the virtual machines to be wn in thiz vitual lab are connected to a gingle, or multiple production networks.

Marme " Basic [automatic configuration]

Autonatic configuration of virtual lab netwarking. 1solated netwark iz created using parameters of
Host netwiork that the Yeeam Backup server iz located in, which is agsumed to be production network,
Recommended option for configurations with a zingle production netwark.
Datastore

Frmy {* Advanced [manual configuration]

_ t anual configuration of wirtual lab networking. Becommended for advanced scenanios, when
zome production virtual machines have dependencies on witual machines located in different
networks. Thiz options also enables access to additional networking configuration settings.
|zolated Metworks
Metwork, Settings
Static Mapping

Feady to Apply

Applying Configuration

< Previous | Mext > I Finizh Cancel
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Step 6. Specify Isolated Networks

This step is available if you have selected the Advanced networking option at the
Networking step of the wizard.

At this step of the wizard, you should create isolated networks where verified VMs should be
started, and map them to production networks where these VM are located.

To add a network, click the Add.. button and select a production network in which a VM from
the application group or a verified VM resides. Then, specify a name for an isolated network
that should be mapped to this production network, and enter an identifier for the created
virtual network.

New ¥irtual Lab x|
. Isolated Metworks
| || | Specify isolated networks to be created in this virtual lab, and how they map on production networks.
oo
Mame MNetwork. rapping:
Production network. | |zolated netwark. | WLAM D |
it W Metwork DC_WirtualLab Wi Metwork 1] Edit.. |
Datastore Network Mapping Remave |
Fromy . |
Production netwark: IVM Mebwark, 2 Browze. .
Metworking |zolated network: IDC_VirluaILab Wk Metwark 2

| lsolateg Netwarks | VLANID:

o =

Metwork, Settings ak. I Cancel |
Static Mapping
Feady to Apply
Applying Configuration
< Previous Mext > Finizh Cancel

Step 7. Specify Network Settings

This step is available if you have selected the Advanced networking option at the
Networking step of the wizard.

At this step of the wizard, you should specify settings for every created isolated networks and
how a proxy appliance should connect the production network to these networks.

Communication between the production network and an isolated network is carried out
through the vNIC adapter that is added to the proxy appliance. A vNIC adapter is added for
each isolated network.

To add an adapter, click the Add... button and specify its connection settings.

Select the network to which you want this adapter to be connected. Specify the IP address
that the proxy appliance should have in this isolated network, and the subnet mask. Typically,
the IP address should coincide with the gateway IP address in the production network.
Note: Network addresses for different adapters should be different. For example, if the first adapter
has address 192.168.0.1 with mask 255.255.255.0, and the second one — 192.168.0.2 with mask
255.255.255.0, such configuration will not be supported.

Once you specify the IP address, Veeam Backup & Replication will automatically configure a

masquerade IP address for accessing VMs running in the virtual lab through the production
network.
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Select the Enable DHCP service on this adaptor check box and specify settings of a
virtualized DNS server if necessary.

¥NIC Connection Settings E3

E Wirtual NIC

Chooze izolated network to connect this «HIC to;
| DC_vintualLab WM Network 2 |

Prowy appliance IP address in the izolated netwark [typically the same
az gateway [P address in the conmezponding production network):

IP address: [ 192 .1 .7

Mask: | 285 286 . 285 . 0

tazquerade netwark, address for accessing virtual machings runhing
i1 thiz wirtual lab from production network;

IP address: 192 |16 [288 | O

¥ Enable DHCP service an this adaptar DNS Servers |
()8 I Cancel |

Click the Route network traffic between vNICs check box to enable communication
between isolated networks. When you select this option, make sure that the IP address of the
proxy appliance in the isolated network matches the IP address of a proxy appliance in the
production network.

New ¥irtual Lab E3

Metwork Settings

Specify how izolated networks should be connected to proxy appliance Whi.

Mame Connect each izolated netwark to prowy appliance Wik, az you would connect vaur physical netwarks
to a router. Metwork, masquerading will allow access to virtual lab Wiz from production environment,
Huost ; -
Proxy appliance connectivity:
D ataztore vMIC | |zolated netwark. | M azquerade IP | Appliance [P | DHEP | Add...
B NICT DC_Vituallab ... 1723704 17216.1.1 Yes _
Prosy BB wNIC2 DC_WirtualLab .. 192.168.255.4 19216817 Yes Edi.. |

Metworking Remove |

Izolated Metworks

Static Mapping

Feady to Apply
¥ Raute netwark traffic between vMICs

Applying Configuration Enzure that appliance IP address in the izolated network matches the gateway
IP address in the comesponding production netwark,

< Previous | Mext > I Finizh Cancel

Step 8. Specify Static IP Mapping

At this step of the wizard, you can specify static IP address mapping rules to make VMs in the
virtual lab accessible from any computer in the production network.

To add a new static IP relation, click the Add button. In the IP relation window, specify an IP
address of a VM in the production network, and its masquerade IP - a free IP address from the
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production network that will be used to access it in the isolated network from the production
environment.

New ¥irtual Lab
Static Mapping

| || | DefineIF address mapping between production and isolated networks for specific IP addresses. Coupled with the comesponding
(e mm]| DMS updates, this wil provide convenient access to specific virtual lab Vis for scenarios such as user dirscted recovery.

Marne Static IP address mapping makes cormesponding virtual lab VMs accessible from any computer in the
Hast uni RHIA dikicesilappting E evious copy of database, and other.
Production network:
D atastore IF_ IVM Metwork j
Proy P bodcion. [ . 1@ | e |
; Edit...
Networking Masquerade IP: | 192 . 188 . 1 . 3 ' |
: Hemove

lzolated Metwork s Notes —l

Exchange

Metwaork Settings

Ready to Apply

ak. I Cahicel

Applying Configuration

< Previous Mext » Fitirzhy Cahicel

Step 9. Apply Parameters

Review the parameters of the virtual lab which will be created. You can go back to any
previous step to adjust the parameters. If everything is fine, click Next to create the virtual lab.

Important! Use Veeam Backup & Replication 5.0 to modify or delete a virtual lab. If you change lab
settings or delete any of its components from outside (for example, using vSphere Client), the
lab will be corrupted and its component such as created vSwitch, resource pool and so on will
remain in the virtual infrastructure.

Page| 122



Veeam Backup & Replication 5.0 | User Guide

Creating a Recovery Verification Job

To create a new recovery verification job:

e Right-click Jobs under SureBackup in the management tree and select Create
SureBackup Job from the context menu.

e Click Jobs under SureBackup in the management tree, right-click anywhere on blank
area in the working area and select Create SureBackup Job from the context menu.

Step 1. Specify Name and Description

Enter a name and description for the new recovery verification job. The default description
contains time at which the job was created and user who created it.

New SureBackup Job E3

Name
g Type in a name and description for thiz SureB ackup job.

IMySureBackupJob

Yirtual Lab
Description:
Created by WEEAMY\Adminigtrator at 10/17/2000 12:12:33 PM.

Application Group
Backup Jobs
Seftings
Schedule

Summary

< Previous | Mext > I Finizh Cancel

Step 2. Select a Virtual Lab

From the Virtual lab list, select one of existing virtual labs in which recovery verification
should be performed. Information about the selected virtual lab will be displayed in the
Virtual lab info section.
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New sureBackup Job

¥irtual Lab
ﬁ Chooze the wirbual lab ta min thiz job in.

h arne YWirbual lab:

I fde_lab =

Created by'eeam at 8/19/2010 4:55:40 P,

Application Group

Backup Jobs Wirtual lab info

Host: exw]2 veeam.lab Datastore: ezxl Zlocal_storel
Settingsz .

Tatal b= 53 tatal Capacity: 926.50 GB
Scheduls Funning %ks: 14 running Free zpace: B2V 73 GB
Summary

<Previous| MHext > I Firigh Cancel

Step 3. Select an Application Group

From the Application group list, select the application group containing all components and
services required to perform recovery verification of VMs you want to test. Refer to the
Backup Status column in the Application group info list to make sure that the backups of
VMs in this group are available.

You can either select an application group or skip this step. If the application group is not
selected, you must link a backup job to the created SureBackup job at the next step. In this
case, Veeam Backup & Replication 5.0 will only start and verify VMs from the linked backup job
when the SureBackup job is run.

New SureBackup Job [ x|
Application Group
ﬂ Chooze the application group for thiz job and verify that all required backups are available.
MName Application group:
Mo application group -
“irtual Lab I J
_ Select an Application Group to zee itz statistics,
BackupJobs &pplication group info:
W | Rale | Guest OS | Backup Status |
Settings
Schedule
Summary
= FK.eep the application aroup minking once the job completes
Thiz option enables performing additional manual verification, or uzer-directed application ikem
recovery for wirtual machines in thiz application group.
< Previouz | Ment > I Eirizty Cancel
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Select the Keep the application group running once the job completes check box to leave
VMs from the application group running after the recovery verification job is finished. This
option lets you manually test these VMs and perform item-level restore with U-AIR. If you
select this check box, the lab will not be powered off when the SureBackup job completes, and
Veeam Backup & Replication 5.0 will not have to start it again to perform U-AIR procedures.

New SureBackup Job
Application Group
g Chooge the application group for thiz job and werify that all required backups are available.
Marne Application group:
M pdppGroup A

*irtual Lab I J
_ Created by WEEARM\Administratar at 10/77/2070 11:43:43 Abd.

Backup Jobs Application group info:

_ W | Role | Guest 05 | Backup Statuz |
Settings dz01 Darnain Cantraller Microsoft Windows Serve.. 0K [10411/2010 9:...
Scheduls
Sumrnary

i K.eep the application aroup runhing once the job completes

Thiz option enables performing additional manual verification, or uzer-directed application item
recovery for virwal machines in thiz application group.

< Previous | Mext » I Fitirzhy Cahicel

Step 4. Link a SureBackup Job to Backup Job(s)

At this step of the wizard, you should select VM backups that you want to verify with the
created recovery verification job. Once you run a recovery verification job, Veeam Backup &
Replication will start VMs from the application group in the required order, and then boot and
process VMs from the selected backup one by one.

Select the Link backup jobs check box. Click Add and select necessary backup jobs in the Job
Browser window. If this check box is not selected, Veeam Backup & Replication 5.0 will only
start and verify VMs from the selected application group.

In the Process simultaneously up to ... VMs field, specify the maximum number of VMs that
can be started at the same time. For example, if you select to start three VMs at the same time,
Veeam Backup & Replication 5.0 will create three streams in which each VM will be started.
Once a VM is verified and powered off, the next VM will be started in the stream. After all VMs
are verified, the application group will also be powered off or keep running if corresponding
settings are specified in job options.
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Note:

New SureBackup Job

Backup Jobs
Select one or more backup jobs to link to thiz SureBackup job. All vitual machines from the zelected backup jobz will be
processed sequentially once the specified application aroup is initialized.

Marne ¥ Link backup jobs
wirtual Lab M arme | Ruole | Ping | Heartbeat | Add...
ﬁ backup Mo soacied eg eg

Application Graup Edit... |

Settings
Scheduls

Sumrnary

Frocess simultaneouzly up to; |3 3: Wiz

Advanced |
<F'revious| Mext » I Fitirzhy | Cahicel |

To remove a backup job from the list, select it and click Remove.

Step 5. Specify Recovery Verification Options and Tests

After you add a backup to be verified, you should define roles, specify startup options and
select tests to be performed for VMs in the selected backup. If a backup you want to verify
contains VMs performing one role, you can specify recovery verification settings for the whole
VM backup in bulk. Alternatively, you can granularly set recovery verification options and
select tests to be used for each VM in the backup.

e To specify recovery verification options for the whole VM backup, select a backup in
the list and click the Edit... button on the right.

e To specify recovery verification options for each VM in the backup separately, select a
backup in the list and click the Advanced... button on the right. Then click Add and
select a necessary VM in the Add Object window. Select the added VM in the list, click
the Edit button and specify recovery verification settings as described below.

To be able to perform tests, Veeam Backup & Replication 5.0 requires VMware tools to be
installed in a verified VM. If VMware tools are not installed, the VM will be started, but tests will
not be performed.

VMs without VMware tools can still be used as auxiliary VMs that should be started to enable
proper work of other VMs. In this case, you may leave check boxes tests not selected in role
settings.
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Note:

Role settings

Yerification Options E3

Role | Startup Dptionsl Test Scriptsl

Select rales:

Role |
[ DNS Server

O Domain Controfler

O Global Catalag

Mail Server

O web Server

Startup optiong and test soripte will be automatically configured
bazed o the roles you have selected. Review and adjust the
recommended configuration on the cormezponding tabs,

ak I Cancel

On the Role tab, select the role that VMs in the backup perform. Veeam Backup & Replication
offers the following predefined roles for VMs:

= DNS Server

= Domain Controller

= Global Catalog

= Mail Server

= Web Server

VM roles are described in .xml files stored in the SbRoles subfolder of the product installation
folder. You can add your own roles by creating new .xml files and specifying roles settings and
test scripts to be performed in them.

Once you select a necessary role, Veeam Backup & Replication will automatically configure
startup options and provide predefined test scripts applicable for the chosen role. You can
use these settings or specify custom ones using the Startup Options and Test Scripts tabs.

To verify backups with VMs that perform roles other than those specified in the list, you will
have to manually configure startup options and specify test scripts to be used.
Startup Options
On the Startup Options tab, specify settings that should be used when a VM is started.
=  In the Memory section, specify the amount of memory you want to pre-allocate to VM

on the system boot (in percent). This will be the percentage of the memory level set for
the corresponding production VM.

= In the Startup time section, specify an allowable timeout to initialize application that
will be started in a VM.

= In the Boot verification section, specify when a VM should be regarded to have been
booted successfully: VMware tools heartbeat is present and VM responds to ping on
any network adapter.

Make sure that firewall on the tested VM allows ping requests.
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Test Scripts

On the Test Scripts tab, click the Add button to specify what tests should be performed for a
VM during verification.

= To use a predefined script to verify VMs of common roles, choose the Use predefined
test scripts option and select a necessary script from the list.

= To provide a custom script, select the Use the following script option. Enter the name
of the script to be run, path to an executable script file and arguments that should be
passed to the script. You can use the following variables as arguments: %vm_ip% - IP
address of a virtual lab VM and %vm_fqdn% — a fully qualified domain name of a virtual
lab VM.

To edit scripts, select it in the list and click the Edit button. To delete a script, select it in the list
and click the Delete button.

Note: If a VM performs several roles running a number of applications at once, you can verify their
work by adding several verification scripts. For such VMs, it is recommended to specify
maximum startup timeouts and allocate the greatest amount of memory.

Step 6. Specify Additional Job Settings

Using the Notifications section, you can select to send notifications about the job result when
a recovery verification job completes.

= Select the Send SNMP trap check box if you want to receive SNMP traps. SNMP traps
will be sent if you configure SNMP settings in Veeam Backup & Replication and on the
recipient’s computer. To learn more, see the Specifying SNMP Settings section.

= Select the Send email notifications to the following recipients check box if you want
to receive notifications by e-mail. In the field below, specify a recipient’s e-mail address.
You can enter several addresses separated by a semicolon.

E-mail notifications will be sent only if you configure general e-mail notification
settings in Veeam Backup & Replication. To learn more, see the Specifying E-Mail
Notification Settings section.

New SureBackup Job
Settings
ﬁ Choogze DR verification job zeftings.
Mame “Job results

: Job sesgion resultz are zaved in SureBackup job zession histow, and logged to Windows Event
Wirtual Lab Lag onh Yeesam Backup server. In addition, you can configure email and SMMP natifications.

Application Graup I Send SNMP =T

¥ Send email notifications ko the following recipients:
Backup Jobz

Iadministratnr@veeam.com
_ Wou can specify multiple recipients separated by semicolon.

Scheduls

Sumrnary

< Previous | Mext » I Fitirzhy Cahicel
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Step 7. Specify Job Schedule

The Schedule step of the wizard allows you to choose to manually run the created job or
schedule the recovery verification job for specific time — for example, after the
corresponding backup job completes.

To specify the job schedule, select the Run the job automatically check box. If this check box
is not selected, the job is supposed to be run manually.

You can choose to perform the job at specific time on defined week days or monthly.

To avoid interference with the corresponding backup job, select the If some linked backup
jobs are still running, wait up to ... minutes and define a necessary timeout.

Note: If a backup job linked to a SureBackup job is started while this SureBackup job is still running,
the SureBackup job will be automatically stopped.

New SureBackup Job E3
Schedule
g Specify zcheduling zettings if you want this SureBackup job to run perodically in an automated fashion.
Mame ¥ Fun the job automatically
o ily at: 120040 = g - |
Vitual Lab Draily at: I j Il:-n week-dayz J [aps...
 Monthly at: 10:00 PM = |Fourth | |Saturd b Months... |
Application Group e I :I I o J I S J e
Backup Jobs
“wait for backup jobs
Settings ¥ If some linked backup jobs are still running, wait for up to: |18|:| 3: minutes
Summary

< Previous | Mext » I Fitirzhy | Cahicel

Step 8. Review Job Summary and Finish Working with Wizard

Review the summary of the created recovery verification job. Select the Run the job when |
click Finish check box to start the created job right after you finish working with the wizard;
then click Finish.
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Viewing Recovery Verification Job Statistics

When a recovery verification job is running, you can monitor how tests for verified VMs are
performed and see their results in the real-time mode. To see the status of VM tests, right-click
a necessary recovery verification job and select Realtime Statistics from the shortcut menu.

dc verification job Session 11/29/2010 3:52:42 AM
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The Verification Job Session window displays statistics for all VMs that are started during the
recovery verification job — VMs from the application group in the specified order, and VMs
from the linked backup job. For your convenience, these VMs are marked with different icons.

The recovery verification process includes the following steps:

1. Getting virtual lab configuration. Veeam Backup & Replication gets information about
configuration of the virtual lab where verified VMs should be started.

2. Starting virtual lab routing engine. Veeam Backup & Replication starts a proxy
appliance used as a gateway to provide access to the virtual lab.

3. Publishing. Veeam Backup & Replication creates an NFS-datastore with a VM backup and
registers it on the selected ESX server. Veeam Backup & Replication does not deploy the
whole VM from the backup file, it deploys VM configuration files only. Virtual disks are
deployed per force and per required data blocks.

4. Updating configuration. Veeam Backup & Replication updates configuration files for
VMs that should be run in the isolated network.

5. Registering. Veeam Backup & Replication registers the verified VM on the selected ESX
host.

6. Configuring DC. If a verified VM has the Domain Controller or Global Catalog role, the VM
is re-configured.
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7. Powering on. Veeam Backup & Replication powers on the verified VM in the isolated
network.

To be able to perform tests for a verified VM without errors, Veeam Backup & Replication
needs to know that the VM is ready for testing. To determine this, Veeam Backup &
Replication waits for the VM to reach a "stabilization point"— that is, waits for the VM to
boot completely and report it is ready for tests. After the stabilization point has been
established, Veeam Backup & Replication can start performing heartbeat tests, ping tests
and running test scripts against the VM.

Veeam Backup & Replication establishes the stabilization point with the help of VMware
parameters that it gets from the VM. Depending on the VM configuration, it uses one of
the three algorithms to do that:

®  Stabilization by IP. This algorithm is used if the VM has VMware Tools installed, there
are NIC(s) and mapped network(s) for these NIC(s). In this case, Veeam Backup &
Replication waits for an IP address of the VM for mapped networks, which is sent by
VMware Tools running in the VM. The sent IP address should be valid and should not
change for a specific period of time.

® Stabilization by heartbeat. This algorithm is used if the VM has VMware Tools installed
but there are no NIC(s) and mapped networks for them. In this case Veeam Backup &
Replication waits for a corresponding heartbeat signal (Green or Yellow) to come from
the VM. As well as in the first case, the signal is sent by VMware Tools running in the
VM.

® Stabilization by Maximum allowed boot time. This algorithm is used if the VM has
neither VMware Tools installed, nor NIC(s) and mapped networks for them. In this
case, Veeam Backup & Replication will simply wait for the time specified in the
Maximum allowed boot time field, which is considered to be a stabilization period
for the VM. Once this time interval is exceeded, Veeam Backup & Replication will
consider that the VM is successfully booted and is ready for testing.

Note: The stabilization process cannot exceed the value specified in the Maximum allowed boot
time field. If the stabilization point cannot be determined within the Maximum allowed boot
time, the recovery verification process will be finished with the timeout error. For this reason,
you should be careful when specifying this value — typically, the VM started within the frames
of a SureBackup job requires more time to boot if compared to a regular VM startup. When
such an error situation occurs, you will need to increase the Maximum allowed boot time
value and start the job once again.

Once the stabilization point has been established, Veeam Backup & Replication runs ping,
heartbeat tests and performs test scripts against the verified VM.

8. Pinging. Veeam Backup & Replication checks if the VM responds to the ping requests or
not. If the VM has no NIC(s) and mapped networks for them and/or has no VMware tools
installed, the ping test will not be performed, and a notification will be written to the
session details.

9. Performing heartbeat test. Veeam Backup & Replication checks whether the VMware
Tools heartbeat signal (Green or Yellow) is coming from the VM or not. If the VM has no
VMware Tools, the test will not be performed, and a notification will be written to the
session details.

10. Application initialization. Veeam Backup & Replication waits for the applications
installed in the VM (for example, SQL Server, web server, mail server) to start. The
application initialization period is defined in the corresponding properties of a
SureBackup job, and by default equals to 120 sec. However, depending on the software
installed in a VM, the application initialization process may require more time than
specified in the SureBackup job settings. If applications installed in a VM are not initialized
within the specified period of time, test scripts can be completed with errors. If such an
error situation occurs, you will need to increase the Application initialization timeout
value and start the job once again.
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11. Running test scripts. Veeam Backup & Replication runs scripts to test whether the
application installed in the VM is working correctly or not. If the VM has no VMware Tools
installed and/or there are no NIC(s) and mapped networks for them, Veeam Backup &
Replication will skip tests that use variables such as %vm_ip% and so on, as the IP address
of the VM cannot be determined.

Test results are written to the session details. To define whether the script has completed
successfully or not, Veeam Backup & Replication 5.0 uses return codes. If the return code is
equal to 0, the script is considered to complete successfully. Other values in the return
code mean that the script has failed.

12. Powering off. After all tests have been performed, SureBackup powers off the verified
VM.

13. Unregistering. Veeam Backup & Replication unregisters the verified VM on the selected
ESX host.

14. Clearing redo logs. Veeam Backup & Replication deletes redo logs that were created to
store changes made to the VM while it is running from the backup file.

15. Unpublishing. Veeam Backup & Replication unpublishes the content of the backup file
on the ESX host.

Once the verified VM is powered on, its name is displayed as a hyperlink. You can click the link
to open the VM console (just like in the vSphere Client) to see what is happening inside a VM,
or perform manual testing. To open the VM console, click the VM name link in the list of
verified VMs.

After the verified VM is started and the application running there is initialized, you can start U-
AIR wizards right from the Realtime statistics window to perform granular application item-
level recovery. To do so, right-click the verified VM and select a corresponding command from
the shortcut menu. Depending on the type of a running VM, you can start the Active
Directory item recovery wizard, Exchange item recovery wizard, or SQL item recovery
wizard.

dc verification job Session 12,/1,2010 6:47:39 AM
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Note:

If some VM fails to be verified automatically, once it is powered off, you can start it by right-
clicking it in the list and selecting the Start command from the shortcut menu. If the
application group has already been powered off by that time, it will be started again. After
that, you can open the VM console and perform verification and testing manually.

To define whether the script has completed successfully or not, Veeam Backup & Replication

5.0 uses return codes. If the return code is equal to 0, the script is considered to complete
successfully. Other values in the return code mean that the script has failed.

Creating SureBackup Session Reports

Veeam Backup & Replication 5.0 allows you to generate HTML reports with statistics on a
performed SureBackup job, a separate job session and multiple jobs sessions.

A report generated for a job contains detailed data on job sessions: job status, start and end
time and details of the session performance, as well as the status of verified VMs and test
results.

Created by Veeam Backup and Replication
12/2/2010 5:27:03 AM

DRV: dc verification job

Created by B5' Administrator at 10/12/2010 5:46:17 AM.

Session Details

Status SuCCess Start time 11/2/2010 2:13:47 AM | Details
11722010 2:13:50 AM Getting virtual lab configuration
1122010 2:14:55 AM Starting virtual lab routing engine
Total tasks L End time 11202010 35025 | 11/2/2010 8115220 AM bS-de: Publishing )
AN 11/2/2010 8:15:30 AM bS-do: Updating configuration

11/2/2010 2:15:42 AM bS-do: Registering
1122010 2:24:34 AM bS-dc: Configuring DC
11/2/2010 8:24:45 AM bS-do: Configuring networks
1122010 2:26:57 AM bS-do: Poweting on (IP address: 172.31.1.68,
Processed tasks 1 Duration 643:36:38 network: 172,31.0.0, mask 255.255.0.0, gateway: 172.16,11,36)
11/2/2010 8:27:00 AM bS-do: Heartbeat test
1122010 2:27:01 AM bS-dc: Pinging

. 11/2f2010 2:29:02 AM bS-do: Application initizlization
Successful tasks 1 Warning tasks 0 11/2/2010 8:28:03 AM b3-dc: Runring test scripts
1122010 2:29:03 AM Domain Controller script, path
- - WmnConnectionTester.exe, ErrCode 0
Failed tasks |0 Skipped tasks 0 11/29/2010 %49:26 AM b5-de: Powering off
11292010 3:49:37 AM bS-dc: Unregistering
11292010 2:49:48 AM bS-do: Cleaning up redo logs
Progress 100 % 11/29/2010 34948 AM bS-do: Unpublishing
11292010 3:50:02 AM Stopping wirtual lab routing engine
11/29/2010 3:50:25 AM Job finished

Wirtual machines status

¥YM name Status Start time End time Heartbeat test Ping test Custom script test

bS-dc Success | 11f2f2010 211247 AM | 11/29/2010 3:49:48 AM | Success Success | Domain Controller script, Path:
WmConnectionTester.exe, Args: 172.31.1.68 389,
Result: Success

You can generate the following reports:
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= Job report. This type of report contains data on all sessions initiated for a specific
SureBackup job. To make up a job report, right-click a necessary job in the list and select
HTML Report.

= Session report. This type of report contains data on a single job session. To make up a
session report, click Sessions under the SureBackup node, right-click a necessary
session in the list and select HTML Report.

= Multiple session report. You can also generate a report for a number of random job
sessions. To make up a multiple sessions report, click Sessions under the SureBackup
node and select necessary sessions (use the Ctrl and Shift keys to select a number of
sessions). Then select the HTML Report command from the shortcut menu. The
generated report will contain data on the sessions that have been selected.

Creating XML Files with VM Roles Description

VM roles are described in .xml files stored in the SbRoles subfolder in the product installation
folder. To add a new role, you should create a new .xml file and save it to the SbRoles
subfolder.

xml files describing VM roles have the following structure:

<SbRoleOptions>
<Role>
<SbRole>
<Id>4CDC7CC4-A906-4de2-979B-E5F74C44832F</ld>
<Name>Web Server</Name>
</SbRole>
</Role>
<Options>
<SbVerificationOptions>
<ActualMemoryPercent>100</ActualMemoryPercent>
<MaxBootTimeoutSec>300</MaxBootTimeoutSec>
<ApplInitDelaySec>120</ApplnitDelaySec>
<TestScripts>
<TestScripts>
<TestScript>
<Name>Web Server</Name>
<Type>Predefined</Type>
<TestScriptFilePath>VmConnectionTester.exe</TestScriptFilePath>
<Arguments>%bvm_ip% 80</Arguments>
</TestScript>
</TestScripts>
</TestScripts>
<HeartbeatEnabled>True</HeartbeatEnabled>
<PingEnabled>True</PingEnabled>
</SbVerificationOptions>
</Options>

</SbRoleOptions>

Available XML tags are described in the table below.

Required/ Description
Optional
<SbRoleOptions> Required Encapsulates the VM role file.
<Role> Required Parent tag for a role assigned to a VM.

<SbRole>, <ld> and <Name> are
children of this tag.

<SbRole> Required Encapsulates basic information for a VM
role - ID and name.

<ld> Required A unique identifier of a VM role.
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<Name> Required Name of a VM role that is displayed in
the roles list on the Role tab.

<Options> Required Parent tag for startup and test script
options to be used for the defined role.
<SbVerificationOptions>,

<ActualMemoryPercent>,
<MaxBootTimeoutSec>,
<ApplnitDelaySec>, <TestScripts>,
<Name>, <Type>, <TestScriptFilePath>,
<Arguments>,<HeartbeatEnabled>,
<PingEnabled> are children of this tag.

<SbVerificationOptions> Required Encapsulates options data for a VM role.

<ActualMemoryPercent> Optional Percent of the original memory level set
for a production VM that should be pre-
allocated to a verified VM on the system

boot.

<MaxBootTimeoutSec> Optional Maximum allowed time to boot a VM.

<ApplnitDelaySec> Optional Maximum allowed time to initialize an
application inside the VM.

<TestScripts> Optional Encapsulates test script data fora VM
role.

<Name> Optional Name of a VM role to be displayed on
the Test Scripts tab.

<Type> Optional Type of the test script — Predefined or
Custom

<TestScriptFilePath> Optional Path to an executable file with a test
script to be performed. Can be absolute
or relative.

<Arguments> Optional Arguments to be passed to the script.

You can use two variables here:

- %vm_ip% - IP address of a virtual
lab VM

- %vm_fqdn% — a fully qualified
domain name of a virtual lab VM

<HeartbeatEnabled> Required Should the heartbeat test be enabled for

this VM role: True or False.

<PingEnabled> Required Should the ping test be enabled for this
VM role: True or False.
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Performing Universal Application Item-Level Restore

Veeam Backup & Replication 5.0 offers a new technology — U-AIR, or Universal Application
[tem-Level Restore, that allows you to restore individual items from any virtualized application
— Active Directory, Microsoft SQL, Microsoft Exchange and many others. U-AIR does not
require any special backups or additional tools - it starts an application and all components
required for its proper work in the isolated virtual lab, and connects to the application using its
native tools so that users can restore items they need.

For such applications as Active Directory, Microsoft SQL and Microsoft Exchange, U-AlR is a
wizard-driven process — that is, you can restore necessary items from applications using
Veeam'’s wizards. For other applications, U-AIR is user-driven — that is, Veeam Backup &
Replication 5.0 starts the application and all required components in the virtual lab so that
users can connect to that application and restore items themselves.

U-AIR wizards are not tied to Veeam Backup & Replication 5.0 — these are standalone
components that can be downloaded, installed and updated independent of the product
release. You can install U-AIR wizards on any machine in the production environment.

As a restore procedure requires specific knowledge and is commonly performed by
application administrators or users working with these applications, the U-AIR process is
distributed between two roles:

e Application administrators or users submit requests for virtual labs in which the
required application should run, wait for the request to be approved, and perform the
application item-level restore itself when the lab is ready.

e All submitted requests are registered at the Veeam Backup Enterprise Manager server.
Portal administrators working with Veeam Backup Enterprise Manager make sure that
users who submitted requests are eligible to access the corresponding application’s
data backup. After that, they approve or reject lab requests, and select necessary
backups and virtual labs where restore should be performed.

To help users who requested virtual labs monitor the state of their request, Veeam Backup &
Replication 5.0 offers a special tool — Virtual Lab Manager. Virtual Lab Manager runs on the
machine from which the request has been sent and connects to Veeam Backup Enterprise
Manager to notify users about the state of their requests. When the request is approved or
rejected, a virtual lab is ready or its time elapses, Virtual Lab Manager displays a message
hovering over its icon in the system tray.

Virtual Lab Manager is launched once the virtual lab request is submitted and continues
running in the background even when the New Virtual Lab Request wizard is closed. Beside
monitoring the state of your requests, you can Virtual Lab Manager it to create new virtual lab
requests, open ready virtual labs and dismiss unnecessary requests.

= ¥irtual Lab Manager E

Active requests:

M arme Remaining

de. b5 lozal

Mew Lab >

Pending Mot ready Created by VEEAMMAdministrator at 1...

Open
Extend >
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:

Hide
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Note:

Note:

Recovering Objects from Active Directory Backups

Using the Active Directory Restore wizard, you can quickly restore deleted or modified Active
Directory objects such as user accounts and groups, or recover individual attributes from AD
backups to your production Active Directory.

To enable object restore from Active Directory, Veeam Backup & Replication 5.0 starts an
isolated virtual lab from the selected SureBackup job and runs there a Domain Controller from
the selected backup. The virtual lab should be configured beforehand and should contain all
necessary VMs on which Active Directory is dependent, such as DNS server (if the Domain
Controller itself does not perform the role of the DNS server). The Active Directory restore
wizard connects to the production Domain Controller and the Domain Controller in the virtual
lab, compares the current state of Active Directory with that from the backup, and lets you see
what data has been changed or deleted so that you can recover it in its initial state.

Veeam Active Directory wizard works with objects in Domain Partition and can restore the
following types of deleted or moved objects: User, InetOrgPerson, Group, Computer, Contact,
Printer, Organizational Unit, Container. You can also restore attribute values of these class
objects: User, InetOrgPerson, Group, Computer, Contact, Printer, Organizational Unit, Container,
Shared Folder.

When the Domain Controller starts in the virtual lab, it is first booted in the Directory Services
Restore mode, and then automatically rebooted into a normal mode.

To recover individual objects or attributes, you have to perform the following actions:
e C(Create arequest for a new virtual lab
e  Wait for the virtual lab request to be approved

e Perform item-level restore

Creating Lab Request

To create a new Active Directory lab request, use one of the following options:

e Select Tools > Application Item Restore > Microsoft Active Directory from the
main menu of Veeam Backup & Replication 5.0.

e C(lick the Restore button on the toolbar, select Application Item and click Next. At
the Select Application step of the wizard, choose Microsoft Active Directory and
click Next.

As a result, the New AD Virtual Lab Request wizard will be started. Follow the wizard steps.

The Active Directory wizard is not installed by default with Veeam Backup & Replication 5.0.
When you start it for the first time using one of the options mentioned above, Veeam Backup
& Replication 5.0 will offer you to download and install it. Alternatively, you can download it
from www.veeam.com web site and install it on any machine in your production environment.

Step 1. Specify Lab Description and Time Span to Run a Lab

Specify a description for the created lab request. By default, the following description is
initially provided for the created job: time at which the lab request was created and user who
created the request.

At the bottom of the window, specify the time span for which you want the created lab to run.
Use time links to set a necessary period of time. By default, the virtual lab will be up for 30
minutes.
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[New ual Lab Request
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< Prewvious | Mext » I Fitirzhy | Cahicel
Note: Once the time span set for the virtual lab elapses, you will be notified about that via Virtual Lab

Manager. You can extend the time span for lab running by clicking the Extend button in
Virtual Lab Manager without having to issue a new lab request.

Step 2. Specify Domain Controller

Enter a DNS name or IP address of a virtualized Domain Controller you are using in your
production environment.

Enter a user name and password of the account you are planning to use to connect to Active
Directory. You can use the account under which you are currently logged on to Active
Directory, or specify another account.

Click the Connect button. Veeam Backup & Replication 5.0 will resolve the Domain Controller
name and connect to it.
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ENEW AD ¥irtual Lab Request

Domain

s Specify DNS name or IP address of vitualized domain controller from your production. IF all of your domain contrallers are virtual,
+ simply specify the domain narme and Yeeam Backup will resolve the domain contraller name autarnatically.

Mame Enter DNS name or IP address:

I
Choogze uzer account bo connect o Active directon with, vou can uge pou currently logged

Restore Point oh account, or specify credentials for a different account. The selected account rust have
y sufficient permiszions to create or update the restored objects.

Surnmar
o " Use the cunently logged on account

{* ge the follawing account:

[REREN Idck&dminislralor Browse... |

Pazzword: |ou"

“Reszolved DC

DMS name: dc.b5.local

|IP address: 172.16.1.68
)
" Global catalog: Yes

< Previous | Mext » | Fitirzhy Cahicel

Step 3. Select a Restore Point for Active Directory Backup

From the list of available restore points, select the one when Active Directory was in the
desired state, for example, before some objects were deleted. You can select the latest
performed backup, last Friday night backup or a backup preceding a specific date.

B ~vew AD virtual Lab Request

Restore Point

ﬁ 3 Select restore point bo start this virtual lab to from the list of available points.
Marne Desired restore point;
&' Latest backup
Damain

= Last Friday night backup

_ " Last backup prior to the following date and time:

Drate: Tirme:

EN october. 2010 A [e322em =

Sun Mon Tue Wed Thu Fr Sat
6 27 28 29 W 1 2

2 4 5 B 7 8 3
1 11 B 12 14 15 16
17 018 19 20 21 2 23
24 25 2% 7 B 2 W
M1 2 3 4 85 B

[ Today: 10/12/2010

Sumrnary

< Previous | Mext > I Finizh Cancel
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Step 4. Submit the Lab Request

Review the virtual lab request settings and submit the request. As soon as you click the Finish
button, Veeam Backup & Replication 5.0 will register the request at the Veeam Backup
Enterprise Manager server, and Virtual Lab Manager will start monitoring this request.

'New AD ¥irtual Lab Request

v/ Summary
r =
ﬁ" - Flease review the AD vitual lab request parameters pou have specificed. After pou click. Finish, your AD virtual lab request wil

w be submitted.

Marne Your request will be submitted with the following parameters:
_ DMS mame: do.bblocal
Dormair IP address: 172.16.1.68
| Jzer name: bB\Administrator
Eestare Paint Duration: 30 min

Restare point date: 10412/2010 4:33:00 Ak

_ Drezcription; Created by WEEAM A dminiztrator at 101242010 4:27.34 AM.

The wizard will cloze after vour click Finish, but the system tray application will natify you once your
reguest has been approved and the virtual lab iz ready for use.

< Previous HiEst > Firizh | Cahicel I

Approving Virtual Lab Requests

All virtual lab requests submitted by different users are listed on the Lab Requests tab in
Veeam Backup Enterprise Manager. Administrators working with Veeam Backup Enterprise
Manager can approve submitted lab requests, reject them or prolong the time for which a
requested virtual lab should run.

Please keep in mind that you should have Portal Administrator rights in Veeam Backup
Enterprise Manager to be able to work with lab requests.

To approve a lab request, select a necessary request in the list and click the Approve...
button. Then follow the Edit Lab Request wizard steps.

Step 1. Review Lab Request Settings

At this step of the wizard, you can review and, if necessary, edit a virtual lab request — for
example, change the time span for which the lab should run. To edit virtual lab request data,
click Edit request link at the bottom of the window.
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Edit Lab Request x
Lab Request al =
Select WM to put in the virtual lab. LEP*
W dc.bS.local
Izsued by: BShAdministrator (]

Date: L6 M v 10/12/2010 |3
Required Duration: 30 % mirn
Description: Created by WEEAM Adrinistrator at 107122010 ;I
1:24:04 AM,
Cancel edits
| = Previous Mext = Cancel

Step 2. Select a VM from the Backup

Select a backed up VM from which you want to restore Active Directory objects. The list of
backed up VMs is formed automatically depending on the name of a VM specified at the
previous step of the wizard — in our case, dc.

Edit Lab Request *
Backup Al =
Select backup to use if WM is processed by more than one job, LEF]“
Backups:

Y name Backup server Festore points
dc b5-hackup 3

Selected ¥YM details

DMS narme: do.bs. local
IP address: 172.16.1.68

= Previous Mext = Cancel

Step 3. Select a Restore Point

Select the restore point when Active Directory was in the desired state. The list of restore
points is formed depending on the choice of the user who submitted the virtual lab request.
For example, if the user selected the Last Friday night backup, all restore points created on
the last Friday night will be displayed.

If you want to display all restore points that were created for this VM, select the Show all
available restore points check box.
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Edit Lab Request x
Restore Point al —E
Select date and time to restore VM o, LEP*

Festore paint:
Backup date

10/11/2010 10:01:21 PM
10/10/2010 9:47:04 A%
10/09/2010 5:56:14 Al

¥ Show all available restore points

= Previous I Mext = J Cancel

Step 4. Select the SureBackup Job to Be Used

Select one of the existing SureBackup job that you want to run to create an isolated sandbox
in which Domain Controller(s) from the selected backup should be started. The application
group and virtual lab used by this Surebackup job will be displayed in the Selected Job
details section.

By default, the list of jobs displays only those jobs that contain the selected virtual Domain
Controller. If you want to display all SureBackup jobs that were created, select the Show all
available SureBackup jobs check box.

Edit Lab Request x
SureBackup Job al =
Select SureBackup job to use for provisioning the lab. The job must contain LEP*
required Wi,
Jobs:
Job name Job state
D _SureBackuplob Stopped

Selected Job details

Application group: AppGroupz
Yirtual Labe dc_lab

™ Show all available SureBackup jobs

= Previous Mext = Cancel

Step 5. Approve the Lab Request

Review the settings you have configured for the virtual lab and click Finish. Veeam Backup &
Replication 5.0 will initiate the selected SureBackup job, start the virtual lab and restore
Domain Controller into it. Once the virtual lab is ready, it will send a notification to Virtual Lab
Manager so that the user who requested the virtual lab can start restoring Active Directory
objects.
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Edit Lab Request x
Summary Al —E
Please review the lab request settings. LEP*

Yirtual machine: dc

Foint date: 10/12/2010 5:01:21 AM

SureBackup job: DC_SureBackuplob, date: 10/12/2010 8:25:04 AM
Request has been verified with status: Success

= Previous I Finizh J Cancel I

Declining Virtual Lab Requests and Prolonging Virtual Lab
Existence

Using the Lab Requests tab in Veeam Backup Enterprise Manager, you can also decline virtual
lab requests and prolong the time for which a created virtual lab should run.

e Todecline alab request, select it in the list, click the Reject... button and enter the
reason for declining the request. The user who submitted the request will be notified
about it via Virtual Lab Manager.

e To prolong the time span for which the lab should run, select it in the list and click the
Prolong... button.

Performing Item-Level Restore

Once the virtual lab has been created and is running, you will be notified about it via Virtual
Lab Manager and can start restoring necessary Active Directory objects.

Using the Active Directory wizard, you can either restore objects that have been deleted, or
recover object attributes that have been changed.

Step 1. Open the Virtual Lab Request Wizard

Click the Open button in Virtual Lab Manager to bring up the New Virtual Lab Request
wizard and make sure the virtual lab is ready.
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B ~vew AD virtual Lab Request
T‘-JB- Lab Status

Iﬁ'-‘ Fleasze wait while your AD virttual lab iz being prepared.
*

Lab statuz:  Heady

DL Your request haz been approved and the virtual lab is now ready for uze.
Froperty
Review Wirtual lab parameters:
WM name: do
Surnmnary Restare point: 10122010 1:17:51 P

Dwration: 04:00.00

IP addreszs: 172.31.1 68
Gateway: 17216.11.36
Subhet mask: 255.286.0.0
Subnet; 172.31.0.0

Cancel thiz request

< Prewvious | Mext » I Fitirzhy Cahicel

Step 2. Select Objects to Restore

Select the object you want to restore or which attributes you want to recover.
Tip: To quickly find a necessary object, use the search field at the bottom of the window.

= Objects that have been deleted and no longer exist in the production Active Directory
are marked with the (DELETED) word appended to them. Objects that have been moved
are marked with the (MOVED) word appended to it. To restore such objects, select them
in the tree and click Next. You can select several objects using SHIFT and CTRL keys on
the keyboard.
To learn about object recovery, see Scenario 1 below.

= To recover attributes of objects that still exist in the production Active Directory, select

them in the tree and click Next. To learn about attributes recovery, see Scenario 2
below.
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'E_New AD ¥irtual Lab Request

_ AD Dbject
- Select an Active Directory object you want to restore. If the selected objects still exists in the production Active Directory, pou wil
w be able to select individual attibutes to restare.
Lah Status Active Directory az of 10412/2010 1:17.51 PM ] E
_ Select object to restore:
-3 w1
Property [ Builtin
[ Computers
Feview (2] Domain Controllers
(2 Exchange Restore
Summary [ FareignSecurityPrincipals

[ Infrastructure

|| Microzoft Exchange System Objects
[ ] NTDS Quotas

| System

-]

Adam. Smith
Robert.Jonhzon [DELETED)
B2, Sam

= Fepe i an obiect name fo zearch for Q_ ‘

<F'revious| Mext » I Fitirzhy Cahicel |

Scenario 1. Restoring a Deleted or Moved Object

This scenario describes the procedure of restoring Active Directory objects that have been
deleted or moved.

Veeam Backup & Replication 5.0 does not restore passwords for user that have been deleted
and restores user accounts in the disabled state. To enable user accounts, select the Enable
users check box. In this case, after you restore users to the production Active Directory, user
accounts will be enabled right after the restore procedure is complete.

-ENEW AD ¥irtual Lab Request E3

~ Review

ﬁ 3. Pleaze review the restare settings. After you click Mest, the selected object and properties will be restared into production Active
+ Directory.

Lab Status ¥ Enable users

AD Object Restored objects:
Raobert.Jonkzon [DELETED]

Froperty

Summary

< Previous | Mext > I Finizh Cancel
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Note:

Note:

Once you click Next, you will be asked to provide a new password. If you are restoring several
users at once, you can provide the same password for all of them by selecting the Use for all
restored users check box.

Passwords are requested only if you have selected the Enable users option.

Bl New AD virtual Lab Request

| Summary
&V - Flease review the restore results. Click Finigh to exit the wizard, or go back to AD Object step to restore another object.

3

Lah Status W ame [ Tupe | Restore resul I
AD Object
Praperty '. Set Password

Fleaze enter new pazsword for user ‘Robert Jonhson [DELETED]'
Resiewm

T

™ Use for all restared users

Cahicel |

Change Credentials. .. |

< Previous | et > | Finigh | Cancel I

Click Next, then review the settings of a restored object. Once you click OK, the object will be
restored to the production Active Directory.

Veeam Backup & Replication 5.0 does not restore passwords for computer accounts you
recover. To finalize computer account recovery once work with the Active Directory wizard is
completed, you will have to enable restored computer accounts and re-join to domain
computers whose accounts were restored.

Scenario 2. Restoring Attributes of Active Directory Objects

This scenario describes the procedure of restoring attributes of Active Directory objects that
have been modified.

Once you have selected a necessary object and clicked Next, the Active Directory wizard will
display attribute values for the selected object from the Active Directory backup, and the
object existing in the production Active Directory. To display only those attributes that have
changed, select the Show differences only check box.

Select check boxes next to attributes you want to restore.
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'E_New AD ¥irtual Lab Request

) Property

ﬁ - Choose one or more properties you want to restore.

Lab Status Select properties to restare:

AD Dhject M arne | Backup Value | Production ' alue |

userprincipalname  ASmith@b5.local; AdamSmithi@2b5 local;
Resview
Sumrnary
Select Al Clear Al ¥ Shaw differences anly
< Previous | Mext » I Fitirzhy Cahicel

Click Next to review the attributes you selected. Once you click Next, attributes in the
production Active Directory will be replaced with those from the Active Directory backup.

B ~vew AD virtual Lab Request

) Review
ﬁ 3 Fleasze review the restore settings, After you click Nest, the selected object and properties will be restored into production Active
« Directary.

Lab Status

AD Object Restared object:
Jdam. Smith

Property

e e

uzerprincipalname

Sumrnary

< Previous | Mext » I Fitirzhy Cahicel
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Tip:

Specifying Veeam Backup & Replication Options

This section provides a detailed description about general Veeam Backup & Replication
options.

Specifying E-Mail Notification Settings

With Veeam Backup & Replication 5.0, you can select to receive e-mail messages in case of
success or failure of a created backup or replication job. To be able to receive e-mail
notifications, you should configure general e-mail notification settings and select to receive a
notification when creating a corresponding job.

To be able to receive e-mail notification about all performed jobs at once, use Veeam Backup
Enterprise Manager. To learn more, see the Veeam Backup Enterprise Manager section.

Configuring General E-Mail Notification Settings

To configure general e-mail notification settings, select Tools > Options... from the main
menu. Select the Enable e-mail notification check box and specify e-mail notification
settings:

1. Inthe SMTP Server field, enter the DNS name or IP address of the SMTP server that
will be used for sending e-mail messages.

2. Use the Advanced... button to specify user credentials and connection options —
port number and connection timeout.

3. Inthe From field, specify the e-mail from which e-mail notifications should be sent.

4. Inthe To field, specify the recipient address(es). Use semicolon to enter multiple
addresses.

5. Inthe Subject field, specify the subject for a sent message. You can use two variables
in the subject: %Job Name% and %Job Result%.

6. Select the Notify on success, Notify on warning and/or Notify on failure check
boxes to receive e-mail notification in case a job is run successfully, not successfully
or with a warning.

Dptions E3

E-mail Settings |SNMF' Settings | Motifications | Advanced |

IV Enable e-mail notification

Server zettingz
SMTP server

|1S2.158.11.12 Advanced... |

E-mail zettings

From:

Ibackup@veeam.cnm

Tao:

Iadministlatnl@veeam.com

Subject:

IJDb HlobMame® completed: %.JobResults

I Notifty on success Send Test Message |

¥ Matify an warming
v MHatify an Failure

oK. I Caticel Apply
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Veeam Backup & Replication 5.0 allows sending a test e-mail to check if all settings have been
configured correctly: click the Send Test Message button to receive a test e-mail.
Configuring Job Notification Settings

To configure job notification settings:

1. Atthe step of specifying destination for the created job, click the Advanced...
button.

2. Onthe Notifications tab, select the Send email notifications to the following
recipients check box.

3. Inthe field below enter an e-mail to which a notification should be sent. To enter
several e-mails, use semicolon.

Advanced Settings E3

. Backupl Storage  Motifications | vSphereI Advancedl

-Automatic notifications
¥ Send email notifications ko the following recipients:

Iadministrator@veeam. caon

Wou can specify multiple recipients separated by semicolon.

¥ Enable SMMP natifications far thiz job

“Wh notes
¥ Set successhul backup details to this Wi attribute:

INntes

ak I Cancel

Specifying SNMP Settings

Veeam Backup & Replication provides a possibility to monitor execution of backup and
replication jobs using SNMP traps. You can select receive SNMP notifications once each job is
completed and backup or replica is created. SNMP traps can be used to feed data into other
popular system monitors, such as CA Unicenter, BMC Patrol, IBM Tivoli or HP OpenView.

To be able to receive SNMP traps, you should:

= Configure general SNMP settings in Veeam Backup & Replication
= Configure SNMP service properties on the trap recipients’ computers
= Select to receive SNMP settings for a specific job

Configuring General SNMP Settings

To configure general SNMP settings:
1. Select Tools > Options... from the main menu of Veeam Backup & Replication.
2. Click the SNMP Settings tab.
3. Inthe Receiver field, specify an IP address of the SNMP recipient.
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4.
5.

In the field on the right, enter the port number to be used.

In the Community String field, enter the community identifier.

Trap notifications can be sent to 5 different destinations.

" E-mail Settings  SMMP Settings | Nntificationsl .-’-‘«dvancedl

Receiver [192.166.12.1 EN=
Carnrnunity String: Ipublic

Receiver [132188122 =
Community String: Ipublic

Receiver: I ID j
Carnrnunity String: I

Receiver I ID j
Community String: I

Receiver: I ID j
Carnrnunity String: I

(] 4 I Cancel | Apply

Configuring SNMP Service Properties

To configure SNMP service properties on the trap recipients’ computers:

1.

vk N

6
7
8.
9

Install standard Microsoft SNMP agent from the Windows distribution.

From the Start menu, select Control Panel > Administrative Tools > Services.
Double-click SNMP Service to open the SNMP Service Properties window.
Click the Traps tab.

Add the pubilic string to the Community name list and a necessary host name — to
the Trap destinations list.

Click the Security tab.
Make sure the Send authentication trap option is selected.
Add the public string to the Accepted community names list.

Select the Accept SNMP packets from any hosts option.

10. Click Apply and then OK to accept changes.

Specifying SNMP Settings for Jobs

To be able to receive SNMP traps with results for a specific job:

1.

At the step of specifying destination for the created job, click the Advanced...
button.

On the Notifications tab, select the Enable SNMP notifications for this job check
box.
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Advanced Settings E3

. Backupl Storage  Motifications | vSphereI Advancedl

-Automatic notifications
¥ Send email notifications ko the following recipients:

Iadministrator@veeam. caon

Wou can specify multiple recipients separated by semicolon.

¥ Enable SMMP natifications far thiz job

“Wh notes
¥ Set successhul backup details to this Wi attribute:

INntes

ak I Cancel |

Specifying Global Notification Settings

When a job is run, Veeam Backup & Replication 5.0 checks disk space on the backup storage
and on production datastores. If the disk space is below a specific value, a warning will be
displayed. To specify the disk space threshold:

1. Select Tools > Options... from the main menu.
2. Click the Notifications tab.

3. In Backup storage and Production datastores sections, select the Warn me if free
disk space is below N percent options and specify a desired disk space threshold.

Specifying Advanced Settings

Using advanced settings of Veeam Backup & Replication, you can enable legacy processing
backup modes and specify session history settings.

1. Select Tools > Options... from the main menu.
2. Click the Advanced tab.

3. To be able to use legacy backup modes such as VCB-enabled backup and Network
modes, select the Enable legacy processing modes check box. Legacy modes are
left for compatibility with previous versions and can be enabled if you are using ESX
hosts earlier than 3.5.

4. Inthe Sessions section, specify the number of sessions to display in the Sessions list
and the number of sessions to keep in the database.
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Reporting

When a job is being run, jobs statistics and operation data is written to the VeeamBackup
database. Veeam Backup & Replication 5.0 allows viewing real-time statistics on a performed
job and generating HTML reports with statistics on a job, a separate job session and multiple
jobs sessions.

To view real-time statistics for a job being run, right-click the corresponding job in the
information area and select Realtime Statistics from the shortcut menu.

A report generated for a job contains detailed data on job sessions: job status, start and end
time, total number of processed and failed objects, size, performance rate and details of the
session performance (for example, errors that have occurred in the process of operation).
Additionally, it contains detailed data on each object processed within the frames of a job
(that is, a virtual machine).

Depending on the type of data to be covered, you can generate the following reports:

= Job report. This type of report contains data on all sessions initiated for a specific job.
To make up a job report, right-click a necessary job in the list and select H-TML Report.

= Session report. This type of report contains data on a single job session. To make up a
session report, right-click a necessary session in the list and select HTML Report.
A session report can also be generated from the Statistics window. To view job
statistics, right-click a necessary job and select Realtime Statistics. Select a necessary
job session by pressing the Next Session and Previous Session buttons and click the
HTML Report button.

= Multiple session reports. Veeam Backup & Replication 5.0 provides a possibility to
generate a report for a number of random job sessions. To make up a multiple sessions
report, select necessary sessions in the Sessions list (click Backup > Sessions in the
management tree). Use the Ctrl and Shift keys to select a number of sessions. Then
select the HTML Report command from the shortcut menu. The generated report will
contain data on the sessions that have been selected.

Users and Roles

There are three levels of security that can be granted to users who work with Veeam Backup &
Replication 5.0:

e Veeam Restore Operators

e Veeam Backup Viewers

e Veeam Backup Operators

e Veeam Backup Administrators

A security scheme in Veeam Backup & Replication 5.0 is mainly used for work with Veeam
Backup Enterprise Manager. To learn more about security settings in Veeam Backup Enterprise
Manager, see the Specifying Security Settings section of Veeam Backup Enterprise Manager
documentation.

In Veeam Backup & Replication 5.0, security settings are checked for managing (starting and
stopping) jobs and performing the restore operations.
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Role Operations

Veeam Restore Operator Can perform restore operations using existing
backups and replicas.

Veeam Backup Viewer Has the “read-only” access to Veeam Backup &

Replication — can view existing and performed jobs
and review the job session details.

Veeam Backup Operator Can start and stop existing jobs and perform restore
operations.

Veeam Backup Can perform all administrative activities in Veeam

Administrator Backup & Replication.

To specify user security settings:
1. Select Tools > Users and Roles... from the main menu.
2. Click the Add button.

3. Inthe User name field, enter the name of a user or group in the DOMAIN\Username
format.

4. From the Role list, select a necessary role to be assigned: Veeam Backup Administrator
or Veeam Backup Operator.

Security
|dzer or group | Role | Add
fﬁ.&dministratnrs Yeeam Backup Administrator

Edit...

Remove

|Jzer or group: IBUILTIN\Users Browse. .. I

i

Rale: I‘Jeeam Festare Operator j
ok | Canicel |
ak. | Cancel |
Tip: By default, during installation the Veeam Backup Administrator role is assigned to users listed

in the local Administrators group.

Logging

Veeam Backup & Replication 5.0 provides detailed logging of performed activities, initiated
jobs, Backup Agent work and so on. Log files are stored at: %userprofile%\Local
Settings\Application Data\Veeam\Backup (for Windows Vista and higher, log files are stored at:
%userprofile%\AppData\Local\Veeam\Backup).

Veeam Backup & Replication 5.0 keeps a separate log file for each of its components: Veeam
Shell, Veeam Backup Service, Veeam Indexing Service, Veeam vPower NFS Service, Veeam Agents,
Veeam Manager and performed jobs. Please note that logs for Veeam Backup services are
stored under the account that was used to run the service, and logs for Veeam Shell are stored
under the account that was used to start Veeam Backup shell.
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To facilitate browsing to the log files, select Help > Support Information... from the main
menu. As a result, a folder with log files will be opened.

Beside the Veeam Backup & Replication console, log files are also stored on ESX servers in
folder /var/log/VeeamBackup/.

Use log files to submit a support ticket. It is recommended that you send the whole content of
the logs folder to ensure that overall and comprehensive information is provided to the
support team.
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VEEAM BACKUP ENTERPRISE MANAGER

Veeam Backup & Replication 5.0 comes with Veeam Backup Enterprise Manager — a
management and reporting component that allows you to manage multiple Veeam Backup &
Replication installations from a single web console.

In case of an enterprise with distributed architecture when a number of Veeam Backup &
Replication instances are installed on different servers, Veeam Backup Enterprise Manager acts
as a single management point, allowing you to perform backup and replication jobs across the
entire VMware backup infrastructure, and providing enhanced reporting options.

With Veeam Backup Enterprise Manager, you can:

= Manage jobs across a number of Veeam Backup & Replication servers
= View on-going reporting data for all jobs

= Receive e-mail notifications about the status of all jobs

= Search for Windows guest files in current and archived backups

= Centrally monitor license usage and update them

A new distributed architecture of Veeam Backup & Replication 5.0 provides you with a
possibility to create custom backup infrastructure meeting your company needs and manage
backup and replication according to your administrative, business and security requirements
and restrictions. While Veeam Backup Enterprise Manager provides centralized backup and
reporting options, Veeam Backup & Replication servers still make it possible to perform
decentralized backup and recovery. For example, Exchange recoveries can be handled by the
Exchange administrators group, while domain controller recovery requires another skill set,
and is best performed by Active Directory administrators.

Enterprise Manager

Outlmk _| [web

'i | ;vi g 7%

Mew York Londen Munich

Distributed Backup Infrastructure
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Configuring Veeam Backup Enterprise Manager

As soon as you start Veeam Backup Enterprise Manager for the first time, you should configure
it to start working with backup servers. This section provides a detailed description of main
configuration settings you should specify.

First Steps

To start working with Veeam Backup Enterprise Manager, follow the next steps:

1. Install Veeam Backup Enterprise Manager. Veeam Backup Enterprise Manager is
installed as a separate component, either on the Veeam Backup & Replication console
or apart from Veeam Backup & Replication 5.0. To learn more about the Veeam
Backup Enterprise Manager installation, see the Installing Veeam Backup Enterprise
Manager section.

2. Start Veeam Backup Enterprise Manager Web UL. If you are starting Enterprise
Manager Web Ul from the console on which it is installed, double-click the Veeam
Backup Enterprise Manager icon on the desktop or select Programs > Veeam >
Veeam Backup Enterprise Manager from the Start menu. If you are starting
Enterprise Manager Web Ul remotely, use HTTPS address https://host-
name/VeeamBackup (for site on Windows XP 32) and https://host-name:9443 (for site
on other operating systems). As soon as you start Veeam Backup Enterprise Manager
Web Ul, you will be prompted to log on. Enter credentials of a user with local
administrator rights or the user who installed Veeam Backup Enterprise Manager and
click Login.

3. Configure backup server settings. Click the Configuration link at the top right corner
of the main view. Then, click Backup Servers on the left and add all backup servers
you want to manage. To learn more, see the Specifying Backup Server Settings
section.

4. Collect job data for added backup servers. Click the Start Collecting button at the
top of the Backup Servers view to collect data about all backup and replication jobs
from added backup servers. You can also schedule data collection. To learn more, see
the Collecting Data from Backup Servers section.

5. Configure security settings for the Veeam Backup Enterprise Manager. To be able to
work with Veeam Backup Enterprise Manager, the user should be a member of Portal
Administrators or Portal Viewers groups. To configure security settings for Veeam
Backup Enterprise Manager, click the Configuration link at the top right corner of the
window. Then, click Roles and configure groups as required. To learn more, see the
Specifying Security Settings section.

6. Configure e-mail notification settings. To be able to receive e-mail notifications about
the status and details of jobs, click Notification on the left of the Configuration view
and specify e-mail notification settings. To learn more, see the Specifying Notification
Settings section.

Once you have configured these settings, you can start working with managed backup
servers.

Specifying Backup Server Settings

To start working with backup servers, you should add all servers you want to manage to
Veeam Backup Enterprise Manager.

1. Click the Configuration link at the top of the main Veeam Backup Enterprise
Manager view.

2. Click Backup Servers on the left of the Configuration view.
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3. Click the Add... button at the top of the Backup Servers view.

4. Inthe Backup Server Settings window, enter a full DNS name or IP address of the
server you want to add, and provide a server description.

5. By default, an account under which Veeam Backup Enterprise Manager Service is run
is used for an added server. If this account does not have administrative rights on the
server you want to add, select the Use these credentials check box and provide
name and password of the user with administrative rights on the added server.

6. Specify the port used by Veeam Backup Service. By default, port 9392 is used.
7. Click the OK button to add the server.

Backup Server Settings x

DMS narme or IF address of the Yeeam Backup server

backupsry veearn.lab

Server description:

Backup server in Colurnbus ;I
V¥ LUse these credentials:
User name: backupsrd Adrministrator
Password: |"""" |
Fart: Q392
O J Cancel ‘

To edit settings of an added server, select it in the Backup Servers list and click the Edit...
button on the toolbar. Then, edit server connection settings as required.

To delete an added backup server, select it in the Backup Servers list and click the Remove
button on the toolbar.

Collecting Data from Backup Servers

To retrieve data from added backup servers, Veeam Backup Enterprise Manager uses data a
collection job. A data collection job represents a task for collecting information about backup
and replication jobs from backup servers. Collected data is stored to the SQL backend and can
be accessed by multiple users via the web browser.

Veeam Backup Enterprise Manager provides two options for running a data collection job:

= Running data collection job manually. To run a data collection job manually, click
Backup Servers on the left of the Configuration view and click the Start Collecting
button on the toolbar.

= Scheduling data collection job. To schedule a data collection job, click Backup Servers
on the left of the Configuration view and click the Schedule... button on the toolbar.
In the displayed window, select the Periodically every... option and specify an interval
at which a data collection job should be run.

Data Collection Settings x

Collect statistics from Yeeam Backup servers:

' Manually

' Perindically every: 15 mhinute(s) | w

(8.4 J Cancel I
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Note: When a data collection job is run, data from all added backup servers is collected at once.

Every run of a data collection job initiates a new job session. To view details on job sessions,
click Sessions on the left of the Configuration view. In the list of sessions, select the one you
need and follow the click here link in the Log column.

Log *
q? Refresh | @Expor‘t Excel
Time Type Infor mation
10,/11/2010 11:13:14 PM Success  Starting data collection job...

10/11/2010 11:12:14 PM Success  Job successfully started.

10,/11/2010 11:13:14 PM Success  Refrieving data from bS-backup. ..

10/11/2010 11:13:14 PM Success  Data collection from bS-backup completed successully.
10/11/2010 11:132:14 Pr Success  Data collection job finished.

Cloze

Specifying Notification Settings

To be able to receive e-mail notification about the status of performed backup and replication
jobs, you should configure e-mail notification settings.

1. Click the Configuration link at the top of the main Veeam Backup Enterprise
Manager view.

2. Click Notifications on the left of the Configuration view.

3. Inthe Email server settings section, specify a full DNS name or IP address of the
SMTP server that will be used for sending e-mail messages. Change port over which
you want to communicate with the mail server if necessary. By default, port 25 is
used.

4. (Optional) If your SMTP server requires SMTP authentication, select the Requires
authentication check box and specify authentication credentials: login and
password.

5. If you want to receive daily e-mail notifications, In the Email notifications section
select the Send daily notifications at check box and specify the time at which a
notification e-mail should be sent.

6. Inthe From field, enter an e-mail address of the notification sender.

7. Inthe To field, enter an e-mail address of the notification recipient. To specify
multiple addresses, use a comma.

8. Enter a subject of e-mail notifications. You can use the following variables in the
subject:
%1 — number of jobs that ended with an error for the last 24 hours
%2 — number of jobs that ended with a warning for the last 24 hours
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%3 — number of jobs that ended successfully for the last 24 hours
%4 — number of jobs that ended with an errors for the last session
%5 — number of jobs that ended with a warning for the last session
%6 — number of jobs that ended successfully for the last session

After you configure e-mail settings, you will be able to receive e-mail notifications. A
notification e-mail will contain a report about the number of jobs performed with the
Error, Warning and Success statuses, and provide a link to Veeam Backup Enterprise
Manager Web site so that you can see jobs statistics in detail.

9. If you want notifications to be sent when lab requests obtain some status, select the
Send notifications check box in the Lab request notifications section. Specify
addresses for the e-mail notification sender, recipient, the subject of the e-mail
message and statuses on which the notification should be sent.

Note: To verify if you have configured e-mail settings correctly, use the Test button. Veeam Backup
Enterprise Manager will send a test e-mail to specified e-mail addresses.

Email server settings Save

SMTP server name or address: Port:
192,168,121 25

2 Requires authentication

Uzernarme: YEEAM Adrministrator

Password: sesssese

Job notifications

¥ Serd daily notification at: 05:00 pr | v
Frarm: backup@vesam. com
To: adrministrator@yvesarn, com
Subject: Last 24 hours: %1 Errors, %2 Warrings, %3 | ##
Test

Lab request notifications

¥ Send notifications

Frarm: backupi@weearn.com
To: adrninistrator@wvesarn.com
Subject: Wirtual Lab Status
Matify an ¥ Pending W ready
statuses:
¥ Cancelled ¥ spproved
¥ Failed V! Stopped
Test

Specifying Dashboard Settings

The Dashboard Settings view allows you to customize appearance of Backup Servers
graphs.

To customize graph settings:
1. Click Dashboard Settings on the left of the Configuration view.
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Note:

2. Use the Activity graph scale option to switch between graph types: Linear and
Logarithmic.

3. By default, the Backup Servers graph on the Last 24 hours tab highlights a time
interval for a planned backup window. You can change the width of a backup
window and shift it backward or forward.

By default, the Show backup window check box is selected. If you do not want to
display a backup window on the graph, clear the check box.

4. Select necessary time values in the Backup start time and Backup stop time fields.
5. Click Save to save your changes.
Chart settings
Activity graph scale: &' | ogarithmic
' Linear
V¥ Show hackup window
Backup start time: 0200 prm ¥

Backup stop time: 02:00 am v

Save

Specifying Security Settings

To configure a security scheme for distributed backup infrastructure with Veeam Backup
Enterprise Manager, you should assign roles to users working with the Veeam Backup
Enterprise Manager portal and Veeam Backup & Replication servers.

Veeam Backup Enterprise Manager Roles

Security settings of Veeam Backup Enterprise Manager are used to authenticate administrative
rights for users working with Enterprise Manager Web Ul. To be able to log on to the Veeam
Backup Enterprise Manager Web Ul, the user must be a member of either the Portal
Administrators or the Portal Viewers group.

= Users listed in the Portal Administrators group can work with the main view of the portal
(view on-going reporting data, manage jobs and so on), as well as configure the web
portal settings.

= Users listed in the Portal Viewers group can work with the main view of the portal only,
and cannot specify configuration settings for Veeam Backup Enterprise Manager.

By default, the Portal Administrator role is assigned to users listed in the local Administrator
groups and the user who installs Veeam Backup Enterprise Manager.

To specify security settings for a user or a group of users who should work with the Enterprise
Manager Web Ul:

1. Log on to Veeam Backup Enterprise Manager using an account with local
administrator rights.

2. Click the Configuration link at the top of the main Veeam Backup Enterprise
Manager view.

Click Roles on the left of the Configuration view.
4. Click the Add... button on the toolbar.

In the Account type field, select to which type of account you want the role to be
assigned — User or Group.
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6. Inthe Account field, specify a user account in the DOMAIN\Username format.

7. From the Role list, select a necessary portal role to be assigned — Portal Administrator

or Portal Viewer.
Account X
Arcount type: Lzer 7
ACcount: BACKUPSR Y User
Role: | Portal Wiewer | ~ |
O J Cancel ‘

To edit settings of an added user or group, select it in the list of roles and click the Edit...
button on the toolbar. Then, edit user or group settings as required.

To delete an added user or group, select it in the list and click the Remove button on the
toolbar.

Veeam Backup & Replication Roles

Security settings for the Veeam Backup & Replication server are used to authenticate user
administrative rights for two operations: collecting data from backup servers and managing
backup and replication jobs. Both operations are performed by Veeam Backup Service that
verifies beforehand if the user has rights to accomplish these actions or not.

= To be able to retrieve data from backup servers, the user should be a member of Veeam
Backup Viewers or Veeam Backup Administrators group on the backup server.
Administrative rights should be granted to the account under which the Veeam Backup
Service runs. Or, in case a backup server was added to Veeam Backup Enterprise
Manager with other user credentials, administrative rights should be granted to the
account that was used for adding the backup server.

= To be able to manage backup and replication jobs, the user should be listed in the
Veeam Backup Operators or Administrators group on the backup server.

Note: By default, the Veeam Backup Administrator role is assigned to users listed in the local
Administrators group.
To specify security settings on the backup server:

1. Select Tools > Users and Roles... from the main menu of Veeam Backup &
Replication 5.0.

2. Click the Add button.

3. Inthe User name field, enter the name of a user or group in the DOMAIN\Username
format.

4. From the Role list, select a necessary role to be assigned —Veeam Backup
Administrator, Veeam Backup Viewer or Veeam Backup Operator.
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Security
Iser or group | Fole | Add... I
fﬁ.&dministratnrs Yeeam Backup Administrator

Edit... |
Remove |
|Jzer or group: IBUILTIN\Users Browse. .. I
Rale: I‘Jeeam Restore Operator j
ak | Cancel |
ak. | Cahicel

To edit settings of an added user or group, select it in the list of roles and click the Edit button
on the right. Then, edit user or group settings as required.

To delete an added user or group, select it in the list and click the Remove button on the right.

Managing Licenses from Veeam Backup
Enterprise Manager

Veeam Backup Enterprise Manager collects information about all licenses installed on backup
servers that are connected to it. When Veeam Enterprise Manager replicates databases from
backup servers, it also synchronizes license data — that is, checks if the license installed on the
backup server coincides with the license installed on the Veeam Backup Enterprise Manager
server. If the licenses do not coincide, the license on the backup server will be automatically
updated with that on Veeam Backup Enterprise Manager.

Using the Licensing section of Veeam Backup Enterprise Manager, you can manage and
activate licenses for the whole of the backup infrastructure from a single web console and thus
reduce administration overhead.

To work with licenses for backup servers added to Veeam Backup Enterprise Manager:
1. Click the Configuration link at the upper right corner of the window.
2. Click Licensing on the left.

The upper pane of the Licensing section displays information on each installed license and
used sockets. To update a license, click the Update license button and select a necessary .lic
file.

The lower pane of the Licensing section displays information on all CPU sockets engaged in
backup and replication jobs. You can revoke unused ESX servers from the license — that is, to
re-use the license applied to one ESX server to another ESX server. This may be required if the
ESX server to which the license is applied does not need backup or replication anymore (for
example, in case it is no longer used).

To revoke a server, select it in the list and click the Revoke... button at the top of the section.
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Tip:

Managing Backup and Replication Jobs

Veeam Backup Enterprise Manager acts as a single point for managing backup and replication
jobs from all added backup servers. To view a list of jobs, click the Jobs tab in the main view of
Veeam Backup Enterprise Manager.

You can centrally run jobs from all added backup servers.

= Torunajob, selectitin the list and click the Start job button on the toolbar.
= Tostop ajob, selectitin the list and click the Stop job button on the toolbar.
= Tore-run a job that has failed, select it in the list and click the Retry job button.

To facilitate job search, use the filter at the top of the list. You can filter jobs by one or a
number of filtering criteria: backup server, last job result and job name. Once you have
selected necessary filter criteria, click the Find button to apply a filter to the list.

Viewing Jobs Reporting Data

Along with a possibility to manage backup and replication jobs, Veeam Backup Enterprise
Manager provides a convenient way to work with job data collected from a number of sources
— backup servers. Veeam Backup Enterprise Manager offers a wide range of reporting
options, presenting information about performed jobs in various profiles. Being a common
business requirement to IT infrastructure, reports allow you to get granular information about
jobs created on managed backup servers, and data related to jobs, namely:

= Jobs performed for the last 24 hours

= Jobs performed for the last 7 days

= Data for all performed jobs

= Data for all VMs engaged in jobs

= Data about specific job sessions, and so on

You can both view reporting data on the on-going basis using the web browser, and export it
to files of the Excel format which can be saved for documenting and archiving purposes.

On-Going Jobs Data

Veeam Backup Enterprise Manager displays on-going data for two time periods — data
collected for the last day and data collected for the last week. To see on-going jobs data, click
the Last 24 hours or Last 7 days tab, correspondingly.

To visualize jobs data, Veeam Backup Enterprise Manager uses graphs, informing about time
and date when jobs were performed, and the network throughput rate.

Jobs relating to one backup server are marked with a separate color on the graph. The legend
on the right interprets the color scheme used for all managed backup servers.

Servers

®172.16.11.90
m192.199.72.11
o localhost

Il
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Tip:

Tip:

Beside a graph, the Last 24 hours and Last 7 days views provide information for the following
data related to performed jobs:

= The Summary block reports on the total number of managed backup servers, jobs,
processed VMs and VM templates

= The Data block reports on the average processing speed, total size of processed VMs,
size of backups and the average of compression ratio

= The Last 24 hours/7 days block reports on the total number of jobs, and jobs
completed with different statuses

= The Status block reports on the health status of managed backup servers and Veeam
Backup Enterprise Manager

Yeeam Backup & Replication: Enterprise edition

Summary Data Last 24 hours Status
Backup servers: 3 Processing speed: & MBS @ Total job runs: 26 Backups & oK
Jobs: 4 Source Vs size: 332 0GR @ Successes: 26 Backup servers & oK
WS 12 Full backups: 074.9 R A Warnings: 1] Management server & oK
Templates: 2 Restore points: 4287 GB € Emors: o License & oK
Job Data

To view information about all jobs from managed backup servers, click the Jobs tab in the
main view of Veeam Backup Enterprise Manager.

Every job in the list is described with the following data: job name, type, backup server on
which a job was created, current job state, date of the latest run, date of the next run (if the job
is scheduled) and description.

Beside information presented in the list of jobs, the Jobs tab allows you to view advanced job
data: number of sessions for each job and detailed statistics for a job session.

= To see alist of job sessions, click the job name link in the Name column.

= To see detailed statistics on the last job run, click the state link in the Current State
column.

VM Data

The VM tab provides information about all VMs engaged in performed jobs: VM name, path to
a backup file, number of restore points, backup server to which the job relates, job name and
status of the last job run.

To display detailed information about a VM, click its name in the VM column. To display
detailed information about VM restore points, click a link in the Restore Points column.

Reports Data

The Reports tab of Veeam Backup Enterprise Manager allows you to granulate information for
managed backup servers in the following succession: servers > jobs > job sessions > session
details.

To get the information you need, click the Reports tab. Then, click a necessary link in a
corresponding column of the displayed view.

You can export displayed information to a file of Excel format at any moment of time — to do
so, click the Export Excel button on the toolbar.
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Note:

Searching for VM Guest Files

Veeam Backup Enterprise Manager enables you to perform quick and accurate search for
guest OS files in a backed up VM without the need to restore it. This can be useful, for
example, if a file you need has been deleted on the VM and you want to restore it from a
backup. Once you find a necessary file, you can use Veeam'’s file-level restore to recover the file
from the VM backup.

At present, the search functionality is supported for Windows-based VMs only; however, it will
be expanded to other file systems in future releases.

To be able to perform search within VM image backup, you need to enable file indexing in
properties of a corresponding backup job. When such a backup job is run, Veeam Backup &
Replication creates a catalog, or index, of the VM guest OS files and stores index files on the
Veeam Backup server in the C:/VBR Catalog/Index/Machines/[vm_name] folder. Creation of
index is extremely fast — the search engine works in the background outside the backup
window and has minimal impact on network and VMware environment.

Once the index is created and stored on backup servers, the indexing service on Veeam
Backup Enterprise Manager performs index replication — it aggregates index data for all VM
image backups from multiple backup servers. This consolidated index is stored on the Veeam
Backup Enterprise Manager server in the C:/VBR Catalog/Index/ catalog and is used for search
queries.

—

Veeam Backup

Enterprise Manager Web Interface

=
7

Backup Servers

Veeam Backup Enterprise Manager offers two options of search for guest OS files in indexed
VM backups:

e Browsing through VM guest file system — this option lets you browse inside the
guest file system of a selected VM and perform quick file search through its guest OS
files.

e Performing advanced search — this option lets you search across all backup servers
in your backup infrastructure and quickly find a necessary file in any created VM
backup.

To enable advanced search, you need to configure a search server and add it to
Veeam Backup Enterprise Manager. When performing advanced search queries,
Veeam utilizes Veeam Backup Search — a special tool that installed on a dedicated
Microsoft Search Server. Veeam Backup Search uses Microsoft Search Server
functionality to crawl aggregated index files on Veeam Backup Enterprise Manager
and create a content index on the search server that is used to serve search queries.

Even if VM backups were moved to an external storage device or tape, indexing data for such
VMs still remain in the catalog and will be displayed in search results. You can use the Import
feature in Veeam Backup & Replication to import the backup to the backup server, and then
recover the file.
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Note:

Preparing for File Browsing and Advanced Searching

This section describes what settings and system components you should configure to be able
to use file browsing and advanced search functionality.

First Steps

If you already have Veeam Backup & Replication and Veeam Backup Enterprise Manager
installed, you need to perform the following steps to use the file browsing feature.

1. Enable file indexing in backup job properties. At the Backup Consistency step of
the backup job, enable file indexing for a VM. To learn more, see the Creating a Backup
Job section.

Run the backup job with file indexing enabled.

Perform catalog replication. Open the Search Servers view in Veeam Backup
Enterprise Manager and click the Sync Catalog Now button on the toolbar. To learn
more, see the Performing Catalog Replication and Indexing section.

To enable advanced search, you will have to additionally perform the following steps:

1. Install Microsoft Search Server on a dedicated machine. Veeam Backup & Replication
can work with Microsoft Search Server 2008/Microsoft Search Server Express 2008 and
Microsoft Search Server 2010/Microsoft Search Server Express 2010. Keep in mind that
Microsoft Search Server can be installed on machines running Windows Server only. To
learn more about hardware and software requirements, see
http://technet.microsoft.com/en-gb/library/bb905370(office.12).aspx (for Microsoft
Search Server 2008) and http://technet.microsoft.com/en-gb/library/bb905370.aspx
(for Microsoft Search Server 2010).

2. Install Veeam Backup Search on the machine with Microsoft Search Server. To learn
more, see the Installing Veeam Backup Search section.

3. Add asearch server to Veeam Backup Enterprise Manager. Click Configuration link at
the top of the main Veeam Backup Enterprise Manager view. Click Search Servers on
the left and click the Add button. To learn more, see the Adding a Search Server section.

Performing Catalog Replication and Indexing

Once you have run backup jobs with file indexing enabled, you need to perform catalog
replication to consolidate index files from multiple backup servers. During this operation,
Veeam Backup Enterprise Manager aggregates index data from multiple backup servers and
stores them on the Veeam Backup Enterprise Manager server to enable file browsing and
advanced search.

Catalog replication is performed for VM images with indexed guest OS file systems on all
managed backup servers.

Veeam Backup Enterprise Manager provides two options to perform catalog replication:

e To perform manual catalog replication, select Search Servers on the left of the
Configuration view and click Sync Catalog Now on the toolbar.

e To automatically run catalog replication after every backup job, select Search Servers
on the left of the Configuration view and click Schedule on the toolbar. In the
displayed window, select Automatically after every backup job and specify other
options as necessary.

Every run of a catalog replication job initiates a new job session which can be tracked under

Sessions in the Configuration view. To view detailed information for a specific session, find it
in the Sessions view and click the corresponding click here link in the Log column.
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Note:

Adding a Search Server

If you are planning to use advanced file search across all backup servers in your backup
infrastructure, you should configure at least one search server and add it to Veeam Backup
Enterprise Manager. Search servers are not required if you are planning to perform file
browsing operations only.

The capacity of a search server is limited and depends on the type of search server you are
planning to use. If you have a great number of backup servers and/or require storing index
documents for a long period of time, you may want to deploy a number of search servers. In
this case, the query processing and indexing load will be automatically spread across all
deployed search servers.

To add a search server:
1. Click the Configuration link at the top of the main Veeam Backup Enterprise Manager
view.
Click Search Servers in the left pane of the Configuration view.
Click Add at the top of the Search Servers view.

In the Search Server Settings window, enter a full DNS name or IP address of the
server you want to add (provide a description if necessary).

5. By default, the account under which Veeam Backup Service is running will be used for
the added server. To specify a different account, select Use these credentials and
provide a name and a password of a user with administrative privileges on the search
server.

6. Specify the port used by Veeam Backup Service. By default, port number 9395 is used.

7. Inthe Capacity section, select the type of database server you are planning to use to
set a recommended capacity value for the indexing server. Specify the limit of index
documents to be created. By default, the limit is set to 300,000 documents.

8. Click OK to add the server.

Search Server Settings *

DMS narme ar IP address of the Search server:
searchsry

Server description:

Microsaft Search Server 2010 |
¥ LUze these credentials:
User narme: SEARCHSRWY Adrninistrator
Passwiord ssenen
Fort: 0395

Capacity

Specify backend database server type to set recommended capacity
values for this indexing server.

Server type: |Micrcusaft Search Server |v|

Indes lirnit: 300000

(8.4 J Cancel I

Microsoft Search Server crawls content in the shared VBRCatalog folder on the Veeam Backup
Enterprise Manager server. Therefore, the VBRCatalog folder should be seen to the search
server, and the search server should be granted access to the folder. When you click OK to add
a search server, Veeam Backup Enterprise Manager will verify if required permissions are
granted, and display a warning message if these permissions are not enough.
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To edit the settings of an existing server, select it in the Search Servers list and click Edit on
the toolbar. To remove a search server, select it in the Search Servers list and click Remove on
the toolbar.

Browsing Guest OS Files in VM Backups

After you add a search server and perform catalog replication, you can browse VM backups for
OS guest files. File browsing does not require you to configure and add a search server.
However, in contrast to the advanced search functionality, it allows you to browse and search
for files in the selected VM backup at a specific restore point only.

Last 24 hours Last 7 days Reparts Jobs WMs Requests Configuration
W name: | hS-do .
Browse || Search
Restore point: | 10/11/2010 09:47:00 am[3 | Backup file info Quick search: |ntidr p
Elsuisi) MName Date Modified Size Owner
=D ts and Setti
?Dni“d:mw‘lr Stings sllsnirnl 3/29/2010 9:16:25 AM 003 KB Administrators
G574 Users AUTOEXEC BAT 9/29/2010 11:42:31 &AM 0.00 KB Administrators
@ ] application Data boat.ini 9/29/2010 11:42:31 AM 021 KB Administrators
# [ 1Desktop CONFIG.SYS 9/29/2010 11:42:31 AM 0.00 ke Administrators
@ (JDocuments 10.5Y5 9/29/2010 5:29:17 AM 0.00 KB Administrators
o gDRM MSDOS.5Y5 9/29/2010 5:29:17 AM 0.00KB Administratars
#H [ IStart Menu
MNTDETECT.COM 9/29/2010 11:42:31 AM 46.65 KB Adrinistratol
@ (] Default User #29/2 rinieraors
@ (CLacalSarvics ntidr 0/20/2010 11:42:21 &AM 200,11 KB Administrators
D MNetworkService pagefile.sys 9/30/2010 9:359:55 AM 1.50 GB Administrators
= E9System Yolume Information
14 4 |page| tlor1 ]| b bl | Q@ Displaying 1 - 9 of 8

To browse for guest OS files in a VM backup:

Click the Files tab in Veeam Backup Enterprise Manager.
Click the Browse tab.

In the VM name field, select the VM that you want to browse.

HwnN =

In the Restore point field, select a necessary date of backup and a restore point. Note
that dates when backup of the selected VM was performed are marked green in the
calendar.

As a result, the file tree of the VM as of the selected backup and restore point date will be
displayed. You can manually browse the file tree to find a necessary file, or use the Quick
search field and the top left corner.

Depending on the number of files on the VM, the search may take some time. Results are
presented as a list with entries in the following format:

C\WINDOWS\Folder\file.exe

VM: Virtual Machine

Owner: domain\user

Last modified: 7/8/2010 11:23:49 pm
Size: 1.68 MB

To get detailed data about a file, click the file name link. The file properties window will display
information about the VM containing the file, backup and restore point you can use to recover
the file. You can print out this information by clicking the Print button at the bottom of the
window.
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ntidr ®

File:

e

Last modified: 9/29,/2010 11:42:31 am
Size: 290,11 KB

Y
dc (BUILTINYAdministrators)

Restore point:
10/11/2010 10:01:00 prn

File can be restored from the following backups:

Backup Server Backup Mare
BS-BACKUP dc backup

Prinit OK

Using Advanced Search

Using the advanced search in Veeam Backup Enterprise Manager, you can search for guest OS
files in all VM backups created by different backup servers in your backup infrastructure. The
advances search functionality can only be used in you configure a search server and add it to
Veeam Backup Enterprise Manager.

To perform advanced search, click the Files tab in Veeam Backup Enterprise Manager. Then,
click the Search tab.

| Brawse | Search

Search:  nitldr L Advanced search |+
Location Owner
© Anywhere on Y & Any owner
@ Falder: (w1} Brovwse  This owner:
Last modification time Type
' Nt sure © any docurnent
© ppproximate time: ~ & Known type: THT ~
@ Timebetwsen: | 10/11/2010 (@] and  10/12/2010 |3 ' Extersion:
Backup time Size
0 Latest backup ' ot sure
@ Backups betwesn: |10/11/2010 @] and 10f11/2010 3 & spprovimate size:  Small (10-100KB) v
™ Search imported backups only © Size between: 0 | 2ke | and 0 (ZKE |
Mo matches found
[4 4 lpage 1lot1] b Bl

The Search menu offers the following options:

= Location - select a specific folder on the VM to search in.

= Last modification time - specify approximate time when the file was last modified or
set a time interval.

= Backup time - choose to search through the latest backup of the specified VM or all
backups of the VM created within a certain time interval.

= Owner - select to search for files with a specific owner.
= Type - select to search for files of specific type or with a certain extension.
= Sijze - specify approximate size of file or set a size range.

Page | 169




Veeam Backup & Replication 5.0 | User Guide

Working with Virtual Lab Requests

The Requests tab allows you to approve and reject virtual lab requests, as well as prolong the
time of virtual lab existence as a part of the U-AIR process. To learn more, see the Approving
Virtual Lab Requests section.
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POWERSHELL ACCESS

Veeam Backup & Replication 5.0 comes with PowerShell extension — a snap-in to Microsoft
Windows PowerShell 2.0. Windows PowerShell is a powerful command-line tool that allows
administrators to automate some Veeam Backup & Replication activities. Veeam extends
functionality of Windows PowerShell 2.0, and now administrators may use PowerShell to
automate Veeam backup, replication and copy job creation and editing, VMs restores, replica
failover and other operations.

Before installing Veeam PowerShell snap-in, make sure that Microsoft Windows PowerShell 2.0
is installed on the Veeam Backup & Replication console. To download Microsoft Windows
PowerShell, use the following link: http://support.microsoft.com/kb/968929.

PowerShell uses cmmdlets — simple single-function commands that can be run in the
command-line shell. Cmdlets are specialized .NET classes that implement specific actions.
Veeam PowerShell provides a set of its own cmdlets which correspond to actions you can
perform via Veeam Backup & Replication Ul. Please keep in mind that actions performed with
PowerShell have the same force as actions performed via Veeam Backup & Replication 5.0 —
for example, if you delete some job with PowerShell scripts, the job will be removed from the
VeeamBackup database, and you will not be able undo changes.

Work with Veeam PowerShell cmdlets and scripts in many respects depends on your
imagination, skills and expertise in Windows PowerShell 2.0. To learn more about Windows
PowerShell 2.0 and its basics, use the book by Dr. Tobias Weltner: Microsoft Master-
PowerShell.

Important! Please keep in mind that Veeam support team does not write PowerShell scripts on demand.

Cmdlets operate with objects which they can accept and return. Every object has properties
describing it, and methods that can be performed on it.

For example, the Get-VBRJob cmdlet has the following output:

¥ veeam Backup Powershell Toolkit M=] 3

Welcome to the Ueeam Backup PowerShell Toolkit!?
To find out what commands are availahle. type: Get—-UBRCommand
To show documentation for all available commands: Get—-UBRToolkitDocumentation

Copyright (C> 2018 Ueeam, Inc. All rights reserved.

PE C:sUserssAdministrator.B5> get—whrjob

Last Result Description

Backup Stopped Warning Created by BS5NA. ..
SQL replication Jjob Replica Stopped Success Created by BSNA...

PS5 C:sUserssAdministrator.BS5> _

You can filter and sort results at your discretion using the (where) and (sort) commands (to
learn more about these commands, please refer to Windows PowerShell documentation).
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3 veeam Backup PowerShell Toolkit E=]

PS C:wUserssAdministrator.B5> Get—-UBRJobh | where {5_.Name —eq "SQL replication j
oh'>

Last Result Description

SQL replication jobh Replica Stopped Success Created by B5A. ..

PS5 C:sUserssAdministrator.BS5> _

The result of filtering and sorting can be saved to a variable:

& veeam Backup PowerShell Toolkit 1 ]

PS C:wUsers“Administrator.B5> Get—UBRJob | where {5_.Hame —eq "S$QL replication j

Type Last Result Description

2QL replication job Replica Stopped Success Created by BOSNAL ..

PS C:~Users~Administrator.B5> 5jobh = (Get—-UBRJoh>[@]
PS C:sUserssAdministrator.B5> _

You can get detailed information about the object:

I veeam Backup PowerShell Toolkit
PS C:sUsers“Administrator.BS> 5joh ! gm

TypeName : Ueeam.Backup.Core.CBackupdoh

Name MemberType Definition

Delete Method System.Uoid Delete(>

DizableScheduler Method System.Uoid DisabhleScheduler{>

EnableScheduler Method System.Void Enablefcheduler{l

Equals Method bool Egquals{System.0bject ohj>

FindLastSession Method Ueeam.Backup.Core.CBackupSession FindLastSessi...
Method int GetHaszhCode(2
Method Ueeam.Backup.Model.CBaseSessionInfo+EResult Ge...
Method Ueeam.Backup.Model.CBaseSessionInfo+EState Get...
Method Ueeam.Backup.Core.CObjectIndobhl]l GetObjectsInd...
Method Ueeam.Backup.Model.BackupJohOptions GetOptions<{>

GetScheduleOptions Method Ueeam.Backup.Model.ScheduleOptions GetS8chedule...

GetTargetHost Method Ueeam.Backup.Core .CHost GetTargetHost()>

GetType Method type GetType(

GetUszss0ptions Method Ueeam.Backup.Model.CUssOptions GetUssOptionsd{)

IsStopped Method bool IsStopped()

SetOptions Method System.VUoid SetOptions(Ueeam.Backup.Model.Back...

SetUssOptions Method System.Void SetUssOptions(Ueeam.Backup.Model.C...

ToString Method string ToString(d

Id Property System.Guid Id {get;}

Info Property Ueeam.Backup.Model.CDhBackupdobhInfo Info {get;}

IsScheduleEnabled Property System.Boolean IsScheduleEnabhled {get;>

Mame Property System.8tring Mame {get;>

And call a method or a property of the object, for example, view last session results:
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Important!

3 veeam Backup PowerShell Toolkit E=]

P8 C:~Users“Administrator.B5> 5job.FindLastSession()

State Start Time End Time

| o= @

18112818 168:80:84 PM 181128108 18:58:85 PM

-

Stopped J

FE C:sUzers“Adminiztrator_ BS>

Since Veeam Backup & Replication 5.0 uses Windows PowerShell 2.0, scripts that you have
created with previous versions of Veeam Backup & Replication which used Windows
PowerShell 1.0 may be not working.

In Windows Vista and later, you must run PowerShell with elevated permissions if you are
already an administrator and User Account Control (UAC) is enabled. To run PowerShell under
elevated permissions in Windows Vista and later, right-click its shortcut and choose Run as
administrator.

If you're logged on to Windows XP or Windows 2003 as a standard user, you can right-click the
PowerShell shortcut, choose Run as..., and enter administrator account credentials.

Interactive PowerShell Help

Veeam PowerShell includes an interactive console-based help for each cmdlet. To get a cmdlet
description, you can use the following commands:

Get-VBRcommand - displays a list of all Veeam PoweShell cmdlets that can be used.

¥ veeam Backup PowerShell Toolkit _ (O]
v . -

==l e e - Rl

Get-help <cmdletname> - displays a full description of the specified cmdlet along with its
syntax and full parameter description.
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3 veeam Backup PowerShell Toolkit E=]

PS5 C:sUserssAdministrator.B5> get—help stop—vhrjoh

NAME
Stop-UBRJoh

Stop—UBRJoh —Job <{CBackupJohll> [-WarningAction <ActionPreference>] [-Harni
ngUariable <{String>] [-WhatIf] [-Confirm] [{CommonParameters>]

DESCRIPTION

RELATED LINKS

REMARKS
To see the examples, type: "get—help Stop-UBRJobh —-examples"'.
For more information. type: "get—help Stop—UBRJobh —detailed".
For technical information, type: "get—help Stop—UBRJoh —full".

PowerShell Remoting

Veeam PowerShell supports remote execution of cmdlets and scripts. That is, you can run
cmdlets and scripts directly on the Veeam Backup & Replication console, or against remote
computers. A remote session can be started on one remote computer, or a number of remote
computers at a time.

To enable PowerShell remoting:
1. Install the WinRM Service.

2. Enable PowerShell remoting. Start Windows PowerShell 2.0 as an administrator and
type in: Enable-PSRemoting.

To learn more about PowerShell remoting and its configuration, see
http://www.computerperformance.co.uk/powershell/powershell_remote.htm.

Example of Use

This section provides several examples of operations performed with the help of PowerShell
scripts.

Performing Full VM Restore

In this example, we will review the full VM restore process performed by means of Veeam
PowerShell script. To let you get most out of this example, each command will be illustrated
by the action from the Veeam Backup & Replication Ul that provides the result similar to
execution of the PowerShell script.

First, we get a list of all available backup jobs with the cmdlet:

Get-VBRBackup

The similar action is performed by the Restore wizard in Veeam Backup & Replication 5.0:
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Restore Wizard E3

¥irtual Machine —

Chooze the virtual maching you would like to restore. “ |
L=

Wirtual machine:

Job name | Lazt backup time | Wi count | Restore points |
= & dc backup 101/2010 S 46:54 A 1
Y doo1 1041 4200 &;

|ﬂ| * Tipen an objact nama fo search for Q |

¢ Back | Mewt » I Cancel |

Then, we get a list of available restore points, select the last restore point and save it into a
variable:

$rp = Get-VBRRestorePoint -Backup ((Get-VBRBackup)[2])

A similar action is performed by the Restore wizard in Veeam Backup & Replication 5.0:

Restore Wizard E
Restore Point N —|
Select the regtore point you would ke to restore Wi to, L“N

W name: dcl1 Original hogt:  wedew
W size: 12.00 GB

Available regtore points:;

Date Tupe

101142010 Monday

101142010 Monday 6:56:14 AM Full

¥ Pawer an WM after restaring

< Back | et = I Cancel

To restore a VM, you will need:
= ESX host to which the VM should be restored
= Resource pool
= Datastore on which the VM will reside

Let's get them and save into variables:

$server = Get-VBRServer | where {$_.Name -eq "esx12.veeam.lab"}
$server
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Resource pool:

$res = Find-VBRResourcePool -Server ($server) | where {$__Name -eq "Resources"}
$res

And datastore:

$datast = Find-VBRDatastore -Server ($server) | where {$__.Name -eq "localstorel"}
$datast

A similar action is performed by the Restore wizard in Veeam Backup & Replication 5.0:

Restore Wizard E3

Restore Destination N —|
Specify the host, datastore and resource pool where the virtual machine should be restored. l_“
You can only chooze between hosts added to the congole, b

Host:

I el 2 veeam lab j Host Summary... Refresh |

Wirtual machine name; Restore disks:

Idc_lestored Iﬂs an ariginal M [recommended) ﬂ
Rezource pool:  Hezources Dataztore:  esxl2:local_storel

- MHame | Free space
&) marketing B esu12local_storel 534,06 GB
-8 prod B ea Zlocal_stors2 49387 GB

Chooze a separate datastore for each witual disk

¢ Back | Mewt » I Cancel |

Now, let's perform restore of the VM:

Start-VBRRestoreVM -RestorePoint ($rp) -Server ($server) -ResourcePool ($res) -
Datastore ($datast) -VMName *‘dc01"*

Parameters such as Virtual machine name (-VMName) and Restore reason (-Reason) are
optional for the restore.

Performing VM Files Recovery Using Pipeline Input

In this example, we will review the process of restoring VM files (such as VMX, VMDK and so
on) performed by means of Veeam PowerShell script.

The present example illustrates use of objects and pipeline input in PowerShell. Cmdlets
operate with objects which they can accept and return. Every object has properties describing
it, and methods that can be performed on it. Use of objects enables you to pipeline commands
- that is, pass the output of one command as the input to another one. So, you can work with
PoweShell interactively, entering commands and getting output step by step, or combine
more complex commands using pipeline.

The example below describes step by step how such complex command is formed.

First, we will get an object of the backup named “Backup Job 1":

Get-VBRBackup | where {$_.JobName -eq "Backup Job 1"}

Then, we will get all restore points:
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Get-VBRBackup | where {$_.JobName -eq "Backup Job 1"} | Get-VBRRestorePoint

Now we sort the restore points in the descending order and get the most recent one:

Get-VBRBackup | where {$_.JobName -eq "Backup Job 1"} | Get-VBRRestorePoint |
sort CreationTime -Descending | select -First 1

Once we got the most recent restore point, we can start the restore operation and save VM
files locally to the C:\restore\Documents folder:

Get-VBRBackup | where {$_.JobName -eq *"‘Backup Job 1"} | Get-VBRRestorePoint |

sort CreationTime -Descending | select -First 1 | Start-VBRRestoreVMFiles -Server
(Get-VBRLocalhost) -Path "C:\restore\Documents"

Changing Job Scheduling Settings

In this example, we will change the scheduling settings for an existing job — schedule it to be
run every day.

First, we will get an object of the required job and save it to a variable:

$job = Get-VBRJob | where {$_.name -match "Backup Job 1"}

Now, we will get scheduling settings of the job and save them to a variable:

$sh = $job | Get-VBRJobScheduleOptions

At lastly, will change the scheduling settings:

$sh.OptionsDaily.Enabled = $true
$sh.OptionsDaily.Kind = "Everyday"
$sh.OptionsDaily.Time = "17:20:00"
Set-VBRJobScheduleOptions -Job ($job) -Options ($sh)

You can also change scheduling settings for a job in a different way:

$opt = $job | Get-VBRJIobOptions
$opt.RunManually = $false
Set-VBRJobOptions -Job ($job) -Options ($opt)
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